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1. Lb¢wh5!'/¢Lhb

Are you looking foraindependent overview of the User Environment Management solutions
and curious about the different features and functiarfeach vendooffering? Thenlis is

the whitepaper younustdefinitely read In the current market there is an increasing demand
for unbiased information aboutiser Environment Manageme@WEM)solutions. This white
paper is focused on solutions that are anticipated to have an important ré@hication and
DesktopVirtualization and creation of a Dynamic Desktop environmAntowerview of avad-

ble features of each solution is created to better understand each solutions capability

1.1 OBJECTIVES

The overall goal of this whitepaper is to share information about:

What is User Environment Management

Explain the pros and cons of UserviEonment Management

Describe the strategic questions and funaadity of UEM solutions
User Environment Management functionality and solutions overview
Describe the differentEMvendors andheir solutions

Compare the functionality and features of varloUEM solutions

=A =4 -4 4 —a 4

1.2 INTENDEB\UDIENCE

This document is intended for IT Managers, Architects, Analysts, System Administrators and IT
Prdfessionalsn general who are responsible for and/or interested in designing, implementing
and maintainingJser Environmentlanagement solutions

1.3 VENDORNVOLVEMENT

All major vendors whose products are covered in the feature comparison, sugip&ense
Citrix,Immidio, Liquidware LahdMlicrosoft, PolicyPak Softwar®ES Softwar€@Quest,Scense
TriceratUnideskandVMwarehawe been approached in advance to create awareness of this
whitepaper and discuss the different features and functionality when needed.

14 SUGGESTIONSND IMPROVEMENTS

We did our best to be truthful, clear, complete and accurate in investigating and wdidwg

the different solutions! f 6§ K2dzZaAK tvw R2SayQid KIFI@S | adN¥GS:
UEM vendors mentioned in this whitepapairagoal is to write an unbiased objective diec

mentwhere possiblewhich isvalueable for the readerdf you haveany comments, corre

tions, or suggestions for improvements of this document, we want to hear from youpwe a
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preciate your feedbackPlease send-eail to Ruben Spruijtgp@pqr.n) Include the product
name and version nundy, and the title of the document in your message.

15 CONTACT

PQRTel: +31 (0)30 6629729

Email:info@par.nl; www.pqgr.com www.virtuall.nl

Twitter: http://www.twitter.com/pqrnl

THIS DOCUMENT IS PROVIDED "AS IS"
WITHOUT WARRANTY OF ANY KIND
FOR REFERENCE PURPOSES ONLY

COPYRIGHT PQR

PUBLISHIG IN PART OR WHOSEPROHIBITEBRI THOUMWRITTEMPPROVAL
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2. 1. h'e¢

2.1 ABOUTPQR

PQR is the professional ICT infrastructure specialist with a focus on availability of data-applic
tions and work spaces with optimized user experience in a secure and manageable way. PQR
provides its customers innovativET solutions that ensure the optimization of application
availability and manageability, without processes getting complex. Simplicity in ICT, that's what
PQOR stands for.

PQR has traceable references and a wide range of expertise in the field, provemypinoar

high partner statuses and certifications. PQR is Citrix Platinum Solution Advisor, HP &OLD Pr
ferred Partner, Microsoft Gold Partner Virtualization, NetApp Star Partner, RES Platirtum Par
ner, VMware Premier Partner en Gold Authorized ConsultartnBr, Cisco Premier Certified
Partner, CommVault CASP Value Added Reseller, Dell Enterprise Architecture Certified Partner,
HDS Platinum Partner, HP Networking Master Partner, Junipartder, Veeam Gold ProRar

ner, Quest Software Platinum Partner aiyse Premier Partner.

Customers of PQR can be found in all segments of society and are classified as medium to large
enterprises to whom ICT provisioning is vital for running business. Sales is realized iroboth pr

it and nonprofit organizations, a sigmifant part is realized within the healthcare sectorped

cation and local and national government.

PQR informs its clients as a Trusted Advisor about new technologies that keep ICii-enviro
ments running even easier, creating secure optimal performance dadnation accessibility

from any location or device. By using consolidation and virtualization techniques, PQR works
towards an easy to use management environment. This not only applies to system adainistr
G2NR odzi Ffaz2 G2 dza S NBEwbrkingwiih itd Diyhdhie Ddfagent® G KS y S
concept and cloud computing abilities. PQR implements private cloud infrastructures where
availability of data, applications and workplaces in a secure and manageable way is kdy, and a
so designs and implements a ety of desktop virtualization solutions like server basenheo
puting, virtual desktop infrastructures (VDI), blade PC's and typical fat clients. In this way PQR
is offering an ICT environment that increases productivity and entails significantezoetsl

es, not only in management but also in energy consumption.

PQR provides an ICT infrastructure that is stable, flexible and future proof. PQR has extensive
experience in designing and implementing server & storage environments, includingrketwo
ing and seciity. Traditionally, massive storage environments have been PQR's specialty.

PQR's approach is based on four main pillars:

9 Data & Systems Availability
91 Application & Desktop Delivery
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1 Secure Access & Secure Networking
1 Advanced IT Infrastructure & Management

The PQR approach is always transparent. To avoid common pitfalls of default configurations,

only the best suitable solution will be selected, naturally in consultation with the client. During

the whole process of designing up to implementation, PQR caregponsibility to deliver

(part of) projects to its final result, as a rule against fixed prices and corresponding guarantees.
PQR calls this Simplicity in IBQR, founded in 1990, is headquartered in De Meern, The
Netherlands, and counts over 100 e SSa® Ly FA&OFf &SFNI Hanmnk

YAfEtAZ2Y FYR F ySiG FFGSN (I E wWNEPORGOM2F € ndp
2.2 ACKNOWLEDGMENTS
Team leader

Ruben Spruijt, Technology OfficerRuben Spruijt, born in 1975, studiedr@o
puter Sience and started his career as a Systems EngineefaedAutona-
tisering. He has been working as a Solutions Architect at PQR since 2002.

In his job, Ruben is primary focused on Application and Desktop Delivedy, har
ware and software Virtualization. Ruben has been awarded the Microsoft Most
Value Professional (MVP), Citrix Technology Professionald@dWywarevEx-
perttitles and is theonly European with the combination of these three comm
nity awards.

At various local and international conferences Ruben presents his vision and profound

1y26ft SRAS 2F WI LILIX A Oand Kirtuglizatioy lutlrs.aHe i§ RitidtorsoS t A &S
t vwiA@y OSLJidzr f Y2RS& 2F W LIWX AOFGA2Y YR 5S&q.
@At FoAf AGe &2 deiwhigublBedthd sgliRiond shdwdase/of ARR.NHe BaF
written several articles that havbeen published by professional magazines and informative

websites. To contact Ruben directly send an emaitgp@pqr.nl Follow ruben on twitter
@rspruijt
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Special ttanksfor Aaron ParkerHeis an Infrastructure Architect with
Mp &SI N&BQ SELISNA Asy@mdppVMYyP Mickosft L ¢
Certified Systems Engineer (MCSE), Citrix Certified Integratioi Arch
tect (CCIA) and Citrix Certified Enterprise Administrég@@EAe's
spent the last 10 years on servieased computing, desktop and appl
cation deployment and vtualization. He currently resides in London,
UK where he's involved in deployments for private and government
clients including Fortune Global 506nepanies. You can find himmco
tributing to the AppVirtGuru.com anithe TechNet Apg/ forums or blogging at stealthpu
py.com, although he just might possibly be snowboarding instead. To contact Aaron directly
send an email taaron@stealthpuppy.coriollow Aaron on twitter@stealthpuppy

Personal note from Ruben: | would give a special thanksaton Parkemwho simply did ami

credible job in investigating an@viewing various User Profile Management solutions amd co
GNROdziAy3a (2 (GKS 6KAGS LI LSNP ¢KS |Yyzdzyli 27
Thanks!!

Community effort

A BIGthanks ta Jeremy Moskowitzleanne MorainpArjen ten HorstRob AartsFalko Graefe
Pim van de Vjdurjen van Leeuwen

Thankdor their effort and support in reviewing this whitepaper

A-Tean

hyteé G§KNRdAAK (K S T PRRIIEM{ Y R O . IBRi# WetnbiddvgdhE 2 F
goals, a big thanks to them

\ Team Member Job description Email Twitter
Rob Beekmans Sr. Consultant rbe@pqr.nl @robbeekmans
Matthijs Havennk Corsultant mha r.nl @vf_matt
Sven Huisman Consultant shu@pqr.nl @svenh
Jits Langedijk Consultam jla@par.nl @jrlangedijk
Anton van Pelt Consultant ape@pqr.nl @antonaustirol25
Peter Sterk Sr. Consultant pst@pqr.nl @petersterk
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3. !{9w 9btLehba®bBaobc¢

3.1 STRATEGY

If there is a trendy word in the IT industry, then, as well as Cloud Computiadna$ to be
évirtualizatior® ¥irtualization is nothing more than the decoupling of IT resources. The forms
of virtualization that are most frequently applied include network, storage, hardware/server,
desktop and application virtualizatioApplication &ad Desktop Delivery is a process which has
the goal of offering applications independent of location and workstation, so that the user can
work onsite, online, offsite and offline anywhere and at any tiffige dynamic delivery ofpa
plications is an essemti functionality and part of a broader strategy of an optimized Desktop.
Managing the User Environment and various Devices is a key element in maintaining the Appl
cation and Desktop Delivery infrastructure.

When studying and determining whiépplicationand Desktop Delivernpolution andJser
Environmentand ClientDeviceManagementsolution best suits the users and your organiz
tion, it is essential that you ask yourstifee questions:

1. What is theexecution platformfor the applications?

Within the execution platform, system resources such as the CPU, memokyanlisnetwork

are used in order to execute the Windows and wagbhitected applications. The mosefr

quently used execution platforms include the following: Desktop, Laptop, Mobile Smartphone,
Virtual Desktop Infrastructure and Remote Desktop Services. The choice of execution platform
is the most fundamental decision made! The applications are executed locally on the device or
centrally in a datacenter. Every implementing platform has its ovarastteristics. In practice,

every organization actually possesses a mixture of workstation access scenarios. The theories:
] Saa A& Y2NBE¢ |yR &/ dzi 2dzi GKS SEOSLIIA2Yy &t

2. In what way arepplicationsdelivered ad availableon the execution platfornt?

An execution platform is gregut if there are no applications available on this platform, this
platform is of no real value to the engser. The second question is this: How do the applic
tions get onto theexecuton platform?! A number of solutions exist for making Windows appl
cations available on the platform. The forms that are most frequently used include installation
or virtualization.

With installation, applications argeliveredon the workstation and, whe possible, installed

in an unattended manner. The execution platform is altered after the installation process is fi
ished. Installing the application as core component in the base image is also one of the poss
bilities available.
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When applications are ade available by means of Application Virtualization, they areavail
0fS w2y RSYIFIYRQ 2y (KS SESOQdziAz2y LI LFGF2NYO b
the scope of this

3. How arethe execution platformand theapplicationsmanagedfrom anIT-Pro and
from anend-userperspective?

An execution platform with a variety of windows and watthitected applications are create

but how do you manage and maintain this environment? In a Bring Your Own Compiter sc

nario where does managing the environment stamtsl where does it en®How is the dels-

top composed from a user perspectBe K G I NB GKS RATT $Hedevnd ! OOSz
more quesions fit in this third questionHow do we controlmaintain andsupport the Dek-

top as a concept and as an endpadatvice from anT Proandend-user perspective

3.2 THE ESSENCE AFPLICATION ANDESKTOPELIVERY

Making applications available to the ender, regardless of the technology being used, is the
ultimate strategic objective of an Advanced ICT infrastructare.8 6 S A GQa | 3I22R
the term busineskonsumer instead of endser.

Thedelivery of the desktopas a concept can bewudded in two worlds. Thelassiadesktopand
laptop, running Windows, Linux or Mac ®&nd thevirtual desktop. In essence Btop Vi-
tualization is the decoupling of the desktop, the operating system and the-eisdr applia-
tions from theunderlying endpoint or devicdhis kind of virtualization can be subdivided into
two types:

With the first type of virtualization, the endser applications are executed remotely, server
hosted, and presented at the endpoint via a Remote Display Protocol. With the second type of
Desktop Virtualization solution, the applications are executed at the endpoint, -didef and
presented locallyn this workstation.

Theabov]RSEA ONR LIGA 2y 2dzif Ay Sa éxkcBtiorFplatitkmior thedysS & G A 2 y
plicationsz2¢ KS a S 02y R | dzS & (i appligaionsideliyerechidiavailable o thé NS
SESQdziAz2zy LXF{GF2NMéeE Oly 68 yasSNBR SI a

In most infrastructures the application aveb-architectedor Windows-based. The ratio of
Web vs Windows applications depends on the vertical, customer, history, legacy, innovation
and control of Application Developmewindows enduser applications cabe installed:

manual, automatic or integrated in the bagmage or Windows applications can igtualized
using Appliation Virtualizatioror Virtual Disk layeringolutions

A complete overview of all the Application and Desktop Delivery Solutionsecimubdhere.
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3.3 LAYERING THEAKEANDAPPLICATIONELIVERY

Thea [ | & S NBvdelcan xréssirtualization pieces. In essence, the goal is to break up
(or isolate)the Operating System (OS) the Applications (Apps) and theGdseponents.

The last part, User Components anade upof Personalization, Policy, User Rights Masag
ment, User Installed Apphtions, and User Daf@go name just a few pieces)

The goal with this separation is to creattoaselyO 2 dzLJX SR Ay T NI a & NHzO G dzZNB
ONBIGS I OSNE ReylFYAO ! LI AOFGA2Y YR 5Saiiz
of UserEnvronment Management (UEM) and ApplicatighPP)and Desktop Delivery (ADD)

solutions, such as VDI and Application Virtualization. At theoditide day getting to adlay-

eredOl 1 S¢ Y S K2 Raliie¥eDésktap Xrankforrafidn aduklp achieve dynamic
Workspacdor users

Application Delivery

There are different methods of delivering applications to -@isers as explained in the di
AN Y 0 Singuadtto Lridésiand each methods well aghe solutions and vendoiis
this space. Eaotan povide solutions for this delivery method and the functionality, agility
and flexibility an endiser will receiveMost scenaris in the real world will be Bybrid In the
end, howeverfrom an enduser perspective it should be transparent. With transpasen
comes User Environment Management.

The diagram is inspired lblgis blog post.

Applications

Apps

Virtualization)

Strategic

Applications * Business >> IT >> Users

eMaster / Golden Image

Base

JYrspuR NNy © ‘Baked'in the OS

User Installed
Applications
*Personalization; User settings .
User = e ’ IT Delivered
. profiles, scripts, Policies, User Apps o |T >> User
. sPackaging (MSI/ Application Departmental ® Business Unit >> IT

3.4 USEROENTRICOMPUTING

More and more customerare designing, building and maintaining hybsigle,flexible Appi
cation and Desktop Delivesplutions. Customers are using a mix of traditiodesktops and
laptops, Server Hosted Desktops using VDI and Remote Desktop Services, Web applications
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and AppicationInstallation, andvirtualization in a mixed Operating System environment. The
devices are managed and, in a Bring Your Own Computer Scenananaged.

User Environment Management delivers and maintains the User Workspace in aiclitde,
predictableand profound way independent of the Application and Desktop Delivery concept
and understands the context of the user Access Scenario. Having a clear view of the access
scenarios, also known as personas, is essential and crucial for a comphitatign and

Desktop Delivery solutions. The focus on the usgrtext

Who: Users; groups, personas;

Which: Devicegapabilitesmanaged and wimanaged

Where: Location; Online, Offline, offsite and onsite;

What: ApplicationsIT and endiser driven sewvices, resourceslatacontent;
When: 24x7, specific times

Thisis essential and needs to be unifiedaibdser Environment Management solution. Comce
trate on the uses Environment meanglser Centric Computing

At the end of the day customer will havéngbrid Application and Desktop Delivery infrastru
ture. For the enelser, the business consumer, application access needstrabsgparent

Transparency should mean thapplicatiors, desktop delivery, managemeandinfrastruc-
ture are accounted for withi @ I NJAAZ@ss SaenariésPhese scenarios should contain:

User/Role/Persona
Applications/Services
Devices

Location

Context Awareness

= =4 =48 -4 A

Access scenarios need to be clear, profound and are part of the overall Application &nd Des
top Delivery Design press

35 THE ESSENCE JSERENVIRONMENMANAGEMENEUEM)

¢ KS GKANR [ dzS aekeciion platfarmahdtheaggiBatiangy3 y I 3 Siéedsd d £
to bedivided in anT-Proand end-userfocused section.

Traditionallythe endpoint is maintained with Client Magement, or Pdife cycle manag-
ment, solutions such as Altiris Deployment Solution, IBM BigFix, Microsoft SCCM, Nevell Ze
Works and others.

Version 1.2 January 2012 Paged



User Environment Manageme

POR
= Smackdowi

The ley functionalityof these kinds of products would b®S deployment, applicatiored
ployment, asset managemeénnventory, integration with CMDB and remote control. Time
maryfocusof the Client Management solutions is tbkent deviceand not primaily theend-
useQd @ 2N)] aLJ OSo

I FYREAY3 GKS | ASNI 9OYQPANRYYSY (> 2NJlappBadd 2 2 NJ &
of most of the Client Management Solutiohsirge softwarezendorsare so focused on the
management and maintenance of ICT systems that they tend to forget the other important

half, focuson the userside, of this management.

Users needo havea simple, uniform, fast and reliable workspace environment. Admagistr

tors would like to be able to manage th{ia/indows) workspace centrally, regardless of whet

er it is a physical or virtual workplace, implemented locally or centrally and whethéwfime

dows) applications are installed, streamed rtualized In manyorganizationsi K S (s8Nl ¥
EnvironmentMlI Y I 3SYSy G Q Aa adAaftt NBfFGAGStE @ dzyly26y

oUser Environmerilanagement{UEM)is a software solution that facilitates the management

of the user emironmentand creates a dynamic, cost effective and for the businessumer a

transparentworkingenvironment.The focus is primarily on the emder and his environment
and not on the end user's devicep

Our experience is aen theorganizationunderstards the meaning of user workspace ma
agement and sees the opportunities and benefits this provides to the users and dhgali-
zation, the customer is often surprised that this solution has not been applied earlier

3.6 THEHISTORY CBEM

Various User EnvirochSy G al y I 3SYSy G azftdziaz2zya Ay (GKS (21
from aServerbased ComputingTerminal Serveor Citrix XenAppenvironment where users

either execute full remote desktops or published applications. Server farms were often siloed

to reduce application conflicts. Silos hahen introduced problems ensingdl K I i d&A SN a |
erences are available across different hosts and kept consistent between sessions

Some other User Environment Management solutions started in the classic desktogtmark
where users executed applications locally but sugtdrom long logon times. Besides this

was harder tadesignsetup and maintain a flésle workstation or roaming scenario because of
complexity and cluttering of User Profiles and Logon Scripts.

Raaming Profiles are not granular enough to reduce-laste-wins scenarios that occur itirs
loed Terminal Server farms or where users connect to multiple desktops simultaneously. By
being able to manage user preferences by application rather than a singfilegerOS, IT

can provide users with a more seamless desktop experience.
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Logon scripts have been the solution that everganizatiorhas used to configure the user
SYGANRYYSY(id hTaGSy gNARGGSY Ay =+ . optidixhfodi
speed (processed synchronously aften they aresingle threadell Additionally they have

been restricted to user logon and logoff and therefore must cater for anything the user could

potentially do during their session. Scripts aiswe tobe mantained by engineers whord
derstand scripting technologieshich is good for job security but bad for cantity, agility
andsupportability

3.7 WHYUEM?
In conversations with customers and during workshop sessions we regularly receive the que
i A 2Whxt améthe primary reasons for implementing User Environment Managemant Sol
tionsE

1 Increaseuserexperience consistency across different platforms, VDI, SBC and local
Laptops and Desktops

1 Create aransparentUser Environment independent of the various detiy solutions
and empowers a smootbBesktop Transformation

1 Improves eneusermobility, access personalized applications and settings from any
machine, any Windows Operating Systdteaming users.

9 It stabilizeswWindows useprofiles.

9 Gaincontrol over use profiles and trulymanagethem.

1 Acceleratedandconsistentlogon times

1 Makesmigration from old to new Operating Systems and Application Delivery-sol
GA2ya SFaASN® 9@0Sy NeRfftol Ol alOSyl NB2Qa
tem is possible.

1 Replacecustom (legacydcripts

1 Centraland uniform management of the User Environment is key and will result in
happyadministratorsand users and lower Total Cost of OwnersAig@Q. Delegation
of controlis essential in such a management solution.

1 Provide better andgranularsupport ofuserandapplicationpreference Never delete
or restore completauser profiles.

1 It controls, facilitates and enforceseraccesso applicationsfile-types (removable)
devices, network and data resources. Applicatioais be Windows based and web
architected. The Windows Applications can be installed, Virtualized or Remotet-Execu
ed via servehosted VDI or Remote Desktop Services (Terminal Services).

9 Based on user location, device and custom settingsesgo applicatons, data, ne
work resources, devices and preferencedyisamicallyfacilitated and from aecurity
perspectiveenforced User centric computing gaim®ntext awareness

9 It facilitates Resource Managementdontrol andoptimize usage of CPU, Memorg-
sourceswith focus on applications and (Virtual) Desktops.
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1 Enduser is able to install applications on his (virtual) desktop even without Agmini
trator RightsUser Installed applicationsith Dynamic Privileges, ideal fBiYOD
(Bring Your Own Device) antegarios where dynamic application delivery in a static,
controlled desktop environment is needed.

1 It gives administrators and managensightsandreporting capabilities in Windows
and Web applications, (virtual) desktop adimenseusage. It enforcebcensecompii-
ancyto various licensing models. Application licensing can be measured, tracked and
enforced or controlled, where needed.

91 Deliversdetailed information on changes inside the User Environment Management
environmentthat areneeded as requament forcompliancyand certification stand-
ardssuch as Persona Information Acts (HIPAA), ISO 27001, SOX and NEN 7510.

PASNI 9YOPANRYYSY(d alylF3aSYSyd Aa Iy, wliéghaSydal
means to separate (Physical) Hardware, Operafiggtem, Applications and User Perdona
ization

3.8 UEMFUNCTIONALITY

In a User Environment Management solution user personalization, applications and data need
to be portable and context aware. The focus of UEM Solutions is the dynamic composition of
the Uses(Environment.Theenvironment, orworkspaceis dynamially composed where the
solution handles:

1 User Personalizationipplicationand DesktopgMlanagement; Application settisgand
configuration preferences, User Personalizatsoich as printer settings.

91 Application and Access Contrdbecurity Managemengnforce access to applications
persona and context aware.

1 ResourceManagement; Applicatioperformanceoptimization and management

1 User ProfileManagement; Manage Windows User profiles; local, roantigrid,
mandatory.

1 License Managemeninsights, reporting and enforcing the use of licenses

91 Application Delivery User centric Application Installatiamith Dynamic Privileges,sJ
er Installed Applications.

1 Monitoring, Auditing and Reportingfacilities o various levels with focus on the user
environment.

1 User supportfacilitating user support

This functionalityneeds to bandependentof:

9 Operating Systemaersion(e.g.WindowsXP, Widows7, Windows Server 2008
9 Processor architecturfplatform (Intel 32, and 64 bits)
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3.9

Application Deployment (e.g. M@\pplication Virtualizationweb-architected applia-
tionsand Remote Delivery via VDI or Remote Desktop Sery@es across any oo-
bination)

User Profile (e.g. local, mandatory, roaming)

Client Device (e.gnanaged, urmanaged)

UserContext(e. @ Yf AYSS 2FFEAYST 2FFaA0SET 2yardas

Remote Dsktop Services and VDI solutions with trusted and untrusted devices).

UEMSIRATEGY

The growing reality of the transition to a dynamic datacenter is causing many IT organizations
to re-evaluatetraditional IT operations, support, and management methods. Vizirgjithe
Desktop is a reasonable piece to support growing numbers of unmanaged desktops, external

users, and other usease scenariodlanaging the (virtualized) Desktop is an essential ammp

nent in the complete stack. (i Q& A Y LJ2 N¥isioyaiid Staegy &du@iRpplication
and Desktop Delivery. Designing, building, managing and maintaining the vDesktop infrastru

ture using the righTrechnologiescorresponding vendors and products is an important last

step.

We seemanyorganizations primarily foging onfeatures, productsandvendorsand lacking a

SNI OYGANRYYSYy(d al yl3SYSyil iidpDelivanSrateght SYSy
SYLRS6SNE (KS 5S3102L) ¢NFyaFT2NX¥FdA2Yy$E

clear and profounaverall@dA &A 2y | yR &GN} iS3ed ¢KAa I LILINRI O
what the goal of the organization is. When the organization needs a point solution, the various
vendors anacorresponding products can help to solve this issue anthfile demands.

When the organization is investigating possibilities, advantages, use cases and functionality of
User Environmentin the 6Optimized desktog = | LINR F2dzy R JAdbkidy
place The followingliscussionand correspondingppicsshould be part of the strategy

1
)l

What are theuse-case® And does the usease requirdJEM?

What do | want to achieve?loweringTCQbusiness enableroverall cost of owne
ship andcost reduce?

What is theBusinesscase? What do you expect as a ROI?

Are you investigating tactical (point)-or strategicsolution? What do you want to
solve?

2 K| { Q @leskdopdbdN@ry aml migration strategy forwindows 72

Are you looking for @hasedor big bang migratioscenario? Howdo you take care of
profile changesduring a migration (v1 and v2)? What is yonltback strategywhen
all the user and application settings are migratedVindows 77?

When do youefreshyour DesktogOSwith Windows 7?2
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Are you planning fodeliveryapplications to a WindowBesktop G5 or Windows
Server G, in a Remote Desktop Services Session Host (RDSH) scenario?

Iswork shifting a key driver for the Ofnized Desktop? How are tlieaming/flexible
and mobile users within the organization facilitated? How do you take care of Applic
tion- and Desktop Delivery when the user has differ@ntesscenario® How doyou
managethis user environment in differeréccess scenarios?

How do you achieve consistent andiform user environmentacross Desktop, pa

top, VDI, Terminal Services in managed andgnamaged scenarios?!

What is the strategy aroun@lientManagement PCLife Cycle Management, solution
and how doedJser Environment Management fit in the strategy and technical-dec
sions?

Do you need centralized and uniform management of the user environment? Do you
needdelegationof control? How granular do you need this control?

How do youdesign control andmaintain logon scriptsanduser profile® Are you fa-
inglonglogontimesto your environment and applications? How do you gain control
on user profiles and login scripts? Would your ersgrs benefit from a Profile clean
up?Are you facing profile corruptica?

How do yolhandleall the applicatiorand usempreferencessuch as printerdijle-
types,drive mappingsaccess to applicationdata, and network resourceand appi-
cationsettings?s this needdfor Desktop, Laptop, VDI and Terminal Services?
Scripting@ How many people really understand the complex aften legacyinternal
scripts? Howagileare these scripts and settings?

IsApplication Virtualizationin scope, how do you handle application preferences in a
mixed OS and Applicatipand Desktop Delivg infrastructure?

How do yowcontrol and administeaccesgo specific externatlevicessuch as reme-
able storage devices with build in encryption?

Do you neeatontext awarenes® Based on user/role, device, location and various se
tings access to apiphtion resources is controlled and enforced when needed.
Whatendpointsdo you supportandmanage?

Areadministrator privilegesneeded to install an UEM component?

Is aclient- or agentlessUEMsolution required? Is it possible to (automadilty) instdl

the UEM agent?

Is a Bring Your Owbevice(BYOD concept one of the key AcceSsenario®

What is you Applicationand Desktoeliverysolution inBYOGcenariosBerver
Hosted, Clienside, Application Virtualization and Application Installation? tdowou
deliver applications to these (umanaged) devices?

Dothe enduser needs the ability to install and update applicationd?derinstalled
Applicationsfunctionality needed? Does the user have the correct privileges to install
or update software?

Do you need to manage the application on themanaged devices in a B¥&cena-

io? Can UEMnanagethe Application Delivery solution iBY @ scenario?
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What is the starting point in managing the application?

Doyouwant to integrate and runlocal applicatonsinto the centralizeddesktop enw
ronment and present centralized and local applications in one single interface to the
end-users®

How do youwcontrol, administer, audit andeport which user haaccesgo which -
plication from specific devices or logats?How do yowcontrol application usage
user rights management?

How do you deliver detailed information on changes of the User Environment needed
for ISO 27001, HIPAA, SOX and NEN @é&ification standards

What solutions do you use to make sure goi@npliant? Can you measure, track
and enforce licensingFdow do you currentljicenseper deviceapplications such as
Microsoft Project and Microsoft Visio?

Arebilling, licensemanagementreporting and/or chargebackof the delivered api
cations neded?

Do you want to offer &elfSupporttool to your users to reduce the amount of
Helpdesk calls? Which UEM functionality do you want to integrate iseHeservice
solution?

What is the role oSecure Access aiBkcure networkinghttp://bit.ly/fGgOH2), how
do endpointsconnectto the infrastructure?

What is theperformanceimpact of the User Environment Management Solution on
the (virtual) Deskto® How do you optimize and control and manage the resources
such as AP and Memory inside the (Virtual) Desktop?

Doyoufocus on stateless (pooled, shared) and/or stateful (assigned, private) images?
Does the UEM solution work flawless w8hatelesssolutions?

Isimage deploymentandmanagementpart of the (virtual) Desktoftrategy? What is
the role of User Environment Management in this strategy?

What is theimpactwhile adding a User Environment Managemsaolution on storage
(http://bit.ly/SHTajV) andhow does itaffectthe businessase?

How does the solutioscale? What do we need from a scalability point of view?
What is theperformanceand bandwidth impact on thenetwork infrastructure; LAN,
WAN,WLAN?

What is yoursite topology? Multi-site, multiple datacenters?

Does the User Emanment Managemehsolution need to bg@rovenandmature?
What is your definition of proven?

Is the IT organizatiomature enough to supporand maintain thenew solution2Vhat
is the knowledge and sk#kt of the ITdepartment?

Does the UEM vendor havedrld-wide) 24x7Multi-lingualsupport? Is this important
for you?

Is the UEM vendor financialhealthy organization3s this important in evaluation of
the vendor?
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1 Is there a hugeco-systemwith partners, consultancy training andeducationaround
the UEM solutions this important for you?

f Isa[ F@SNAY3I GKS ofipdrafing SystendApplidatiid- dnd (BsefPre-
erencesart of the overaldesktopstrategy?

1 Bottom Line:Does IT have focus on yobusinessconsumers, oend-user?!

3.10 DESKTOFPRANSFORMATION REQEBRISEFENVIRONMENMANAGEMENT

User Environment Management is not a new concept. Rather one that first got its roots from
early adopter management solutions such as Marimba (now BMC Blade Logic for Clients) and a
few other forward thirking suchasBigFix (now IBM Tivoli), ManagSoft (now Flexera) and co
panies likeAppSensand RES Software.

The Enterprise markétasstruggled to deploy based on users due to technical limitations
(tightly coupled OS, App, and User) forcing IT to Btrsisnd applications into a machinenece

tric framework. Thus the users and the business had to adapt to the technical and process li
itations.

What is so fundamentally different between now and over a decade ago, that the User Par

digm shift is finally teing place? A variety of factors are fueling the broad adoption of User E
vironment Management Solutions. Those factors include: Consumerization, Virtualization,

Movement to the Cloud and Increased Regulatory Compliance.

Additional regulations are beingapsed throughout the world that will require companies to

do as much as possible to protect application data and personal information. Thesa regul
tions place strict sanctions against doing what most employees consider as status quo today to
get their jobdone. Companies are struggling to compparticularly multinationals, to the

various sanctions placed on them across the stack from the infrastructure to the client. Many
developed countries like Germany, France, Japan, the U.S., the U.K. amgwonsiopose
additional sanctions in light of the recent outbreak of hactivists targeting larger-matitbnal
companies. Fears of cyber terrorism only guarantees that governments will consider zdditio

al laws and frameworks to enforce compliance dines.

Another major issue is the technophile employee that has become accustomed to having i
stant access to information at their fingertips. The introduction of-tm#ch services such as
Netflix, Spotify, Online Banking, or online movies has creatadrea demanding and inqguis
tive workforce.

Whether companies like it, admit it or have the bandwidth to deal with it, employees are more
Y20AfSsE 3f26Ff yYyR NBa2dzZNOSTdzZ o ¢t2RFex GKSe@
what they need from IT thecan bypass IT by copying the data to a flash drive, USB device,

cloud data store or other means. At the end of the ddlgey will do whatever they have to

do to balance work, personal life and desire to be competitive.
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More regulations have been andeain the process of being passed throughout the world that
require companies do as much as possible to protect application and personal information.
These regulations place strict sanctions against doing what most employees do as status quo
today to gettheir job done.

Thirdly, virtualization is a major factor in the movement to User Environment Management
because it enables decoupling the desktop. By breaking down each component (O&; applic
tions, user data) there are many benefits realized and nesgirtess models that were notgr
viously possible.

lf 0K2dAK YlIye 2F (KSaS (SOKyztheBaveéSdallyfustdS (G KS
started to take off. In part this is due to natural progression required to mature the technol

gy to a point thait provides a seamless experience, evolution of licensing models (still taking
place), and ability to decouple the application to run across multiple platforms, OS, awd devi

es.

Now that the applications can truly be decoupled, targeted and executezsacnultiple

frameworks it is possible to juggle the various complex combinations of OS, App, andatJser D

ta. This combined with a workforce that is more mobile, less loyal, and likely to pose an issue

for the increased regulations creates a tornado effedhe dynamic nature of the Cloud and
Virtualization lend themselves to provide creative ways for employees to find their own sol
GA2ya 6A0GK 2N gAlGK2dzi L¢ Q& | chebaBs@lnkndwinglp 2 6 O2
their employees could be violatingws in several countries, opening up their systems to risks

for license and regulatory issues, and placing an increased burden on the business to transform
their infrastructure to control the situation.

User Environment Management now becomes a ciifi@etor. IT must deliver services that
enable the applications and data to follow the user instead of tying the user to a single device.
The User wants to do their job regardless and will. How can IT control this? How can-they e
force entitlement, enare compliance while reducing user frustration? Although it is not the
Holy Graik User Environment Management is the first step in the right direction.

IT must change their policies for targeting and migration from that of a machine based a
proach to aJser Based approach. That way they can see from point of access who has access
to what applications and data from what limited devices. The paradigm that was built for sta

ic systems will not work well in the virtual world.

This is because the verytnge of nonLJISNB A A G Sy G a2t dziAz2ya iwAff YS
NREYYSYyiGé¢ gAaff OKIy3aSod ¢tKS 2yfe O2yadlyid aK?z
make this possible the new world must accommodate or tie users to applications and their

data. If not there will be a plethora of broken license schemes, virtual hosts, and inaccurate
inventory controls.
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Although User Environment Management solutions have been around for some itimehe
movement from static to dynamic environments acrosghbgervers and desktops that have
made UEM more critical now than ever before.

The transformation from static, physical clients to dynamic workspace means that there will be
some adapting and change along the way. The key thing to remember is that despan
(software producers and consumers alike) will have to change and adapt the status qto in o
der to function, stay agile and deliver solutions that can balance the dynamic nature of the
cloud, mobile/technical users, and increasing regulations fromvalt the world.

Migrating from a machine based provisioning to a User provisioning environment will be the
critical first step in the journey to achieving balance in the dynamic world built on top of the
cloud.

3.11 WHATS IN A NAMB

We have attempted to remaivendor neutral in this whitgpaper and for that reason have
chosendUser Environment ManagemenfUEM)to describe the feature sets and solutions
covered herein.

When discussing this spaaéth a technical audience it quickly becomes a challenge to use a
single term that can succinctoverthe features of eaci S Y RN .

Unlikefor instanceApplication Virtualization, this markéts a broader set of products and
use cases which can make it difficult to descrilih a single phrase or ternit 2ems that &
most each vendor uses different wording to describe their solutions.

In the haze of messaging and marketing around User Environment Management, different
YIYSa OFly o6fdNJ GKS I NBYIT GKSNBT2NB AtiQa 62N
Management, User State Virtualization, User Virtualization, User Workspaces, Prafile Ma

agement and Profile Virtualization. Managing expectations is always hard; a good starting

point is to make sure everyone speaks the same (IT) langlihgesnduser,the business ao

sumer, is only interested in the overall functionality independent of name and solution.

3.11.1 Is the technology really the same?

Although this market has been around for some time and the products have been in wide use
by Terminal Server / Rent@Desktop Services environmertthe recent explosion in desktop
virtualization has brought new customers to products they may not have previoushdeonsi
ered.

Customers are seeking to address challenges in both their physical and virtual desktop env
ronments Here are their common challenges:
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1 Deliveingusers a consistent computing experience independent of the device on

GKAOK GKS@& N’ I 00SaaAay3a GKSANI I LILX AO!I

persona to follow them

1 Providnga structured of the shelf approach to reducing the reliance on internadly d
veloped scripts and deliver application configurations in a timely maqueenfiguring
the environment based on context

9 Controlling application access based on identify, location and de\gie IT the ald
ity to control,allow or deny application access where is makes sense, while still allo
ing the user to get their work done

1 Remainingn control of the desktop environment, yet retain the flexibility to enable
the business to function effiently

Every vendor covered in this white paper understands the challenges involved with roaming
user preferences and configuring the user environment on demand. Each product we have
compared includes features for solving the first two issues; however émyrorganizations

user environment management extends beyond these concepts.

To create a faicomparison we must first accept the difference in feature sets and recognize
that every organization will have a different set of challenges to addFesssone organia-
tionsa smaller (perhaps less expensigejution may suit their environment, while others may
choose a more feature rigfand possibly more expensive) product

3.11.2 User State Virtualization
Microsoft started using the term User State Virtualizatftd&V) as early &eptember 2008to
describe a set of features that have been a part of Windows since Windows 2000 f@drese
turesare Roaming Profiles, Folder Redirection, and Offline Files.
—N
User State Virtualization
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These features used to be contained in what Microsoéindedd L y 1 St t A a A NNB NE 0 &
R2ga Hnnn ¢gka AYyGNRRdAZOSR®O alAONRaz2Fldera LRa
ment to Desktop Virtualization.

aAONR&2FiQa RSTAYAGAZY 27F ! thatinh&dritekRiShis Sy A N
whitepaper, excludes the use of USV as a general term applied to this space.

It isinteresting to note here that the Microsoft approach @limcludes user data (e.g. doc

ments, pictures etc) in the definition of User State Virtualization. Data management is a core
2FFSNAY3I 2F 2AyR2¢g4a GKIFIG 20KSNJ LINPRdzOwa Ay
tions enhance this capability.

The tem virtualization in the context of the Microsoft offerings should be taken ligltty

hough Redirected Folders and Offline Files provide user data access across platforms and d
vices, Microsoft only supports user profiles across a single operating systsion andpro-

cessor architectur® . SOl dzaS 2F GKAAaX dzaSNDa || LILX 501 GAz2
ly between operating systems using theiox Windows tools only (Microsoft offet$SMTfor

one-way migrations)Far removedfrom the concept of virtualization.

C2NJ Y2NB AYTF2NNIGA2Y 2y aAONRaz2¥F¥dQa | arSNJ { Gt
ticles:

Microsoft User State Virtualization Overview

Choosing an Appropriate User &t&/irtualization Solution

Infrastructure Planning and Design: Windows User State Virtualization
Managhg Roaming User Data Deployment Guide

Roaming User Profiles

= =4 -4 4 A
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3.11.3 Overall Terms and definitions

The table below gives a complete overview of various the terms that have been used-by ve
dors and customers and a definition for each term.

Term Definition

User Profile The unique location within a Windows desktop to which a user h
write access. Application will write user preferences to this locati
and the user can store data such as documeamid pictures in this
location as well. The profile is created when the user first logs of
a Windows desktop and persists on that desktop unless an agim
trator or policy deletes it

Personalizatiorfor Persona) I dza SND& Odza (2 YA énfice.d Wwalpaje?, 1 f
shortcut placement, pinned items etc. Also includes application
preferences written to the user profile. Used as a term to descrik
what is contained in a user profile

User Environment Management A controlled and structured approatb managing components of
the environment related to the user. This includes user profiles,
preference and policy management, application control and agp
tion deployment. Can be achieved with the Windowsax tools,
or can be enhanced usirsgriptingor 3¢ party solutions to achieve
aparticulardesired result

User State Virtualization Abstraction of user data and profile from the operating system
Roaming Profiles, Folder Redirection and Offline Files. User Sta|
still tied to the version of th@perating system and provides no
separation of individual application preferences

Originator: Microsoft

User Virtualization When used alongside OS Virtualization and Application Viraializ
tion, is a term that makes it easy to describe a layered apprtaach
desktop management and building the user environment en d
mand. Usage extends to user profiles, user environment manag
ment, application control and user installed applications.

Originator:AppSense

Workspace Management Used to describe the processaifstracting user data and prefe
ences from the operating system and along with applicatiorveleli
ery, shortcut and file type association management, building the
dzA SNJ SY@ANRBYYSyild RSLISYRSyila2\
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tion, device etc)

Originator:RES Software

User Profile Management Move beyond roaming profiles to actively manage the user prqfil
may or may not provide segmentation of the profile

Layered User Personalization  See User Virtualization

Decoupling Personalization Separating the useprofile from the operating systensee User Y4
tualization
Profile Segmentation Segment the profile into smaller chunks of related profile setting

e.g. perapplication settings. Those application settings may now|
portable across operating systems

User Virtualization Management See User Virtualization

Application and Workspace Re See Workspace Management
sonalization

User Workspace Virtualization  See User Virtualization

Persistent Personalization Persist user profile data across sessions
Persora Management See User Profile Management
Profile Virtualization Implementing file system redirection to move the profile or parts

the profile from its real location on disk to another location. Not t
be confused with Folder Redirection built into Waves

Profile Streaming Rather than load the entire profile at logon, stream only the data
the client as it is requested. This improves logon times. Usecdhin
junction with profile virtualization

Hybrid Profile Management Managing the user profile ascambination of a local or mandatory
profile with user preferences or personalization added at logon ¢
application start

Profile Management See User Profile Management
Profile Acceleration See Profile Streaming
User Installed Applications The ability 6r a user to install an application and have that a@glic

tion then persist across different Windows desktops
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User Rights Management Dynamic elevation of specific user rights via a defined policy to
make administrative access more granular. Individualiapfons,
Control Panel applets or Windows tasks can be delegated witho
adding the user to the local Administrators group

Dynamic Privileges See User Rights Management

3.12 FREQUENIYASKEMUESTIONEFAQ)

Q: Do these solutions make desktop virtualization all its forms cheaper?

A: This depends on what WeNdSking to replace; roaming profiles and custom scripts or
other inthouse developed toolsPhe3rd party solutions should allow us to reduce operational
costs by improving the user experience and gamizing on a tool for managing the user env
ronment rather than relyingn custom toolsets. Those products witlmctionality likeselt
service features should help with reducing help desk calls.

Initial costgCapEx) are going to be higher due to liceimg and implementation, so a long

term vision for your desktop deployment is required to ensure that the product chosen is used
to its full potential and stays on tra¢lpEx). Depending on organization siaed scalehard-

ingit over to operational teamwvill require considerable work (i.e. training and standards).

A good question to ask gscanthe native Microsoft featuresRpamingProfiles, Group Policy,
Offline Files etc) meet the requirements of y@&NJA | Y A T | (P K oy @rilive/mMBHR &
cro® T (i Q4n canfiirdtion management functions, you might be able to forgo &hyaBty
UEM solution.

So,4f G(G(KS @OSYR2NHE 6Aff |y aBMInbkesthe deskiop cheapd¥i KS | d:
Understanding the answexlways depends on the context adétails of the vendoexplara-

tion. A good read for your owreality check and a starting point withn open dscussiorwhile

evaluating the vendors ROl and TCO calculatich . NRA | y a4l RRRSS ViRE 18254 (6 A
Y2RSf aQ

Q: Do these solutions make desktop virtualization easier and faster to implement?

A: Customers who already hawser Environment Managemesblutions deployed should see
a benefit andimprovement in deployment timeand adoptionwhen implementing desktop
virtualization(or even a new physical desktapin-house knowledge and processes should a
ready exist making implementation simpler.

If the customer is migrating from arxisting desktop environment to virtual desktops, these
tools are intended to assist in migrating profiles from the older desktops into the nekv des
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tops. This would be the ideal way to ease entry into desktop virtualization; however other than
replacing sdpts with GUI tools, desktop virtualization may not necessarily be faster.

Q: Howdifficult are these solutions tdye configured correctly? Popular opinion says they are
hard to configurecorrectly hard to maintain.

A: Although some of these solutions tetieen around for some time, the knowledge required
for implementation is noasbroadly availablas those that are included in Windows. Teehn
cally, all UEMproductsare niche solutiong; trying to solve a particular problem. Remember
that mostUEMsolutions come from Terminal Server deployme&and lessons learned there.
Considerations that need to be made durimgking a decisioimplementation include

A Infrastructure requirements database and file storage, network requirements etc.

A Configuration opimization- creating an initial configuration and optimizing it as the
project progresses

A Implementing the best configuration solution for specific scenagitigere are mult-
ple ways to solve a configuration scenario

In fairness, for some organizationstie is a lack afieep knowledge of newer Group Policy
andGroup Policy Preferencadlost organizations skipped Windows Vista and Windows Server
2008 where GPP came btiift, and few organizations realized that Group Policy Preferences
will work perfectly ine onWindows XP/Windows Server 20@&h a free update

Q: If you are not using, or only partially usingeBktop Virtualization does it make sense to
implementthese solutionsn your physical environment?

A: Although virtual desktops bring managememgrovements (such as hardware, reporting

etc), layers such as user personalization apply across physical and virtual environments the

same wayThe user state virtualization features built into Windows may not scale as well as

some organization might expe@nainly roaming profilesJJEMsolutionsshould assist it

tomers in improving theveralluser experience (i.e. logon/logoff times, deliver configurations
whenrequired @ 2 dza (i Mya UiS\'YRsé2F Ga2dzad Ay OFasSéo AyRSL
method.

Q: Do these solutions replace any existing tools/proces3

A:In most deployments, large portions of custom tools or logons scripts (VBscript, Jscript,
KiXtart) can be replaced with GUI tools that should, in thepeperalizehe knowledge e-
quired tosupport the user environment (replacing specialized knowledge) and carobe pr
cessed in parallel instead séquential

Q:What happens tocompanies such aRESr AppSensavhen we discussayers? Are they
relevant? What areas should they move into?
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A: Unideskhas beemushing their layering technology as a solution for roaming profiles/user
personalization; however Unidesk can only solve this issue for virtual degkBpsMany

customers are looking to provide personalization independent of the dedifmpso that a

user can have the same (or close to the same) experience across any desktop. Only these types
of solutions can provide that consistenggven Microsoft would have a hard time providing
consistency across all desktop types.

To take a briefook at someother varying exampleAppSenseRESoftware L iquidware Labs,
Immidioand PolicyPakoftwareare all taking very different approaches with their portfolios

1 AppSensés branching intdJser Installed Applicatian

1 RESSoftwarealso covers wikflow automation and now reverse application publishing

T [AlJdZARGINBE [ 0&Q YI A ybutfdv@ldathasi dolutidh foriuFee NI Y
Installed Application

1 Immidiohas found success in focusing on ceplktform roaming of user preferences
but too, is expanding their feature sets.

f PolicyPakocuses2 y & ¢ K I (i Q &rovpAPalidyanERoéip Phlify Preferences
YR NBftASa 2y 0Odzal2 Y SsuticaiGroupiPolityGdupa A ONER & 2
Policy Preference®oaming Profiles, Folder Retition, and Offline Fil@so make a
complete solution.

Q: Will Windows 8 change the game? (nobody knows that one!)

A: Microsoft are introducing a new roaming features and a new application model in Windows

8; however legacy Windows applications (and #fere AppData and the Registry) will camti

ueto be deployed for the foreseeable futuréthile Windows 8 may be a step toward a new

dzaASNJ SY@ANRYYSy (> Al 62yQi OKIy3aS GKS 3AFLYS a
management will remainAppSensevrote an interesting blog post abothis topic, a good

read.

Q: Do these solutions really help with Application Virtualization, or is that just marketing?

A: Various UEM sations can actually manage user personalizatoh G Ay aA RS 27F 4«
G &l y R avRdeSigualapplicatiors reside.

This functionality is useful in (future) migration scenarios where customers are actually moving

settings between two types of apphtion deployments solutions.

For example, customers new to Microsoft Agpmay not realize the value in managing App
applications this way those customers that do have experience with Apppplications
should see the benefit in not having to manad€@files. By being able to pick and choose
which portions of the virtual profile are to be managed, you can now manage less data.
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UEM is key to managing the user preferences regardless of the application delivery method
and this is especially true as yoreanigrating from standard application deployment to appl
cation and desktop virtualization.

3.13 FROMNICHE TMMATURE

Over the past yeardser Environment Managemehts outgrown the niche market and has

become amore mature solution folWorkspace and Persalizationapplication deliveryStat-
edasapointsolutio 2 NB I yR Y2NB Odzad2YSNAR aSS W' aSNJ 9
strategic component for the Optimized Deskt@partnerdzd S & (i KSsisier§Pedgonak
TFTOGA2YyES 2dzNJ Ay BSNBNSBIYGA 2y yA &8 SA Sy SINITI v

YySe GF1S | g1 &Y MPerdisdeyPRnindizaticosvdliitake lésKthail 2 yeaes b

fore mainstreamand profoundadoption.

expectations PC Virtual Software Appliances
Virtual Switch Virtual IfO
Trusted Hypervisors @ Virtual Machine Recovery
PC Hypervisors
Private Cloud Computing QP2V Server Management

VM Energy Management Tools
2 e=Emylation

Open-Source Virtualization Platforms
Virtualization Software Licensing

Persistent Personalizatio
Introspection
Fabric-BastiCompuling
V2P Server ManagementO
Smartphone Hypewiwrs. Q server Provisioning and Configuration Management
Instruction Set Virtualization @ OVirtualization C&SI Services
Long-Distance Live MigrationQ
Virtual Server Resource _QO )
Capacity-Planning Tools Virtual Machine Hosted Virtual Deskiops

Server-Hardware-Assisted o Resilience Switch-Based ﬁ

x86 Server Virtualization
Virtualization
Virtual Machine: Hypervisor

External or Heterogeneous Storage Virtualization

Thin Provisioning
IT Infrastructure Utility

Shared OS Virtualization (Nonmainframe)

Virtualization PC Application_® Storage Virtualization

Virtualization

Virtual Machine Live

Migration

Hosted PC Virtualization

Sum!rare

Work Space Virtualization @ PC Hardware-Assisted
Virtualization

Server Virtual /O

Technology :,Ieﬂaal;:;

Trigger Expectations

As of July 2010

Plateau of

Trough of Slope of Enlightenment Productivity

Disillusionment
time

Years to mainstream adoption: obsolete

Olessthan2years O2to5years @ 5to10years A morethan 10 years @& before plateau

Source: Gartner Hype Cycle for Virtualization 2(
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4.1

41.1

'9a C'b/¢Lhb![LG¢,

USERPROFILIMANAGEMENT

User Profile Management is a key component inltleer Environment Management solution
stack.This chapter explains the various profile solutions.

User Profiles 101

User Profiles are a way to provide the user with a consistent workspeses.profiles allowhe
user to save his own settings (desktop, screaver, internet favorites, printers) ameuse

them on different computers. Every Windows user has a local copy of a profile, but thg-confi
uration of the profile determines if the settings are saved and/or available on the network.

The following user mfile types are available:

M Local;
1 Roaming;
1 Mandatory

Local User ffiles

Local profiles are available on one computer only. As uses®lgg directory is created for

the user in the default users directof€\Users) The personal user directory contaifolders

fA1S W5Sa1dG2LIQT WCF@2NARGSAaQ YR W520drvrSyiaqQo
G2 Ay GKS o6FO13aINRdzyR I FAE{S A& ONBIFIGISR Ay

Other settings (desktop background, screensaver) are saved in the HKEY CURRENG- USER re
istry key. A copy of this key is saved as a file in the users personal directory, known as
NTUSER.DATUSER.DAAII the settings iNTUSER.DANTUSER.DAaRd the files and fal-

ers in the personal user directoiry the sum of whatlefineshisuser profile

When users log off, nothing special happeRselocal profilecopy remains on the computer.
Whenever the user logs on this same machine againlated profileisre-loaded as hisinique
user profile.

If the userusers logs on to a second computégminal Server, or VDI sessi@mnew profile is
created. Any customization by the user amy particular computeis lost!

The advantage of local profilestiigt there is no work involved, and there is no netwark i
volvement. 1Qjaést there!

The disadvarages are also plain to see as well. Useaia get confused when he uses more
than one computer. Any customization of his user workspace (think admrtcutsor printer
settings) are lost!
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Roaming Profiles

To allow the user to roam and make use of diffef i O2 Y LJdzi SNEZ A0 Qa Ll23aa
profile. By configuring the Active Directory user object with a roaming user profile thath

changes in th@rofile are copied to the network at logoff including ti¢TUSER.DAile. And,
itshouldbenotedk & Ay 2 AYyR2ga 173X be¢! {9wd5! ¢Qa NBIAA
background; not solely at logoff.

As soon the user logs on, the roaming profile folder is accessedamtloadedto the can-
puter for caching. Any customization by the user is sdweally, and only during logoff the
serverbased profile is updated with the locally cached profile.

This provided a way to let the user roam on different computeus this functionality into-

duces a new challengélrofiles from major versions of the emting systems are not inte
changeable. However, the following operating systems share the same profile types and are i
terchangeable:

f  Windows 2000, Windows Server2003/ R 2 AyR2ga -t Fff akKl NB
LINEFAE S&¢0

T Windows Vistayindows Serve2008 R2, Windows 7 and Windows Server 2008
(Technical Preview Edition)t £ & KIF NB | &a4SO02yR LINRPFALS Gl

Another disadvantage is when a user works on a different machines simultaneously: Because
Profile Data, esf]NTUSER.DAE managedds aAy 3t S Sy idiAiided hyrS aSaa
ride configuration changes of the other session. This is a common scenario in Remote Desktop
Services and/or Citrix XenApp environments where silos are used to let users access applic

tions that normally corifct when installed on the same machine.

Mandatory Profiles

In some instances it weferablethat the user logs on with the same set of base settings

Think of kiosk computers, where the look and feel needs to be same every day no matter what
changes arenade to the profiles. When using mandatory profiles this is possible. During logon
a profile is locally cached and this profile is customizable. However, during logoff all changes
are deleted. To make profile mandatory it is necessary to configueetenplate profile. That
includes all required settingsAfterwards, theadministrator renames NTUSER.DAT to
NTUSER.MAN

The advantage of mandatory profiles is clear; the profile stays the same no matter what ha
pens. In addition, this is exactly what makhe biggest disadvantage; any customization by
the user is undone during logofflandatoryProfiles may be configured in two ways when
network connectivity is absent. The default configuration is to provide a temporary profile to
the user.MandatoryProfiles may also be configured to prevent users from logging on when
there is no network connectivity.
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Mandatory profiles can be a powerful tool when used with 3rd paigMtools. Some User
Environment Management solutions provide a way to monit@n{inuousy or at logoff)any

changes made to the mandatory profile. These captured changes will be saved to the network
for future use. Whenever the user logs on to another machine, first the mandatory profile is
loaded and later on (at logon or on application labjpthe unique settings are injected to the
locally cached profile. Immidio FlexProfiles and RES Zeroprofiling (part of Workspace Manager)
are examples of products that provide this functionality.

NOTE: There are some issues with mandatory profiles andditis 7 remote assistance. Also
certificates are not supported with mandatory profiles. See
http://support.microsoft.com/kb/264732 http://support. microsoft.com/kb/309408

41.2 Replacing Roaming Profiles

Using a 3rd party replacement for roaming profiles allowsdiganizationto achieve several
objectives:

A Provide application settings across operating system versjoved behaved appli-
tions will nd hard-code their settings allowing those settings to be decoupled from the
profile and provided across device types

A Reduce the amount of managed datananaging application settings separately from
the Microsoft managedgrofile datapresensthe opportunty to capture only those
settings required for roaming or to only capture preferences for applications that are
important for roaming Reducing the amount of data captured, reduces the storage
space consumed by user profiles

A Supporting replicatiorg Storingapplication preferences/profile data close oK Sp- & !
LX A OF A2y 9 ES Owiliimp2oye logofi/iddoillEngsy®wetiet the 3rd
party solution must implement its own replication topology. Replication mayebe r
quire to move profile data close thé desktopg across user locations or if a user & u
ing multiple desktop (physical and virtual), replicated profile data provides consiste
cy in each desktop

A A common method of improving logon/logoff speeds is to redirect AppData to the
network; howevetthis introduces its own issues (incompatible applications, network
I/0 as applications are running). 3rd party products provide a real solution for these i
sues without impacting 1/0 during application execution.

Replacing roaming profile howevean givesome challenges

A Roaming profiles are essentially a hawdsolutiong the administrator enables roa-
ing profiles and does little else. 3rd party solutions generally require the administrator
to establish all locations within the profile where an appima will store preferences

A Additional infrastructure isften required for a 3rd party solutiogweb servers and or
database servers may be required depending on the solution
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4.1.3

41.4

A Agentsor other clientside piecesnustoften be installed; most of the 3rdparty sol-
tions require andagent thatmust beadded.

Replacing Custom Scripts

Many largerrganizationdiave spent many years and invested millions of dollars in dpvelo
ing their own application deployment and user environment management solutions rather
than using ofthe-shelf products.

Smallerorganizationsnay have opted to write their own solutions based on scriptimg la

guages such as VBscript or KiXtart and leverage Group Policy to avoid the capital cadsts assoc
ated with 3rd party productdMore recerily, organizationsare replacing VBscript or KiXtart

scripts with Group Policy Preferenceshich is free from Microsoft and has a high degree of
flexibility.

As theseorganizationgleploy Windows 7 and virtual desktops, they are increasingly looking to
3rd party vendors to provide their user environment management taol$elp them reduce
operational costandmeet regulatory compliancé&Vhyreplacing custonscriptsisa good

idea?

A Custom scripts usually rely on interpeetcode used in VBscript or Kixtesolutions
based on agents will execute faster

A Scripting languages atssuallysingle threaded. Solutions with agents can run with
more than one thread and can therefoexecute fasteat logon

A UEM tools are GUI driven which means less specialised &dge/and reduced trai
ing and support time

Wheredo Group Policy and Group Policy Preferences fit in with UEM?

¢CKSNBQa | 23 (2 0SS al BobhGrauwp RAlicfEPHvithyGrolpPdlily a A ON
Preferences (GPR)rm the basis o&n excdent solution for managing computers and the user
environment

However some customers find that Group Policy either requires additional 3rd party add
ons(Group Policy is extensible) or complete replacement via alternate solutions.

Group Policy does a grigab for the Microsoft pieces in the box. Microsoft ships more than

3500 policysettings thatwill set and lock down various operating system look and feel items

FYR &aSG O NA2dza aSOdzNARiGe aSGiAy3Iad DNRdzZLI t 2f
cannot actively work around these set settings.

aAONRA2F(i0Q4a DNRdzL) t 2f A08 t NBFTSNByOSa I+ 0iGa RA
worked around; by desigmgo @ 0 KS dzaSNXP ¢KIF GQa ¢Keé ni KSe& QNB
stance, Group Polidy NS F S Mdbsf golu@rdeatures are delivering Drive Maps, Printers

and Shortcuts. And all of these settings can be deleted by the user at whim. It is notable that
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Group Policy Preferences settings carapplyduringGroup Policy background refresh,tbu
only if the client can actively make contact with a Domain Controller and is not offline.

GPIGPR2Say Qi O2yaARSNI 6KI i KI LILISGPIGPB K@l a dza S NE
aaSiiAy3da RSEAGSNEE YSOKIYAAY | yRaR@BeedQid Ol

' FGSNI aSlidAy3aa I NBE RSt AGPSNBRI A RoamingRiofled OK I y
will contain these settings.

Group Policy and Group PolicdNB F S N&Befitd&diiangyreatly enhance the administr
2ND& G2 2drtanids fol mafagirdy teliser environment; however there are several
important pieces still missing from this arsenal:

A Roaming profiletiave the same challengedl/ith Windows 7, Microsoft has provided
administrators the ability teynchronizdi K S dediSiriNiaék to the network whit
out the userhaving to bggingoff and backon again. This does not extend to AppData
Note thatsomeorganizationsnight rely on redirecting AppData, but this does not
solve any of the issues involved with multiple degkitgpes and operating systemive
sions. Roaming Profiles are still only supported peg Oiganizationsare unable to
provide application settings across operating system versions.

A Scriptsare still present: &ipts are still code that must be maintaineddithey conti-
ue to have the same limitations as the scripts we used to writeugh, skillful use of
Group Policy Preferenc&l y 2FiSy St AYAYIGS GKS ySSR ¥

A Windows is still Windows the basic architecture of Windows and roamiprofiles
has not changed. To provide backward compatibility, Windows must still cater for
those applications that expect certain features and APIs to be available.

4.2 USERPERSONALIZATIQAPPLICATION ANDESKTORMANAGEMENT

User personalizatiorgr Applicaton and Desktop Managemens of coursepart of most ofthe

User Environment Manageme(@iEM)solutions. This functionality provides the user and IT

admin with the tools to configurereexpected desktop experience. With application andikdes
topmanagemeny 2 G 2y f & (GKS AyAGALFt 2271 | yRa®0SSt 27
it provides a way to configure future changes.

With application and desktop management2 dzQ NJ easilp ilnf@eméngmany tasksuch
asbeing able to

Configure the user®bk and feel of the desktop;

Assign drivenappings to network shares;

Assign printers;

Assign applications and corresponding settings;

Set, change or delete Registry settings;

Provisionspecific applicatiosettings such as Microsoft Outlook;

Do Io Do Io Do Do
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4.3

A Provision Dtabase connection settings (ODBC);

. 20K aAONRa2TFiQa DNERdzZJ t 2%artlseEnviBnméntNy 0Sa |y
agement solutions offer the possibility to make these configurations user and context aware.

APPLICATIORCCESEONTROLSECURITM ANAGEMENANDUSERRGHTS
MANAGEMENT

Application Access Contrisl very important ini 2 R HTée@v@onments. Demanded by legal or
government regulationgyrganizationsy SSR G2 0SS Ay O2y (iNRfu- a2 0GKI
thorized access to applicationsasel on the context of the user, their device, location and

time of day

User Environment Management solutions give the IT admin the possibility to strictly determine
whatapplications the user is allowed the use, and make that context awarenstance,

WKSYy g2NJAy3a 2y | RSalid2LI Ay (GKS O2N1LRNI GSQa
the HRM database application. But, when acuoega desktop from a computer at home or

some public place the HRM database application is not available. This fualityi@an be &-

tended to time, location, device or with specific requirements on the computer the user uses.

With security management, the User Environment Management solution provides and-enfor

es access to applications.

Another aspect of security managemt isto protect the system and the network by strictly
configuingwhich executables the user is allowed to stédttually his is mostly done the bt

SNJ g+ & I NRdzyRT o0f 201 SOSNEBOIKAY3I | R KIALHISE A a2 v
Ay Zther@pplication Access Control functionality could be: Trusted Ownershipe\idig,

Digital Signature, URL Filtering. Keyboard shortcutsheelingd @ 8 6 SY aSdGdAy3&a 2N
adlk dsS O2 ySEary dziliagérhedtytad dlso provide a way to block omkmUSB d-

vices, black/whitelist websites of network resources and limit access to local drives.

There areroughiwt2 | LILINR | OKS& 2F aSOdz2NAy3d (KS dzaSNDa

1. BlockEvetnA y 3 d hLISYy dzld 2yf @& AGaRS&AANBR AlGSYaoé
2.1 tf2¢ SOSNRBUKAYIM SY&HRAE 2yfe dadzyRSaANBR A

It is important to validate the& NB | y A &ppréath2o/tt® &iser experience with regard to
security. In general, the CIO, security officer or security manager should be contacted for the
best approachThe reason this is important is that som&M solutions keep very strict to a
certain approach, which may result in a lot of maintenance (by the IT admin) if it differs from
the2 NH | v A &pprdath? y Q &

Also need to cover Application Network Access Coutrathat areas of the network or servers
a user can connect to through an application
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User Rights Managemeaqthe ability to raise or lower Admin rights on a per application or
task basig based on the context of the user.

4.4 RESOUROMIANAGEMENT

2 AGK Y2NB | yR Y2NB dzal 38np&tanttd mobitbraridgdevierivée SR RS
cessive usage of resources. In a centralized desktop environment, the users share the available
resources. When processes or users demamdtoch from the system this can have some i

fluences on the user experiencedfi KSNA® Ly G(GKS OFasS 2F adzOK S¢
technology available to limit the draining of system resources. Resource Managemeint mon

tors individual users and/or processes for excessive usage ansl agipeopriateactionwhen
exceedingtireshobs.In addition,and at the very ladbgging of these events can be vergus

ful to determine system bottlenecks.

4.5 LICENSIMANAGEMENT

License management can provide insights in application usage. With monitoring application
usage, organizations can betteetgérmine the amount of licenses needed. In some cases this
meansthaty  y& dzaASNBR R2y Qi deidBergiordSalingd drepossitlal A OF G A

In general, with license management it is possible to configure the licensing model (per named
user, perdevicekystem, concurrent user, site) for each application. Reports on license usage
(available, max, average) are available.

Focus of License management in UEM is the user, his applications and the ability to use the
applications in the right (securitypotext. In addition, enforcingpplication access contrgd

also part of license management. When limits are configured unlicensed usage of applications
is prohibited Sidenote, make sure that the software vendor supports the Application Access
Control enforcement methods.

4.6 MONITORINGAUDITING ANIBREPORTING

To be able to monitqraudit and create reports dhe user environment is a vensefulfea-
ture. With the flexibilityand complexity of nowadays application and desktop deliverainfr
structures it carbe a challenging task troubleshooting the user environmeapecially when
introducing another element into the infrastructure: the UEM solution itself.

With different platforms, locations and conteatvareness; where do you start looking when a
user isnot able to connect his printer or does not see his set of applications? So monjtoring
auditing and reportinghe user environment israimportant functionalityin the User Env
ronment Management solutions.

As with more and more products, auditing iswé@nportant.Beingable to audit the changes
made to the user environment is key to comply with legal or governmental regulationsl-but a
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so provide insights in unauthorized changes. With auditing, it should be cleamalsat
changed when and by whom®f course, here company policy should lead in determining
what to audit and why.

Reporting is essential with any management solution, andlisovith User Environment Mea

agement. Reporting must provide information on usage, errors, environment and preferabl

on any component of the User Environment Management solutio®@ring Your Ownéd>

vice/Computer (BYOBYO® a4 OSy I NA2Q&a 6KSNB GKS | LaJ AOF GA:
aged device this can be challenging.

4.7 CONFIGURATION WITHNPPLICATIONELIVERY

When appoaching desktop and application delivery using a layered methodology, the aim is to
deliver applications to the user when, where and to the device that best suits them. The goal is
to deliver computing resources as a sengamly by layering the desktogan this be achieved.

A key component of this delivery approachdsalso align this with user environment ma
agement, so IT now havbke ability toconfigure if and when a user is allowed to execute an
application, and if they are, then algleliver usedata, user preferences and applicatiomeo
figuration or policies thatonfigure and personalize the application, wéhecific contextCm-
text might consist of any combination of the following:

Device (capabilities, corporatevned or usetowned)
Identity (user or user group)

Location (inside or outside of the trusted network)
Applications

Windows operating system version

9 Business and IT policies

= =4 -4 4 A

Rather than desktop and application delivery being aijestase affair (deliver the all of the

dza S NX) atioris, lditd ahd(references just in case the user needs them during that session),
we can now deliver these componeris-demand justin-time (only when the user needs

them).

Justin-time delivery achieves several things:

1. Itimproves the user experiend® allowing the user to get to their applications and
data fasterc the user is productive sooner

2. IT has better control and view of the user environment because we are now able to
understand and have a clear view of the user layer

3. The business can now har®re trust and confidence in their computing environment
because it can be a more proactive environment
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User Environment Management is a key factor in thisijustme or I Fasa-service delivery
because it is how we deliver the user layer (data, prefees and policies) and gain control

over the computing environment, whilst at the same time giving the user the freedom to work
their way.

Getting to this point takes effort, there are no shortcuts; however traditional methods &-des
top and application diévery masking layers. We must first understand the applications and the
user roles within the environment. This is the core of desktop transformatitiscovery and
consolidation provide the information to build the layers that create the environment.

Same UEMproducts makeletections thenadjust the user environment accordingly. UEM uses
this structure along with desktop and application delivery to deliver to the user basedmn co
text. UEM must span all application deployment methods, so that configurand persona
ization follow the user throughout the environment, regardless of how it is delivered.

So can a jusin-time model be achieved without venturing beyond the tools provided by M

crosoft or your desktop delivery vendor of choice? LikealBiin Ay L ¢ X (Ge&KS | yag
LISY RaxyeS Sy @ANRYyYSyidia ofFNAS yR avlrtto YIF1S
You might choose to aldayer the desktop with ifbox tools But having rich triggers of asd

S N@vronment andwith a justin-time solution can only be truly realized with a UEMgro

uct from a third party.

2KAES 2y GKS (2LIAO0O 2F LK AOlIGA2Yy RSfaa OSNEX
tions in specific user contextshow to we deliver the longail applications?; those applia-
tions that only a handful of users need?

#t Users

Applications

Role-specific (Departmental)

Licensed for most people
(e.g. Office)
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Sourcehttp://blogs.citrix.com/2011/08/24/personaldisks/

UEM solutions have had the ability to deliver a customized set of altsr{for either installed
or virtualized applications) for some time, but they are now also looking at more granularity
when it comes to specific applicationghis is taking twocomplimentaryforms.

1. Provide granular administrative rights alow usersto install an application without
being an administrator (User Rights Management or Dynamic Privileges); and

2. Capturing those applications and persisting them between pooled virtuatadesior
even across physical desktops (User Installed Applications)

This might sound odd within the context of User Environment Managemetibwing users to
make changes in a managed environment, but this will become part of the toolset for getting
any application to the user in any context.

With the right approach, Usemiironment Management becomes the bridge between an e
vironment where the user can dehatthey need to get their job done and IT has the ability to
operate more dynamically but remain in control.
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5.

5.1

{h['¢Lhb h+tOowzL9?

INTRODUCTION

To get an overview of the @ players in the User Environment Management space,ma-nu
ber ofsolutionsare explained in this chapter (sorted alphabetically by venddresesolutions
KFE@gS I oNRBIFIR NIYy3aS 27F € A3IKG SudtigndigOG A2y £ Al e

Some solutionare focused on e.g. VDI orfuch as Unidegkwhile others have focus on the
O2YLX SGS WIWIRLISASGH GRAY 5SSt AGSNRQ aidl 01 @

{2YS @GSYR2NEB | NByQi F20dza SR 2nhantedeNdndy A NB Y Y
pieces ofunctionality covered in thigvhitepaper. For instance Immidio is a point solution
O2@SNAY3I a!' aSNIt NPFRES26A Qe ABYSPEIINERG! LILI A
GA2Y YIyYylF3aSYSyiloé

On the otherhand bigger solutions likAppSense and RES Software aneant todeliver a
wider set of functionalityand trying to have something for everyarihe goal of this chapter is
to have a better understanding of the User Environment Management space from a vendor
perspectiveg in their own words

Note: Thevendorsolution descriptions arprovided by the vendordowever, ve have d-
temptedto remove anynarketing fluff wher@erpossible.

Version 1.2

January 2012 Page37



User Environment Manageme

POR
= Smackdowi

5.2 VENDOR MATRJXVHOHAS FOCUS ON WHZRT
CKSNB INB jdzAGS a2YS @GSyR2NR Ay iiHe8agama SN 9y
below gives an overview dlfie focusof the various User Environment Managemed&(\V)
softwarevendors This diagram has nothing to do with the (possible) discussion which vendor
provides the most and the best functionality and features. A complete overview déthe
turesandfunctionality is available in chapter §Feature Overview
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5.3

531

APFENSE

Introduction

AppSensdas been providing world leading technology solutions to optimize the useriexper
ence and simplify desktop management for over ten years, and has developed the technology,
experience and operational capacity to offer a solution to what has been to date the most
chdlenging yet important aspect of the desktop to managlee user.

AppSensdJser Virtualization is an technology solution that virtualizes, centralizes, manages
and applies the user environment on to a desktop as required. User Virtualization spans all
desktops across multiple OS platforms, desktop and application delivery mechanisms, devices
and locations.

AppSensdJser Virtualization enables organizations to ad@gomponentized desktop model

by separating the user from the OS and application components and then applying the-user r
lating information to the OS or applicati@regardless of its version, platform or how it is-d
livered. Separating the user alsoadiies the adoption of nopersistent/stateless virtual dés

tops and master/gold images by ensuring the pristine components of configured with-corp
rate policy and personalized for each individual user desktop session.

Separating the user also enables thldoption of nonpersistent/stateless virtual desktops and
master/gold images by ensuring the pristine components of configured with corporate policy
and personalized for each individual user desktop session

AppSensaimplifies desktop management overheadduces operational costs, improves end
user experience and ensure that user settings and corporate policy is applied to set ug; confi
ure and personalize a desktop, no matter how that desktop is delivered or where it is hosted.

Virtualization technology mviders such as Microsoft, Citrix adtwareall embrace and
promote a move to the component desktop model and recognize the essential nature of the
user layer.AppSenséJser Virtualization achieves positive return on investmignt

replacing time consumi desktop management practices,

replacing troublesome user profiles,

providing a more stable user environment,

improving user uptime and application responsiveness,

increasing system capacity to support more users or applications on existing hardware

or consolidating physical hardware,

reducing Microsoft per device application license requirements,

1 eliminating the need for Local Administrator user accounts and related support calls &
costs,

9 reducing migration costs to new desktop models such as; &iper System Migr-

tions, adoption of Virtualized Applications, moving to a virtual desktop environment.

= =4 =4 —a A

=
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53.2 Funcionality

Many organizations already have multiple ways in which they deliver desktops andaapplic
tions to users, and the user must have the sanakland feel across all such platforms hawe
er moving forward, such customers also see the adoption of many more ways in which they
deliver desktops, making User Virtualization a key component of their desktop strategy.

More and more customers are utilizjra mixed desktop estate and the types of desktop are on
the increase. Where for example profiles are already corrupted because of the nesnimal
Serverand VDI the challenge becomes bigger when adding another desktop type. Building a
componentized dsktop where the final component is the User Virtualization layer it becomes
much easier to maintain and even migrate to (virtualize user first). The mix can be Terminal
Server/XenApp, Fat client, LaptopHI

In the same way that delivery of operating ®ms and applications to the user requires an i
frastructure, so too must the user environment. TAppSens&/irtualized User Infrastructure
manages everything specific to a user. This user environment containdyased corporate
policy, personalizatiosettings, user rights management and uggroduced applicationsnk
frastructure management tools optimize the user environment. Entergelass reporting and
auditing tools provide visibility into the user environment; ensuring users have the bekt wor
ing experience. The infrastructure delivers the user environment into virtual, physical and
streamed desktops and applicatiog®r combinations of those mechanismand also can
ply the user environment across operating system versions (e.g. XPaifistaindows 7,
Server 2008, 32/64 bit). For existing desktops, migration capabilities move employeeg-into d
namically delivered, standard desktops seamlessly.

Cross Application Delivery mechanism

AppSense&loes not care how the application is deliveredisTineans users personality can

roam from natively installedlVindowsapplications to Virtualize@indowsapplications. It k&

lows a phased migration to an application delivery mechanism. All can be done in session

without the need for the userto logoffarfd2 32y | AL AYy ® . e | LI eAy 33 |
methodology it is much easier to implement a new delivery mechanism in terms of iiser a
ceptance. This is possible because settings are virtualized when written by the applieation i

self, before they aredcdzl £ f @ Wi I yYRAY3IQ Ay (GKS LINBTFAES 2NJ

No requirement to logoff to achieve multi session support

The User Settings are delivered in real time over HTTP(S) when needed. This is based on the
application start and stop trigger Traditional roaming profiles are loaded during logon and

f232FFP ¢KA& SylofSa | wedzad Ay GAYSQ a0Syl N
AppSensdJser Virtualization protocol enables compression to further downsize traffic and
storage.

Version 1.2 January 2012 Page40



User Environment Manageme

POR
= Smackdowi

User / application settings can be analyzed, reported on, replicated, snapshot and rolled
back

Because the User Personalization Settings are stored in a SQL database they can lge easily r
ported on to determine the size or number of launches for examipl addition to this appla&

tions can be analyzed individually to determine/change the files and registry that are part of
the user settings. By default every application can be rolled back five (configurable) changes
without the need for the user to lagff or close other applications. Another benefit of the SQL
backend is replication. This enables settings to be replicated between SQL servers, either on
the same site, or, in enterprise deployments, between SQL databases on separatessite loc
tions. When auser logs off in Amsterdam, traveling to New York, the settings are alreadly repl
cated across to the site before the user is physically there. Settings can also be backed up for
DR and Redundancy purposes.

Parallel processing of policy actions

By defaultAppSenséJser Virtualization processes policy actions in parallel. If needed policy
actions can be set in sequence. Looking at the dependencies in traditional logon scripts and
policiesAppSenséearnt over 80% of these actions and policies can be ruatiallel. Take

printer mappings or group drive mappings as an example. They often check a lot of groups in
sequence to work out if a user is member of a sudden group and then apply the actions.
AppSensavorks out the membership upfront only applying theiaas where a user is me-

ber of.

Multiple Triggers

Traditionally an environment has a Logon/Logoff and a computer Startup/Shutdown trigger.
AppSensdas these, plus triggers like application Start/Stop, Network Connect/Disconnect,
Session Locked/UnlockedaBession Reconnect/Connect. Application related policy actions
can be applied on application start speeding up the logon process and preventing actions to be
run that are not necessary.

User Rights Management (URM)

URM allows complete control to applicatis, network locations, and administrative privileges

based on a rule set. The Windows OS has a very granular way of elevating or removing rights
based on tokens. The problem is that the Windows OS has 3 major templates that provide a

set of these tokensAdministrator, Power User and User. When a user needs a sudden token
LINAR@AE SIS GKIFIG Aa LINIG 2F GKS aFRYAYAAGNT G2N
rights. AppSens&JRM enables the possibility to inject or remove the correct privilegthen

fly.

Lockdown
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Often the majority of applications at customers is Adicrosoft and does not ship with

ADM(x) files. Therefore it is not possible to block functionality based on ApgESens&ny-
NREYYSY(d alylF3aSNRa [ 201 R2 dgaforsioStfoyt 2rivan@api@y | 0 f S
OFdA2y FTYR hLISNIiGAy3a {eaitSY FdzyOdAazylftAiide RS
complexity of the end user experience or for security purposes. For example, it is possible to

hide or prevent access to specific apption interface components such as buttons, menus

and toolbar items, disable keyboard strokes such as Print Screen, Copy or Paste and prevent
certain text from being entered into edit controls such as Web browser address bars. &his en

bles a very granutecontrol over application functionality. SinégpSenseeleased Lockdown,
competitive products started using the term Lockdown for their Policy functionality.

SelfHealing

To reduce support costs and improve the user experieAppSensé&nvironment Manger

Can automatically selieal files, registry items, services and processes, irtiraal to prevent

user introduced changes or actions from compromising system integrity. The Internet Explorer
Toolbar key in HKCU is an example thgpSenseecommendsself-healing on to ensure it is

never changed. Services can be ensured to be always started and if fails reported on

Trusted Ownership

The Windows OS is perfectly secured against installations by users. Problem is that a portable
application that does nateed an installation and will start. The best way to secure the- Wi

dows OS against portable code is to make a list of accessible items (White listing). This can be
done by using Microsoft SRP for example. The downside is that this is based on haslting crea
ing a lot of management overhead: every change in the environment needs to be changed on
the whitelist. Trusted Ownership utilizes information already in the OS: file ownership. This
means that software installed by the correct accounts (trusted owneralléwed to run. Any
software that is copied by the users (ntmsted owners) will be blocked. In this scenario a
whitelisting model is applied that maintains itself.
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Per Device Licensing Control

Recognized by Microsoft to control per device licensimgper device based applications.

When for example in centralized environments Visio or Project is installed and licenseet per d
vice a customer needs a license for each device that can connect to that environment. With
AppSensdJser Virtualization only #hnendpoints that are allowed to start Visio or Project are
authorized enabling compliancy and saving license costs.

Microsoft Acknowledgment dAppSensdpplication Manager (sourc&ppSense

“Today’s IT organizations are constantly striving to lower the total cost of ownership of their infrastructure while getting
the maximum value from their IT investment. With the onset of multiple delivery technologies, efficient software license
management is a key component of today’s IT strategy. Microsoft acknowledge AppSense Application Manager as a
solution that enterprises could use as part of Software Asset Management to provide device-based license management
in @ Windows® Terminal Services, virtual desktop or virtualized streamed environment.”

Sam Bramwell
Licensing, Anti-Piracy and SAM Audience Marketing Manager, Microsoft Limited

SelftAuthorizing Users

AppSensd&JV has the Self Authorizing Users functionality built in for years now. This gives d
finable users the ability tSelfAuthorizel y | LILIX A OF GA2y GKI G 61 & y2i
owned Qd ! ff KILIWISya Ay GKS NBIFf h{xX y2i @ANIdz

wraSNJ LyadlfftSR ! LILJAQ

which isAppSens&iew on the virtualizing application installations by users as part of the User
Virtualization.

5.3.3 Solutions:

1 AppSensé&Jser Virtualization
1 AppSensé&nvironment Manager

5.34 AppSenséirchitecture

AppSenseonsists of the Console, Agents, Personalization Server andddft SQL database.
Each site is made up of three tiers: Client computers, Personalization Servers and SQL Servers
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Client Computer Personalization Server SQL Server

The client computer hosts the user session, which containd&gpESens&nvironment Ma-

ager agents. These modules monitor any changasttie user makes to their managed appl
cations and communicates these back to the Personalization Server. The client computers can
be any combination of hardware and software that is capable of running a Windows session

Environment Manager Agent

The Envionment Manager agent is installed on each managed endpoint, responsible-for e
suring userpersonalization data is saved and restored on demand and also ensures palicy co
figuration settings ar@pplied when required.

Personalization Server (Tier 2)

The Pesonalization Server acts as a broker between the client computers and the SQL dat

base. It is allS web server responsible for synchronizing user personalization seténgs b

tween the Personalizatiodatabase and the Environment Manager agent when the loges

on or off or when an application sarted or stoppedThe Personalization Server runs as a

website, using IS on either Windows Server 2003 or Win@swger 2008 (including 2008R2).

Client machines (Tier 1) connect through HTTP(s) handlers, ancdrbole uses WCF Services.

LG A& RSAAIYSR (G2 LINRPDARS | &aS0OdzNE 02 YYdzy A OF
taneouslyand when using Network Load Balancing Technologies, multiple Personalization
Servers can beonfigured in parallel to use @ngle database, or in enterprise environments,

multiple [potentiallysynchronized] databases.

SQL Server Personalization Database (Tier 3)

The SQL database stores all user personalization settings on a per application basis related to
personalization siteand servers, users and groups, applications and endgoimfiguration

data Settings are pushed down when the Personalization Server requests the latest settings on
behalf of aclient computer. Any changes made on the client computer are then synchronized
back to the SQDatabase via the Personalization Servdre database is proven to support

over 50,000 users and can be replicated between site locations.

Version 1.2 January 2012 Paged4



User Environment Manageme

POR
= Smackdowi

535

5.4

54.1

54.2

Licensing Options

AppSensdJser Virtualization software is typically licensed on a per named usés.Bdicense
isrequired for each managed user.

QTRIX

Introduction

Citrix Profile management is intended as an user profile solution for XenApp servers, virtual
desktops created with XenDesktop, and physical desktops. Profile management ensures that

thS dza SNDa LISNE2YyIlf aSidAy3aa FNB LI ASR G2 0
less of the location and end point device.

Profile management is enabled through a profile optimization service that provides an easy,
reliable way for managindiese settings in Windows environments to ensure a consistent e
perience by maintaining a profile that follows the user. It aotmsolidates and optimizes user
profiles to minimize management and storage requirements and requires minimal administr
tion, sypport and infrastructure, while providing users with improved logon and logout.

In a virtualized world, where users can get to their desktops and applications from practically

lye t20FGA2y 2N RSOAOSs &2dz ySSR usésget§ SN 3S
consistent experience every time. When users log on to their virtual desktop or launch a virtual
application, they want to see everything just as they left it, with their own personal settings,
shortcuts, templates, desktop wallpapers and fates. The more complex and varied the user

access scenarios, the more challenging it becomes for IT to manage these user profiles.

The most common challenges that impact the user experience and that administrators have to
address when managing user pte§ are:

9 Last writer wing; When users work on more than one physical or virtual device, their
individual personal settings may be overwritten in a seemingly random manner when
they log off.

1 Profile bloat and logon speeagProfile bloat creates unwieldyrowth in user profiles
and resulting storage and management issues. Typically during logon Windows copies
GKS dzaSNDa NRFYAY3 LINBPFAES 20SNJ 0KS ySig?2
prolonged by the time it takes to transfer the whole profile otlee network. The
larger the profiles are and the more files they contain the slower the logons will be

Benefits

Citrix Profile Management provides fast logons, the most control over profile settingsgdand a
dresses the lasivrite wins issues all fromacérNJ € Y I y I 3SYSyd LRAYyG oDt
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Citrix Profile Management provides more flexibility as of what needs to be included odexclu
ed from a user profile. With Profile Management one can configure which registry keys in the
HKCU hive needs to be ignored or igeld during logoff. Also files and directories can be-co
figured so that they are exclude from a user profile as well as which folders outside the default
scope of a user profile needs to be fully synchronized or mirrored.

Profile Management is great fongironments where users are presented resources such as
applications based on different operating systems.

Profile Management addresses the lagtite-wins issue. No longer the complete user profile is
copied at logoff. Environments where users work witimualtiple sessions, i.e. one remotesse

sion and a local session, are always faced with the default Windows profile handling procedure
where the user profile from the last session overrides all the other session user profiles.

Profile Managementalsoproda | &0 NBIF YAy3d Fdzy OlGA2ylfAled
profiles are synchronized on the local computer only when they are needed. Registry entries
are cached immediately, but files and folders are only cached when accessed by users. One of
the optiors is to use the cache entire profile feature, which fetches all of the files but staggers
their delivery in the background.

543 Features

1 Profile migration. Allows you to migrate profiles to and from physical computers and
virtual ones. Depending on the configiion settings, Profile management can copy
existing roaming profiles and local Windows profiles to the user store. Existingamand
tory profiles can be used as the basis for Citrix user profiles when saved as a template.

1 Wildcard support. Allows the usd wildcard characters in file names for synchraniz
tion, inclusion, and exclusion lists.

9 Extended synchronization. Synchronizes files and folders located outside of ueers' pr
file folders.

1 Logging. All entries in log files are identified with the usen@adomain, and session
id (where identifiable).

9 Multilingual profile support. Uses languagelependent profile folder names in the
user store for Windows XP and Windows Server 2003.

1 Simplified installation and management. Enhanced installation andraslmition fea-
tures.

1 Consistent user settings. Solves the "fasite-wins" problem that occurs when the
last open session overwrites all of the profile data from previously closed sessions.

1 Easy integration. Profile management can be integrated eaddyeiisting deplg-
ments. No new infrastructure or changes to logon and logoff scripts are required.

1 Unified installer. The same .msi file can be used for servers and desktops. There are
two versions of the file, for 3Bit and 64bit systems.
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1 Active Diectory-managed licensing. You can manage user entitlement using an Active
Directory user group.

1 Windows 7 support. You can now manage profiles on user devices running Windows 7.

9 Integration with Citrix Receiver. Profile management releases and upgraddsec
managed using Citrix Receiver.

1 Improved monitoring and reporting. Additional Performance Monitor counters allow
you to measure several new aspects of logon and logoff, providing improveti-benc
marking and integration with Citrix EdgeSight

544 Licensing

Gitrix Profile Manager is a feature of XenApp Enterprise and Platinum as well as XenDesktop
VDI, Enterprise and Platinum. By virtue of the XenApp, Citrix also extends rights fostUPM u
age to the user's physical devices. e.g. you have 1,000 XenApp Eaergeis these users

may install UPM on their Windows device(s) to also manage their profiles on those respective
devices. There is no sepae licensing options for UPMnly as a feature of XenApp and
XenDesktop

5.45 Architecture

You instalthe Profile Managementagenton each computer whose profiles you want to ma
age. The installation is straight forward and available for x86 and x64 operating sy$teras.
operating systems are supported:

1 Desktops;
- Windows XP SP3;
- Windows Vista SP1;
- Windows 7;

1 Servers;

- Windows Server 2003 SP2;
- Windows Server 2008;
- Windows Server 2008 R2.

The Profile Management runs as a service and can be configured uditesior centrally with
GKS dzaS 2F aAONRaz27tTid DNER-uzhplateBpravided. ho 2SO0l Q4

Citrix Rofile Management intercepts the default Windows user profile handling process. As
soon as a Windows profile process starts the Profile Management service kicks in and takes
care of the necessary actions based on the GPO settings, if available. lntiesithat a

GPO is not linked to the OU which the computer object resides tHédniare used.
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As with a Windows roaming profiles a central location is needed to store the profile. Tihis ce
tral location is called the User Store. Every user shoulé hagess to the user store, atne
work folder where profiles are stored centrally. Alternatively, profiles can be stored in users'

Architecture Overview

Group Policy Mgt Console |

Data Storage on file share

d Fo
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home drive if preferred

XenApp Network
XenDesktop storage

ADIGPO Physical Device
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‘ 1 ) Microsoft Active Directory | ‘ 2 ) Windows Computer Service | ‘ 3 ) Profile Data

[

9.5 IMMIDIO

55.1 Introduction

Immidio provides point solutions to help organizations solve challenges ereraahivith vi-
tualization technologies in Microsoft Windows environments. The benefits of using Immidio
products include increased IT productivity, significant cost reduction and almost immediate
ROI. The spectrum of supported virtualization technologiekides presentation virtuake

tion, application virtualization, desktop virtualization, user workspace virtualization and server
virtualization.

Immidio Flex Profiles 7.5 decouples and segments-sigecific desktop and applicationtse
tings from the traditonal Windows user profile and underlying operating system, making them
available across multiple devices, Windows versions and application instances. With properly
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managed granular user profile settings, IT organizations are able to troubleshoot anceresto
user settings on an application level rather than having to delete the complete user profile.

Immidio Flex Profiles 7.5 brings a truly dynamic desktop closer, whether provided through
physical workstations or from a virtual infrastructure. With decodpliser profiles it is easy to
introduce virtualization technologies and new application delivery mechanisms. Additionally,
this enables painless upgrades, like migrating from Windows XP to Windows 7. Immidio Flex
Profiles 7.5 is fully compatible with Windls 7 and integrates seamlessly with Microsoft, Citrix
and VMware solutions.

Immidio is focused on providing a point solution where most other profile managemant sol
tions provide a complete suite, which in turn is too much functionality for a majorityssf ¢
tomers and prospects. Immidio products offer positive impact on the wset experience and
productivity, while the impact on the existing infrastructure remains limited, resulting in a very
attractive ROI.

Founded in 2008 and based in Amsterdam, thehddands, Immidio develops products in
close relationship with its customers, affiliated virtualization experts and the international vi
tualization community. Their products have proven themselves at the sites of customers in
more than 20 countries, margf which are Fortune Global 500 companies. Immidio solutions
are exclusively delivered through an international network of technology peers and partners.

55.2 Benefits

9 Greater productivity through fast login times and consistent user profiles.

1 A single user mfile per user across any Windows platfogphysical, virtual ore-
mote. User settings are maintained when migrating to a new operating system.

9 User settings are consistent in heterogeneeuasironmentssuch as a traditional d&s
top at the office and, foexample, a Citrix XenApp session from home

1 Compatible with Microsoft RDSMwareView, Citrix XenApp and Citrix XenDesktop

and any Windows Desktop OS since Windows XP

Unigue migration and cleanup mechanism for existing roaming profiles

User settings arenaintained when migrating to a new operating system.

The oneand-only user state virtualization solution for all Windows desktops

1 Prepopulate settings in the user environment without any scripting

= =4 =4

With Immidio Flex Profiles 7 it is very easy to start aging user profiles in an environment

GAGK SEAAGAY3T dzaSNJ LINRBTFAESaT y2i FT2NOAy3I @& 2d
Windows user profile strategy. This way you can move from unmanaged to fully or partially
managed user profiles (dependieof customer requirements) on your own pace. Using the

unique Profile Cleanup feature you are even able to optimize existing roaming or local user
profiles.
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5.5.3

554

Immidio Architecture

Immidio Flex Profiles leverages existing Windows infrastructure, not engpaciditional con-
ponents, investments and maintenance on items like a Database or Web Server, therefore cr
ating a very coseffective Profile Management Solution. Immidio Flex Profiles also uses co
monly used mechanisms for deployment (MSI) and configamgActive Directory Group Rel

cy) of the client component, called Immidio FlexEngine. This strategy makes it possible to scale
up alongside the scaling of the Windows infrastructure and suppotiregfusage of managed
Windows devices

Functionality
DirectFlex:

Flex Profiles can manage any application's settings on the fly, regardless happtlwtion is
launched. For any DirectFlexabled application, settings are read at applicatimmnch and
stored at exit, making logon and logoff times eveprsér.

Predefined SettingsEasily prepopulate the user environment, like placing a desktop
shortcut,creating an application configuration file or setting a registry value. For ndere a
vanced scenarios it is possible to use placeholders to insert dynafmimation from user and
computer variables. For each predefined user setting it is possible to configure whether it is
applied once; allowing personalization by usegsor whether it is mandatory, in which case
none of the user's changes will be saved.

Advanced Process Criteridhis feature allows more granular control over which Flex config
ration files are processed and how they are processed, based on diverse user and coriputer a
tributes. Depending on the result of the check, you can control whatPHiefiles action is pe
formed

Group Policy extensionThe Flex Profiles Engine (FlexEngine) typically runs during the logon
and logoff phases of a user session. Flex Profiles 7 introduces a new feature to optionally run
FlexEngine at logon as a Group BolitientSide Extension. This feature has been built i

spired by customers who want to manage specific settings that were not possible with Flex
Profiles in the past, like the language setting for Windows Multilanguage User Interface or
slideshow backgrouts. By running FlexEngine when Group Policies are being applied, settings
that are managed by Flex Profiles will be applied earlier during the logon phase than avith pr
vious versions, extending the range of settings that can be managed by Flex Profiles.

Flex Profiles SelSupport:From a support perspective it was already possible to reseg-or r
store settings for specific applications that are managed by Immidio Flex Profiles. Thig; howe
er, was manual work for a system administrator or support personnyghr8viding Immidio

Flex Profiles SeBupport to your users, they are capable to do this themselves withoutinte
vention of the IT department
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Profile CleanupThis unique feature removes individual settings from roaming profiles as soon
as they are managewith Immidio Flex Profiles 7. Profile Cleanup leads to a smooth transition
from conventional roaming profiles to wethanaged user profiles.

Profile archive backupdg-lex Profiles 7 can create a configurable number of profile archive
backups. Administratrs can restore the state of a specific application or setting backés a s
f SOGIrofS LRAYG Ay GAYSI gAGK2dzi FFFSOGAY3A Iy

Application Templates and Windows Common Settingsie Application Templates and (Wi

dows Common Settingsfer out-of-the-box benefits when starting with Flex Profiles 7ma
F3SYSyiod 2AG4K CftSE tNRFAESA 73X [RYAYA&AGNF G2N
Adobe Acrobat Reader or even Microsoft Office 2010 manually: the new Application Templates
already contain all these settings. The Windows Common Settings feature provides similar
functionality for settings like passwords, wallpaper, and Internet Explorer preferences.

App-V integration: Flex Profiles 7 can be used to manage profile information for\Apppi-
cations. The Flex Profiles Management Console contains driesstly wizard to integrate
Flex Profiles into Apl configuration files, without any manual editing.

555 Pricing

Immidio technology supports Enterprise customers in simplifying theitdalay tasks wit-

out introducing new complexity in the existing infrastructure. While the-aedr experience

and productivity will receive a tremendous boost, the IT professionals will actually see less
complexity and less daily management tasks. Immidiovdrs their enterprise solution at
commodity prices to remove the last barrier for introduction. For each scenario there is a |
cense program that fits. For traditional desktops there is a device based licensing model and
for hosted environments Immidioffers a concurrent user model. For mixed environments,
where customers want to manage both the local device and the remote session, a device
based licensing will be the model that covers you. With the purchase, lease and rantal co
structions the Immidio pducts are available to fit any budget

5.6 LIQUIDNARHLABS

5.6.1 Introduction

The Alpharetta, Georgibased company was founded in early 2009 by J. Tyler Rohred-foun
ing partner of VDI services firm Foedus (sol¥kwarein 2008), and David Bieneman, who
sold Vkioncore to Quest Software in 2007. In 2009, the company made two acquisitions of its
own, picking up desktop virtualization management company vmSight and user virtualization
vendor Entrigue System¥gMwarehas officially endorsed ProfileUnity WMwareView (VDI)
environments.
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5.6.2

Liguidware Labs is a vendor who delivers desktop transformation solutions for next generation
physical and virtual desktops, includiMylwareView, Citrix XenDesktop, and Microsoftid/i

dows 7. The company's Stratusphere and Profilglsolutions provides a complete mettio

ology and software that enables organizations to esifectively plan, migrate, and manage

their next generation desktop infrastructure.

Liquidware Labs ProfileUnity provides migration of Windows native user da&lérix
XenDesktopyMwareView, and Windows 7 environments. It delivers a flexible user workspace
with a universal profile that is compatible with any Windows OS (XP/2000/Vista/Windows 7).
The solution is a comprehensive agéme, Windows user persoriaition and configuration
management solution. ProfileUnity separates user profiles, configurations, and data from the
Windows OS, enabling organizations to be more flexible than ever before with their desktops.

The solution runs on your current networkttvno additional servers needed. It is hightd-
abler yR NBfASa 2yfte 2y | Y2YSydlFrNEB |3Syd G2 NI
file, configuration, and management settings

ProfileUnity makes it easy to deploy new applications, infrastmectesources and personality
consistently across yoenterprise users and desktops from one central console while migra
Ay3a SEAaGAY3I RIEGE FYyR aSddAy3a TNRY &2dzNJ LK@

Benefits
This innovative approachfeis time and cossaving capabilities to:

A Deploy desktop settings from one central console
A Migrate user data t&/MwareView, Citrix XenDesktop & Windows 7
A Manage user experience per User, AD Group, IP Subnet & more

Administrators can centrally modify eagser configurations and settings as well as manage
application data settings. The solution features powerful features to manage app vatualiz
tion solutions such agMwareThinApp, Microsoft Apj¥, and Citrix Application Streaming.

The solution is a comphensive agenfree, Windows user personalization and configuration
management solution. The solution does not lock your user data into a SQL databasefwhich e
fectively creates a one way data jail that can be difficult or impossible to diagnose or migrate
away from.ProfileUnity separates user profiles, configurations, and data from the Windows
OS, enabling organizations to be more flexible than ever before with their deskiopsdwa-

re Labs ProfileUnity:

A Offers a persistent user experience at every logon

A Offers a persistent user experience among heterogeneous operating systems

A Offers users a nepersistent VM from a pool of linked clones ivKwareView or Qi
rix XenDesktop environment

Version 1.2

January 2012 Pageb2



User Environment Manageme

POR
= Smackdowi

A Migrates users among differing versions of Windows
A Quickly recovershie user experience within seconds in the event of a desktop disaster
recovery

5.6.3 Solution

1 ProfileUnitywww.liguidwarelabs.com/products/profileunity.asp

5.6.4 Migration of User Authored Data

ProfileUnity has a data migration feature that is exclusive among user environment eanag
ment products. The functionality is part of the advanced features of a-touitilder redirec-
tion module

When the data migration functionality of ProfileUnity is levged along with its foldere-
direction options, ProfileUnity literally moves user authored data from legacypeimtt
desktops to a storage device such as a server or SAN. This capability along with V1 to V2
profile compatibility seamlessly enables-erisence of mixed Windows desktop enuiro
ments, Anytime Migration abilities, and is a key part of any desktop disaster recovery plan.

5.6.5 Functionality

Works across any Windows experien¢thysical, Virtual, and Laptops!
Compatible with Citrix XenDesktogiMwareView, Windows XP/2000/Vista/7
No software to install on desktops, no additional shell environment!

Data stays in Windows native format, you're never locked into a data jail!
Onesingle solution for all of your Windows desktops!

= =4 =4 —a A

Liquidware Labs hasdefiRe t NR FAE S! yAGE & | &! &SNJ A NI dz- f
gardless of the term, we define both as the ability to manage a user's Windows profiletand se
tings separately from the Windows operating system.

Liguidware Labs ProfileUnity has the follag/ functionality:

1 Profile Portability in universal v1 or v2 format

1 Compatibility with any Windows operating system or delivery method including
XP/2000/Server 2003/Vista/Windows 7/Server 2008

91 Full Application settings management and portability for leqgls, AppV, VMware
ThinApp, Citrix AppStreaming, and others

1 Software and hardware inventory , includes additional functionality/idware
ThinApp license management

9 Built-in summary reports which detail the configuration of the environment, used for
auditing access, compliance, and documenting the environment

Version 1.2 January 2012 Pageb3


http://www.liquidwarelabs.com/products/profileunity.asp

User Environment Manageme

POR
= Smackdowi

1 FullVMwareThinApp deployment network side, can locally cache, dissolve, ineent
ry, and license management

1 Map Drives, Printers, resources
Location and device aware settings: attach printers basetbcation, deliver appla
tions based on location or machine, group, IP address, etc

5.6.6 Licensing

ProfileUnity is licensed per named user for $24 USD retail. Concurrent licensing options are
available for both Education and Healthcare. A single licemgéskcentrally managed with no
need to enter license keys on individual desktops.

When PrdileUnity is upgraded from $24.00 to $49.00 and purchased as part of the integrated
AdZA UGS G[AljdZARGIFNB [l 0& 5L 9 4aasS yTiakking aiUserA NI dzl
Desktop, Application, Network, Server and Storage detailed reporting (endpoint to datacenter)
including Application and OS License Auditing and Tracking, including User Experielce Mon
toring and Validation as simple metrics called ARR\ADI FIT and VDI UX.

57 MICROSOFT

57.1 Introduction
aAONRaz2FGQa az2ftdziAzy F2Ndiasd GodpyPdisyhhyins®y G a b

Group Policy is made up of Group Policy Objects (GPOs) and can natively contain directives
calledPolicyor Preferences but is also extensible td®party directives.

In the NT erathese were knowmas System Policieandwith the introduction of Windows

2000 Active Directory Servicisvasrenamed and fitted with a lot more features. With every
new Windows vesion since 2000, more and more features became available to configure the
computer and user configuration.

Group Policy cahe configured by creating GPO and linking the GPO to a Site, Doma@r-or
ganizational Unit in Active Director@POs can contairoth User and Computer side dae
tives. The configured settings are applied by the client at startup, logoregpdoximately
every 90minutes in the backgrounfbrocessed independently on User and Computer side.)

DNRdzLJ t 2f A O& t NB T bnsBadditirafrond an cquaskidd R@rsaZompadyi
called DesktopStandard. Group Policy Preferences provides 21 new abilities to Group Policy
and works from Windows XP clients onwaBtoup Policy Preferences greatly extend the{po
sibilities to configurehie user environmenand in many cases eliminates the need for complex
logonscripts

DNRdzL) t 2f A0&8 t NBFSNByOSaQ vYz2ad LJ32LzZ F NI FSI {d
and printer assignments.
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Roaming Profiles may or may not be used with Groubt A O&8 ® ¢ KI & A ax G KSNB
AYy3é GAGK NBIFNR (G2 DNRdzLI t2fA08 FyR w2l YAy 3

Many organizations choose to take advantage of Group Policy and Group Policy Preferences
without ever turning on roaming or mandatory profiles.

The configurabn of roaming or mandatory profiles usually handled using Active Directory

'ASNB YR / 2YLJzi SNB RANBOGf @ dzLl2y | dzaSNARQ !
5.7.2 Benefits
Most important the Group Policy mechanissifred Second, you might already use it!
Other beneits are:
1  Works across any Windows experiendthysical, Virtual, and Laptops!
1 No software to install on desktops, no additional shell environment!
91 Data stays in Windows native format, you're never locked into a data jail!
9 Onesingle solution for all ofgur Windows desktops!
1 Compatible with Microsoft RD8MwareView, Citrix XenApp and Citrix XenDesktop
and any Windows Desktop OS since Windows 2000
f Rich history of being extended b} Barties to perform specialized functiottsat is
y2i LINBaREDEaAy G(KS o
5.7.3 Functionality
With Group Policy Settings, the following functionality is available for user configuration:
1 Configure the look and feel of the desktop;
1 Lockdowrsupported areaso prevent unauthorized changéo the system;
1 Configure folder redirection
1 Configure(older)Internet Explorer maintenance settings.
With Group Policy Preferences, the following functionality is available for user configuration:
1 Map Drives, PrintersShortcuts and more.
9 Location and device aware settings: attach printers basetbcation, deliver appla
tions based on location or machine, group, IP addréss, and other triggers.
1 Setenvironmentvariables
9 Deliverfiles,create folderdolder
1 SimplelNIfilesand Registryedits
1 ODBC settings
9 Perform device restrictions
9 Setfolder options, Internet Explorer settings, Start Menu
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5.7.5

5.8

5.8.1

Important Note:Yes, Group Policy Objects and Preferences contain functionality to configure
both the user ancomputer aswvell. When a computer receives a computgde setting, all
users who use thatomputer are affected.

Architecture

Active Directory Services is required to centrally manage and assign Group Policy Objects and
Preferences. AlthougBroup Policgan be configuredn each computeg one by one- locd-

ly (usinggpedit.msc), this is @ great option when mass configuration in emerprise eni
ronmentis desired.

Group Policy Objectsontaining Policyand Preferences can bi@ked toActive Directonat dif-
ferent levels (sites, domain, OU) adidlectedto users and/or computers

Whenusingmultiple Group Policy Objects, the processing order is always: Local, Site, Domain,
OU. The last effective Group Policy Object wins higiterlevel administratoreanalways @-
ddz2NB (0 KSA NI ash@Bred a @5 adeding®dhéa GPO

Group Policy Objesindirectly change registry settings. Microsoft provides Administrative
Templates (*.adm, admxyhich affect operating system settings, and soapplications like
Microsoft Office or ApgV. If necessary, it is possible to create addisl templates byreating
an ADM or ADMX files, but those come with their own management challenge.

Licensing

No additional licenses are needed to get started with Group Policy Objects and/or Group Policy
PreferencesThe default Windows Client Accessdise is enough.

PoLICPPAKSOFTWARE

Introduction

PolicyPak Professional delivers application and operating system settings to users whenever
Group Policy applies (logon, reboot, and in the background.) PolicyPak can deliver settings for
just about any apptation: those which store their settings in the Registry, INI files, XML files,

W{ FTAfSasz 2N I ye 2iKSNGeupRMdy and ADMIARMXitemplat€SNE & 2
simply cannot manage.) PolicyPak hasqafigured Paks to configure common &ipations

like Firefox, Flash Player, Java JRE, Acrobat Reader, Acrobat Pro, Lync Client, Aut&ead, Shoc
wave and dozens more. PolicyPak comes with the PolicyPak Design Studio which ahables a

mins to quickly create their own Paks and manage their owroise applications.

t2f A0t 1Qa ! LI 201 FSFdGdzNB OlFy 3INXe& 2dzi 2NJ
gStt a LISNF2N)Y f2012dzi 2y FLIWX AOlIGA2yaQ Syl
its recommended application settings.
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PolicyPak aatinually reenforces applications settings whenever users are logged on to the
YySG62N)] 6dzaAy3a DNRdzZL) t 2f A0 Qa ol Ofl-éhdigedzy R NB T
those settings even when the user is disconnected from the network. Like Group Policy

cyPak has both User and Computer side settings, and works in the same fashion. Settings are
contained in GPOs and they can be linked to OUs with users or OUs with computers.

t 2t A0&t |1 Qa &SaiaAy 3 aelivefwhanevérdustoaRsSd anéhS NS R | Y
machine, uses a Terminal Server or Citrix machine or starts up a VDI machine. PolicyPak will
deliver and redeliver settings to applications when they are:

Installed and running on the machine (fat clients: desktops and laptops)

Installed andunning on Terminal Services or Citrix XenApp

Installed and running within VDViAwareView, Citrix XenDesktop, etc.)

583t AGSNBR 6AGKAY GANIdzZ £ AT SR -VGVvoldeoed £ S&€ 2 N
ThinApp and Citrix XenApp Streaming.)

=A =4 =4 =2

5.8.2 Architecture

PolicyRk is a natural fit to organizations of any size already invested in using Group Policy and
DNRdzL t 2f A0& t NEFSNByOSaz o6dzi ySSR FAYS 3INIA
RANBOGADSAa I NB ONBI G§SR dzaiy3 editoQahHE doRaficihera vy I
console) and stores its directives directly within new or existing GPOs (and not a database.)

In short, PolicyPak requires absolutely no architecture at all beyond having Domain Controllers
(of any kind and any mix.)

Because Poljdak utilizes Group Policy as the transport, it can safely scale to hundreds of
thousands of machines and requires absolutely no databases or infrastructure to add. This has
the added benefit of being up and running quickly, and Active Directory admicistralready

know how to use it.

t 2t A0t 1Qa RANBOGADSAE INB aiavYLX e aidi2NBR Ay
Oetl1Qa RANBOGADGSA I NB NBIR | yRside®xe@iina SR 0@
stalled on all machines to be manag@&lindows XP and later). PolicyPak is a true Group Policy
clientsideSEGSyaAazy o0tA1S GKS DNRdzL) t 2f A0& t NBFSNJ

PolicyPak is compatible with Microsoft Advanced Group Policy Management (AGPM) as well as
other Group PolicychahS Y I yI 3SYSyid G22tad t2ftA0etl1Qa 13
and interoperability, enable administrators to follow existing Microsoft best practices, and le

SN 3aS I O2YLIlyeqQa SEArAaGAY3a AyoSadySyid Ay LINE
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GPOs are created
in the GPMC
and automatically
stored within
Domain Controllers

Administrator’s
Group Policy Station
(GPMC)

GPOs are read from
Domain Controllers

GPOs are read from

Domain Controllars W

Desktops, Laptops, VDI machines
Regular-installed apps,
Domain Controllers Virtualized apps Terminal Servers /

(Any mix) Citrix Servers

aicC

y 2 N

5.8.3 Benefits in Conjaction with Group Policy / Group Policy Preferences

T t2tA0@tl]1 dzaSa DNRdzZLJ t 2t A0e & Ada daidNIys
Dt dzLJRIF 1 S> Dt NBadzZ 4 Dta/ wSLER2NIasz IyR

91 PolicyPak can deliver settings beyond ttimtial ADM and ADMX templates and what
Group Policy Preferences can deliver. PolicyPak can deliver complex Registry settings,
LbLX -a[X W{X FYR 2dzad Fo02dzi SOSNEB 20G§KSNJ

1 PolicyPak includgzreconfigured Bks to getadministratorsstarted quickly with doz-
ens of many popular applications.

91 Included PolicyPak Design &@tuto quickly create your ownaRs for inhouse and
home-grown applications.

1 Keeps working- even when users are working dffie and not on the network. (Reg
lar Gioup Policy / Group Policy Preferences does not do this.)

1 Reverts settingsorrectlywhen they no longer apply. (Regular Group Policy / Group
Policy Preferences does not do this applications)

91 Delivers settings to desktops, laptops, Terminal Servieasipp, virtual desktops
(XenDesktop and¥MwareView), and virtual applications (Microsoft Apf ThinApp,
Citrix Streaming)Regular Group Policy / Group Policy Preferemessotdo this.)

9 Lock down applications and settings so users so they cannotavoukd IT policies.
(Regular Group Policy / Group Policy Preferences does not do this.)

f ' ASNI LYUSNFFOS Aa (GKS FTRYAYAAUNI G2NMDA
cations to be managed look like the target application.
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= Gro
_é_ﬁ File Acton View Help
2 [ = |[Fem]
L= Firefox Management [DC.FABRIKA " ™ "
- wrwrvs.PolicyPak.
El i Computer Configuration ° Po"cypa_k . BDI}IBB;BT;I)J?
7 Poices Application Manager
| Preferences
= PolicyPak Extension location Estersion version
K" L{ser C.Dljﬁgurahon Processing Muozilla Firefox Central storage 17:05:37 06720411
esl Policies Moxzilla Firefox Settings 2lxl
| Preferences cid
=l [ PolicyPak a0l Advanced (Network) | Advanced (Update) | Advanced [Encrypton) | Prvacy |
" Applications General | Tabs I Contert I Security | Advanced (General)
~ Startup
‘When Firefox starts: IShnw oy windaws and tabs from last time ﬂ
Home Page: !www HomePagel com
Uze Current Page | Use Bookmark I Fiestore to Default
[ Downloads
I¥ Show the Downloads window when downloading a fie
[ Close it when all downloads are finished
(% Save files to Downloads  [%0ISERPROFILE %\Downloads Erowse I
" Always ask me where to save files
Add-ohs
(Changa options for your add-ons Manage Add-ans. .. ‘
| —
5.8.4 Solution

PolicyPak Applitemn Manager Professionahttp://www.policypak.com/products/policypak
professionala-policypakdesignstudio.htmlF YR t 2f A O&t | { Q& nctudeBvdte y ¥ A 3 d
PolicyPak, and updated frequentiftp://www.policypak.com/products/

5.8.5 Interoperability

PolicyPak delivers application settings and works in conjunction with the following technology
categores and products:

Application Virtualization Technology:

1 Microsoft AppV (Link to videg, VMwareThinApp Link to video.
9 Citrix Xenapp Streaming

Application Deployment Solutions:

9 Traditional Installation (MDT, SCCM, LanDesk, etc. )
1 Group Policy Software Instation,

1 Microsoft Terminal Services (Remote Desktop ServiCésix XenAppLink to video)

Group Policy Change Management Solutions:

9 Microsoft AGPM (Advanced Group Policy Managemdiirtik(to video)
9 ScriptLogic Active Administratdrifk to videg), Quest GPOadmirkipk to vdeo.)
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Group Policypased Privilege Management Utilities:

1 BeyondTrust PowerBrokekifk to vided, Avecto Privilege Guardlifk to vided
1 Viewfinity Privilege Managemeritifik to video), ScriptLogic Privilege Authoritligk
to video)

VDI 8lutions:

1 VMwareView Link to video), Citrix XenDesktogLink to videa.

Profile management solutions:
1 VMwarePersonaCitrix Profile Managemeniost aher UEM solutions
5.8.6 Licensing

PolicyPak is licensed per computer account in Active Directory. PolicyPak can be licensed per
OU, multiple OUs (paresthild, or noncontiguous), or for an entire domain.

5.9 QUEST

5.9.1 Introduction

Quest vWorkspace is the result of an acquisition in 2007 by Quest of a company calied Prov
sion Networks. Founded in 2004, Provision Networks aimed to reduce the adoption barriers of
virtual desktop deployment and application delivery, through cuttedge technologies that
address the endo-end requirements of global deployments. Quest vWorkspace delivers vi

tual applications and desktops from multiple hypervisors, Remote Desktop Seawitédade

PCs through a single user access point and management center.

5.9.2 Benefits

f vdzSaid ©@22N] aLl O0S AayQi F20dzaSR 2y | aSNJ 9y
aSh 2F OFLIoOATAGASE Ay LI I OS gAGK2odzti | ye
T A ffeGtdré and it will capture settings at logoff and recreates them at logeme-
fits

f ¢KS Odzai2YSNJ R2y Qi lftglea ySSR |y |-9a az2f
ization product when they use vWorkspace and that saved money while improve user
managenent.

1 Manage user environment settings (drive mappings, printers, registry keys) without
login scripts

1 dynamically make the user a local admin in a virtual desktop (or not) at connect time

Dynamically build the start menu

9 Location based printing

=
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5.9.3

594

595

5.10

5.10.1

5.10.2

Functionalty

Quest vWorkspace offers control of the usual user environment settings (drive mappirtg, prin
SNAZ NB3IAAGNER (Seaz aONBSyal gSNA:Z aSOdeNAide L
file changes between sessions in our MetaProfiles feature. &ilesk settings can be targeted

based on client name, IP, user name or group or OU. The settings can be applied to Terminal
Servers/Session Hosts or VDI.

This will allow to deploy a dynamicatignerated and configured Windows desktop across
multiple virtualization technologies for a blended delivery, allowing lower costs, more control
and security, and management of the level of personalization possible by the user.

Architecture

The connection broker is called the vWorkspace Connection Broker. Other nentpare a
vWorkspace configuration database, vWorkspace web interface and vWorkspace SSL gateway
server. The protocol that is used to connect to the desktop is the regular RDP protocol. For a
better (graphics) performance over WAN the EOP protocol (g Optimized Protocol)

can be used.

Licensing

The UEM features are not sold separately but only available as part of Quest vWorkspace.
Quest vWorkspace is available in 2 types of licenses: The Desktop Services Editionrand Ente
prise EditionBoth are aqilable as concurrent and device based licenses

RESSOFTWARE

Introduction

The boundaries between work and life have blurred, and people expect consistent access to
O2NL1JE2 NI S aSNWBAOSaA TFNRBY g KSNBDdeskiops,Kaptdps, | NB X 2
deA 0Sa |yR atliSao ¢tKSasS SELSNASYyOSas NBTSN
challenge for IT to deliver a consistent workspace experience. As users transition betfveen di
ferentcontexts IT is also faced with a broad complexity of secupigyformance and support
challenges. These challenges must be answered with a centrally controlled, flexible, simple s
lution designed to provide a consistent workspace to the user, that understands their context
beyond user name, and that reacts to thr@ntext with dynamic services.

Functionality

¢t2RlI&8Qa Y2RSNY hNHIYyATFGA2ya I NB OKI NI NBR 4
et, resource, infrastructure and even people, to manage an increasingly complex landscape of
users, working scenariosgaurity models and application services. Service Orchestratian en

Version 1.2

January 2012 Page6l



User Environment Manageme

POR
= Smackdowi

5.10.3

bled by the automation of tasks, modules and entire runbooks are a necessity to deliver on the
modern SLA. As automation requirements are driven to new levels, it is even more important
to understand dynamic Context changes that users, devices, applications and data experience.
The modern automation model must recognize these shifts in context, and react to néw env
ronments without constant Administrative intervention. This creates a ireguent for ca-

bilities beyond traditional management and identity layers.

Benefits

RES Software believes that users who have access to the right information on their ceosen d
vice can be the most productive, wherever they choose to work. As organizakempioy Wh-
dows 7, adopt client virtualization, or shift to hosted client experiences, RES enablesdT to pr
vide consistent, secure, user centric client experiences while reducing complexity with simple
automation.

The Dynamic Desktop Studio from RESaB0é improves the Windows experience, anapr
vides simple management capabilities to manage context aware personal user workspaces
that significantly enhance the user experience with increased security, performance and co
text aware services.

Dynamic Degkp Studio delivers the automation of Tasks beyond the traditional command
line. DDS bridges client, datacenter, physical, virtual and cloud services with centradly ma
aged, relationship oriented tasks, modules and runbooks. DDS automates the aluitity to
sistently provision complex tasks across an unlimited number of repositories by a range of IT
staff levels with centralized automation, auditing and delegation of control.

In summary Dynamic Desktop Studio improves the Windows experience with sichpiiie
agement and context aware services supported by a highly automated infrastructure fabric,
and a user provisioned Self Service Catalog

/T administrators have a number of challenges across a broad range of infrastructures. From
Windows 7 migrations to, or the pressures coming from users in the consumetrization of IT
movement, to lowering their costs, organizations must re -evaluate how they are managing their
users in these new working styles. RES Software helps IT provide enterprise class wokspace
management capabilities that simplify how they manage users, and delivers context-aware capa-
bilities to desktops that will prove critiec

Andrew McMurray, Principal Technology Solution Professional, Microsoft Corporatio
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5.10.4

5.10.5

5.10.6

RES Virtual Desktop Extender (VDX)

As an industry first, reverse seamless VDX technology provides the unique ability to deliver |

cal application and data experiences to remote, hosted virtual desktops. As the industry exp
riences Consumerizationends such as BYoPc/BYoT/BYdflese presentadministrators

with in increased pressure to support user requirements. These include applications #hat a u

SN gl yGa (G2 dzaSszs 2y GKSANI OK2aSy RSOABGS® w9
erencec or userinstalled applications, to a centrally managed virtual desktop

RES Baseline Desktop Analyzer

As an industry first, RES BDA is an online, Microsoft Windows-Basee service that allows
desktop administrators to quickly gain visibility inteetr client infrastructure through a rich

analysis of their user environment. User context aware, Baseline Desktop Analyzer is agentless,
easy to deploy and requires no backend configuration. The reports from Baseline Desiitop An
lyzer are analyzed througdtalable Windows Azure services, and empower organizations with
the necessary data to make critical decisions about their desktop transformation initiatives,

like Application virtualization (Ap), Windows 7 migrations, Citrix XenApp rollouts and even

VDI

In addition to BDA providing rich PDF reports to assit in planning, the user centric sample data
generated from BDA integrates with RES Workspace Manager Express, as well as Workspace
Manager to assist Administrators in designing workspace experiensesl loan a users pe
sonalized desktop. This includes their application usage, network connectivity, printers and
other network relationships such as domains or roaming configurations.

RES Workspace Manager Express

RES Software is the first in the indusinyoffer a free and unlimited user workspace maeag

ment tool. RES Workspace Manager Express allows you to create a workspace by managing a

dza SNDa LISNE2YyFfATFGA2Y>Y RIFEGE yR aSaidAty3a &as
form and operating systa. Workspace Manager Express begins the transformation of-an o
JFYyATFGA2yQa RSa10G2L) AYTFNI 8GNHzOGdzNBE Ayi2 OSy
step-by-step approach.Built on full Workspace Manager code, Express:

1 Free, and includes unlimitedsar support

9 Introduces centralized user workspaces and empowers IT to eliminate login scripts and
simplify the complexity of managing users. It empowers administrators to make
changes predictable through an easyuse console. Express also support therus
centric data from RES BDA, to assist in the creation of use workspaces.

1 Enables Administrators to begin provisioning basic resources such as printers, drives
and application settings, so they follow users and adapt as their context changes
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Decreases théme to deliver desktop services, introduces user state managementnand i
proves the automation of existing desktop management infrastructures

5.10.7 RES Workspace Manager

Workspace Manager 2011 enables IT to simply manage the context of a roaming usea; applic
tion complexity and client migrations by deliveringexsonalizedvorkspace from a centta
ized policy based platform.

Through simplified management, Workspace Manager simplifies the administration of desk
tops, and reduces the effort required to defiaed manage a user workspace. Workspace
Manager empowers administrators to centrally control user workspace experiences by making
change predictable. End users benefit from this simplification with better performing, reliable
desktops that work where thewant to do their jobs. Similar to Express, Workspace Manager
supports the user centric data from RES BDA, to assist in the creation of use workspaces.

22N] aLI OS alylF3aSNI NI yaF2Nya y 2NEHIFIykiT A2y
aged user workzaces using a guided stdyy-step approach to migration. Workspace Mgnra

er empowers Administrators to provide context aware policies for application, data, peripheral
FYR ySGg2N] aSOdzNRGed 9y R dzaASNA adAYLX & FTAYR
choose to work.

Workspace Manager improves the Windows experience. Administrators deliver a mare reli

0fS RSa|1G2L) GKIG NBRdzOSa GKSANI adzLJL2 NI @2t dzY
them get their job done with the apps they need. Worksp&anager decreases the time to

deliver desktop services, protects the desired state of systems, and increases the automation

of existing desktop management infrastructure through login/out, CPU and memory ogtimiz

tion

5.10.8 RES Automation Manager

Automation Manager 2012 centrally manages the complex daily tasks Administrators face with
a simple interface, targeting and provisioning a variety of resources for dynamic desktop and
datacenter environments.

AutomationManager delivershe automation of Tasks beydrthe traditional command line.
Automation Manager bridges client, datacenter, physical, virtual and cloud servicesewith
trally managed, relationship oriented tasks and runbooks. Automation Manager provides the
ability to consistently provision comptdasks across an unlimited number of repositories by a
range of IT staff levels with centralized automation, auditing and delegation of control.

Automation Manager provides lifecycle management to network resources. Autormdton
ager allowsAdministratas to provision new services, maintain production resources with si
plified automation, and reflect the ever changing needs of IT. Automation Manager allows o
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ganizations to increase their capacity through an efficient tiered dispatcher hierarchy, and
support ever growing service request complexity with simplified infrastructure management.

Automation Manager reduces help desk calls and desk side visits by providing an IT Service
Catalog that either automatically delivers services, or through a Selt8eatalog for ends+

ers, all based on business rules. With automated delivery these changes are reflected-immed
ately in the users context aware workspace without any help desk assistance.

5.10.9 RES Dynamic Desktop Studio

RES Software believes that users whwédaccess to the right information on their chosen d
vice can be the most productive, wherever they choose to work. As organizations deploy Wi
dows 7, adopt client virtualization, or shift to hosted client experiences, RES enablesdT to pr
vide consistet) secure, user centric client experiences while reducing complexity with simple
automation.

RES Software combines RES Workspace Manager and RES Automation Manager into single
product suite, RES Dynamic Desktop Studio. While Dynamic Desktop Studimtsrzation of

both products with all functionalities, Dynamic Desktop Studio Lite is a combination of the
Composition & Personalization Module of Workspace Manager and Task Automaéen / R
source Provisioning of Automation Manager and growths to Dynamic IT.

The Dynamic Desktop Studio from RES Software improves the Windows experience-and pr
vides simple management capabilities to manage context aware personal user workspaces
that significantly enhance the user experience with increased security, performanosaa

text aware services.

Dynamic Desktop Studio delivers the automation of Tasks beyond the traditional command li
ne. DDS bridges client, datacenter, physical, virtual and cloud services with centrally managed,
relationship oriented tasks, modules anthbooks. DDS automates the ability to consistently
provision complex tasks across an unlimited number of repositories by a range of IT staff levels
with centralized automation, auditing and delegation of control.

Note from the author: RES Dynamickes Studiccontains astrong and important suitef

solutions. Solutions which are important to create a Dynamic User Workspace focusing on the
user and not the device. The focus of this whitepaper is User Workspace Management and
therefor the feature compare matrix in Chapter 6 has focus on RES Workspace Manager, in this
GSNEAZ2Y 2F GKS SKAGSLI LISNI !dziz2YFGA2y al ylF3SN

5.10.10 Featuresof Workspace Manager

RES Workspace Manager lets you pick the level of management and control you want for your
organiation, today. You can always upgrade as your organization grows or needsanew fe
tures. Select from the following modules:
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1 Composition & Personalization

The Composition & Personalization Module of Workspace Manager is your first step to a
fully secured andontrolled desktop infrastructure for users. It provides contextare

and centrally managed workspaces for your users that contain all of the right applications,
data, printing and personal settings that are essential for their success. IT professamals
process any changes and preview their impact from a single central console before altering
I dzZaASNRA& $2N] aLk OSo

9 Advanced Administration

The next step after enabling personalized desktops is gaining control and insight into your
deployed workspaces. Imgve your ability to manage your infrastructure with clear logs

of changes, current status reporting, and license usage data from all users. This medule a
so makes it possible to open or restrict the management console for different adrainistr
tive roles anctreate realtime configuration reports. Plus, it supports administrators in
managing different application delivery techniques.

1 Security & Performance

Deliver a personalized desktop according to company business rules and compliance.

Building upon the preious modules, enabling security prevents users from unauthorized

actions such as executing certain applications and the use of removable disks. You can add
2NJ NBY2@S (KSaS NBaldNAROGA2ya olFaSR 2y | dza

5.10.11 Functionality of Workspace Manager

DesktopTransformation Transform any existing desktop infrastructure into managed user
workspaces with an intuitive wizard.

1 Clear insight into important data
1 Migration without user impact

Application ManagementExpose the right application at the right time aheé right place for
the right user.

1 Centralize control over application accessibility
9 Limit the number of application packages

Zero Profile TechnologyStore and apply user settings real time and per application outside
the user profile.

1 Eliminate roamingprofiles
1 Enable multiple desktop platforms
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Workspace Analysié ! t £t 26 L¢ (G2 NBOASS || dzaASNRA 62NJ alL
specific user.

1 Decrease resolution time for the helpdesk
9 Focus on strategic activities

Folder SynchronizationManage howand when files and folders are synchronized to mobile
desktops.

1 Enable offline use of desktops by mobile workers

Email Template¥ ! RYAYAAGSNI £t dzZaSNBQ YIFIAf LINRFTAf Sa
control email signatures and disclaimers fdicrosoft Outlook.

M Eliminate administrative overhead
1 Enforce and manages corporate signatures

Delegation of Contral Allow multiple system administrators within designated areas of the
console.

1 Empower the business outside of IT
1 Improve delivery and uptie

Remote Application IntegrationSupport publishing directly to CitrixXen App and M&@S R
moteApp.

1 Simplify administration of heterogeneous application delivery infrastructures

Instant Reporting Create documentation of Workspace Manager with a singt& ald export
as a PDF.

I Save valuable time for administrators
9 Provide essential documentation

Compliancy Provide detailed information on changes on any object in RES Workspacg-Mana
er.

1 Provide insight into changes made by administrators
1 Meet compliancy rquirements

Tracking and ReportingProvide insight in application, session, website and license usage.
Manage and report the number of people that are allowed to use an application.

1 Enforce license compliancy for various licensing models
1 Prevent overspendig on licenses
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Removable Disk ControControl permissions for use of removable disks for specific people in
specific locations.

9 Protect corporate data from being copied to removable disks

Application Access Prevent access to and use of unauthorized igpfibns.Only expose
authorized applications.

1 Create a secure, reliable and safe workspace for any user based on their context

Network Security Prevent unauthorized applications from communicating directly with other
applications and / or services rumgji on remote computers.

9 Protect the front door of the corporate IT infrastructure

User Installed ApplicationsAllow specific endisers to install software on a computélso
report what has been installed.

1 Decrease administrative workload without losicontrol

1 Provide important flexibility to knowledge workers through ssdfvicing

1 Dynamic privileges: Elevate or restrict rights for applications while maintaining default
privileges for the user.

Dynamic PrivilegesDynamic Privileges allow IT professiaieehave users work with normal

user privileges and only elevate those processes to the appropriate level to perform tasks that
require administrator privileges. More companies are striving to implement the principle of
least privilege. Also some Window® applications malfunction on the more restrictechWi

dows 7 operating system
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5.10.12 Architecture

Workspace Manager
Datastore

Composer

Local Cache
Workspace Manager
"“ Datastore (Replica)
s a Filter Drivers 2

Desktop 4 hmme————— >

The composer, local cache, agent and filter drivers are all part of a single RES Workspace Ma
ager Client installation. The client is lightweight and well desdgto operate in both single
and multiuser environments.

5.10.13 Licensing

Workspace Manager offer two license types: named user licensing and concurrent user licen
ing. Where concurrent licensing is mainly used in virtual desktop environments and named u

er licensing for mobile workers (laptops). E.G. when a user works on a laptop and connects to a
Virtual Desktop a named user is sufficient to work on both with Workspace Manager as the |
cense is associated to the username.

Customers can mix concurrent and namesrs in one Workspace Manager environment, but
they both need to contain the same modules (edition). It is not possible to have different
modules for different groups of user8.G. Mobile users (laptop): Composition and Pergonal
zation XenDesktop user&£omposition &ersonalizationAdvancedAdministration- Security
andPerformance. Inhat case every user needs tliee modules.

As of October 2011, RES Software now also offers a free RES Workspace Manager Express Ed
tion without any user amount lifth The basic functionality of the leading User Environment
Management solution offers logon script replacement, profile management and desktag tran
formation capabilities. Upgrading from Express to a Bronze, Sil&old Edition only requires

a licensekey import and off you go.
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5.11 SCENSE

5.11.1 Introduction

Scense founded in the Netherlands has created a unique technology to configure in a dynamic
way, ready to use Windows based applications and provision them itimes| to person&

ized Workspaces (physicalartual), whereby the personal settings will be applied vever

the users choose to work.

The Scense Workspace Management Solution is a set of technologies that decouples the layers
of the client environment that are unique to the user (i.e., data,isgttpersonalization, and
FLILJX AOFGA2yao FTNRBY (KS YIOKAYS 2y 6KAOK (KS

The decoupling process allows the workspace to be independent of (although not necessarily
agnostic to) the underlying host operating system. This allcsess to use a corporate

managed workspace on different types of platforms. The Scense Workspace Management S
fdziA2y YIFylF3Sa GKS dzASNRAE 62N] aLk OS oLI GOKX
settings, data access, printing, backup, recover, edigwing users to access a portable,mma

aged corporate working environment.

Because the Scense Workspace Management Solution allows the workspace to execute on the
host (as opposed to hosted virtual desktops, which execute in de data center), users ean hav

a deviceindependent workspace, while leveraging local processing power and working offline.

The Scense Workspace Management Solution provides management capabilities ®-help s
OdzNB 3 dzLJRIF GSZ YSFada2NB FyR NBO2@SNJ 1KS dza SN A

All your IT managemermhallenges are addressed whether they relate to virtual and physical
desktops/laptops, application virtualization and delivery or the virtualization of user profiles.
With Scense, endsers are empowered, but ultimate control remains firmly in the harfds o
the CxO

5.11.2 Solution

Scense has created a technology to configure in a dynamic way, ready to use Windows based
applications and provision them in re@ine, to personalized Workspaces (physical or virtual),
whereby the personal settings will be applied wegr the users choose to work.

¢tKS O2NB GlFtdzS 2F {OSyaS Aa Ay a! LILX AOFGAZ2Y
G/ 2y FEAO0G FNBS LI AOFGA2Y LINBOA&AAZ2YAYVIE | YR
tualization vendors, Windows Installenélegacy installations. All managed through one easy

to use central management console for your entire IT desktop infrastruciime combinat

ons of these functionalities are distinctive to Scense
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5.11.3 Functionality

Workspace Personalization

{ OSyasS & 2N NBAYD t AT FGA2yé SylLoftSa Ly L¢ | RY)J
client environment that are unique to the user from the computer device on which the end

user is working. This allows users to be independent of the computer and place wheregilthey

be working. Endisers will always have their personalized Workspace, optimized for their cu

NByid O2yGSEG FyR LISNE2YyItAT SR (G2 S@SNER2YySQa

Dynamic Application Control

{ OSyasSQa dzyAljdzS a5yl YAO ! doidistka®ltaideli®eyand I y Rt Ay
personalize any type of Windows application (natively installed or virtual). Applications, and
everything that is related to an application like user settings, drive mappings and printers, are
centrally managed and contegtvare and can there for be dynamically delivered and apnfi

ured accordingly to the circumstances under which a user operates.

Conflict Free Provisioning

{ OSyasS a/2yFftA0G FTNBS 22N] aLI OS t NPOMaA2YyAyYy3
adl tf SncHoRalityieghdblas af alz demand and in réate conflict isolation during the

installation of Windows Installer packages. In combination with the integration of all mayor
application virtualization vendors, Scense always provides a 100% conflict friespaoe,

even on unmanaged PCs and without the need for a client hypervisor.

Application Virtualization

Scense Dynamic Application Control fully integrates with all the mayor application vatualiz
tion vendors, Microsoft Apl¥,VMwareThinApp, and Symant&Workspace VirtualizatiorThis
integration means:

1 acentral and single point of administration for all your applications, natively installed
or virtual

contextaware delivery and configuration

real time configuration within an application's virtual enviroant

transparent user settings between all application types, natively installed or virtual

9 cross vendor application dependencies without repackaging

= =4 =

Real time session control

Scense gives full control over the user's workspace in real time to increasexjegience,
prevent problems and solve them as they occur.

Bring Your Own Computer
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Scense supports unmanaged PCs without the need for a complex to manage and expensive d

ta center for hosted desktops or terminal server sessions. The Scense BYOC stiliztesrb-

OFf O02YLMziAy3d NB&A2dzNDS& yR 06SOFdzaS 2F a! RI L
workspace items 100% conflict free, and operates without the need for a client hypervisor.

5.11.4 Architecture

:
l

Scense

Management Scense Database Scense Server
Console
J
) 'l { I Microsoft Active Directory Services .
l_'/ L Scense Clients

5.11.5 Licensing

The Scense Workspace Management Solutditensed per named user or per device.
5.12 TRICERAT

5.12.1 Introduction

triCerat has been helping organizations ranging from 20 users to-nmatltinal corporations
address the complexities of virtual environments since 1997. Although the company started
with ScewDrivers, a product for solving the printing headache in server based computiig env
ronments; the portfolio has grown to address all of the most common challenges in managing
physical and virtual desktop estates.

The Simplify Suite consists of a setalfifons that enable an administrator to easily manage

all main aspects of the user desktop environment from one pane of glass, while overcoming
the typical complexities found in IT environments toddjese solutions include enterprise
profile managementapplication access restriction, desktop customisation, server stability and
a true print management solution.
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The triCerat approach remains true to its ScrewDrivers beginnings, namely to create a fully
scalable solution that gives the right level oftionality to solve the fundamental issues

without adding to the management complexity elsewhere. The result is that not onlyrde co
mon problem areas get addressed, but triCerat's approach promises that even the most junior
of administrators can quicklyegito grips with the console, ensuring customers can quickly
adapt their IT environment to meet the changing needs of their users.

As well as the enterprise tools that form the Simplify Suite, triCerat offers a set of paint sol
tions that offer a quicKix to issues like slow logons from roaming profiles and the challenge of
scanning in a server based computing environment.

5.12.2 Functionality
GNR/ SNI 0Qa {AYLXATEe {dzAGS AyOfdzRS&a GKS F2ff2
PROFILIMANAGEMENT

GNR/ SNI Q& K& o NA & cdimBnProfileSssuasdike simAladon tirked, prdfi® a
corruption and bloat, while overcoming v1/v2 and-&2-bit profile issues encountered when
migrating to a new OS or server platform. Registry keys are migrated into the Simydify dat
base and can bassigned rules (Save/Restore, Set, and Delete) in order to restrict profile bloat
and ensure a fully personalized user profile. A corrupted registry setting can be replaced with
the last known good version that was saved on the database. Folder rediredtioa ma-

ping, drive restrictions, and Windows Explorer restrictions can be quickly and easily configured
in the console.

PRINTMANAGEMENT

GNRA/ SNI 1Qa RNAGSNI Saa LINAyGAy3d az2fdziAzya | RR
spooler crashes.he proprietary TMF print format achieves an average of 90% compression

rates and the print job streaming minimizes stress on the network. This solution is superior to
universal print drivers because it is compatible with 100% of printers, recognizes advanc

printer functionality, and eliminates the need to install printer drivers on the server. The Active
Directory integration enables proximity printing and through a print server fully supports prin

ing to any device (including thin clients, PDAs etc.).

DESKTORECURITE& QUSTOMIZATION

The administrator is given the tools to quickly and easily create a lock down on all aspects of
the user environment including the desktop, start menu, and taskbar functionality.nfhis i
cludes the triShell OS shell replacertrat offers a similar experience across access devices
and is more secure and less memory intensive than the explorer.exe shell.
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APPLICATIONONTROL

triCerat uses trusted and banned lists to together with secure application signatures to control
what apgications can be accessed by the user and ensure licensing compliance. Application
access is also location aware, allowing an application to launch depending on whether the user
is in the office or not.

SYSTEMPERFORMANCE

GNR/ SN Q& &e a (pSant dndbiidrsgstedr stapilSanddiayimizes the number
of quality user sessions on the server by controlling CPU and memory resources. Tis is pa
ticularly suited for controlling legacy and rogue applications that hoard CPU and affect all users
on the sever. Rules are set to first lower the priority and then clamp down CPU on the applic
tion and user level until normal levels return.

5.12.3 Benefits

GNR/ SNI Q& FLIINRIFOK (2 dzaSNI SYGANRYYSyYyld Yl yl
an enterprise IT enkdonment, but to do so at a level of complexity that even a junior adsnini

trator on the helpdesk could manage. triCerat will allow all aspects of the user environment to

be controlled and altered based on the changing needs of users from the straightforward

powerful Simplify Console. triCerat offers a superior method to environment management in

the following ways:

A Centralized management for controlling whole user environments. One Active ®irect
ry querying management console is shared between all solutt@tsomprise the
Simplify Suite. This works with any combination of virtual or physical desktap env
ronments, giving administrators an accurate picture of what the user sees on their
desktop.

A Group Policy and scrifitee management. The Simplify Suitgluces the reliance on
policies and scripts for both setting up and managing the user environment.eFhis r
duces the time needed for new environment configurations and allows administrators
to quickly apply changes required by the user without the risknofeumining baseline
policy.

A Full personalization for the user and full control for the administrator. User acceptance
of a new environment is ensured by allowing users to personalize their work anviro
ment while administers retain full control. This inchgdassigning rules to what parts
of the registry are to be save/restored, set, or deleted.

A Solves main migration headaches when changing OS, server bit platform, access devi
es, and virtualization technology. Migrations throw up unexpected hurdles tffiettaf
profiles, printing and the user desktop experience. triCerat addresses all of these i
sues in advance and includes migration tools for bringing existing user settings into a
new environment.

Version 1.2 January 2012 Pager4



User Environment Manageme

POR
= Smackdowi

5.12.4

5.12.5

A Reduces helpdesk costs by speeding resolution times. tiGeeacomes most of the
common problems associated with managing the user environment irtireal re-
flecting changes immediately on the desktop without requiring the user to restart their
machine. Doing so allows administrators to assist employees iimgdtack to work
quickly.

A Increased security of the user desktop minimizes threats. Full control of the uder des
top allows administrators to close all potential security holes that could caude pro
lems for the user. Should users need further flexibiityanges are simply made in the
console.

Architecture

Simplify Suite modules need to be installed on every machine (workstation, Terminal Server,
virtual desktop) that requires Simplify Suite functionality. The installation of all Simplify Suite

modules cones under 100MB and can be fully automated. The Simplify database is built on a
Microsoft SQL database, which is built on Microsoft standards and thus supports SQt cluste
ing and maintenance plans for backup and replication.

Simplify Profiles o
Simplify Management Console

~

Lv- ..I‘\\
d

File Server
e Mandatory profile
e Profile files & folders

Active Directory

Clients (no install)

Simplify Database
Citrix / Microsoft / VMware Farm e Simplify Profiles
(VDI or App Virtualization) (Registry Data)

Licensing & Pricing

triCeratproducts are sold on a per user or per server basis. Product modules that make up the
Simplify Suite (including Simplify Profiles, Simplify Printing, Simplify Lockdown, and Simplify
Stability) can be sold alone or as part of the Simplify Suite. Durintmleethis document was
going to press, triCerat was exploring a SPLA model for managed services partners
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5.13 UNIDESK

Note from the authorUnideskis a great solution in the Server Hosted Desktop (VDI) space and
creates persistat Virtual Desktops that sustaall user customization/personalization. While
''YARSAal AayQd ! aSN 9 yadsubhRvg bélieyeit is wieyoladdS Y Sy i
Unidesk to this whitepaper and inform you about the functionality and potential.

5.13.1 Introduction

Unidesk creates perdent virtual desktops ovMwarevSphere infrastructure that sustain all
user customizatioripersonalization while delivering the storage savings and single image
management benefits of nepersistent desktops. Customers are using Unidesk in combination
with VMwareView, Citrix XenDesktop, and other brokers to simplify OS patching andaapplic
tion delivery, reduce VDI storage costs, deliver a more personal user experience, and expand
VDI use cases.

''YARSAa1Qa RSal1id2L) tF &SNy Bviriud @k frandies@ y | 6 S
of shared application and OS images for greater operational efficiency, while providing-end u
ers with desktops that are fully customizable for greater flexibility and productivity.

'YARSA1 Qa | 0Af A lapers@dossartany N&ktops{rediicgskhe YOlAtdrafe
footprint up to 70% for significantly less cost, making it more affordable for SSD and hybrid
storage arrays to solve the VDI IOPS problem.

5.13.2 Benefits
Cost Savings

1 Reduce storage requirements: Unidesk s&sasingle images of the OS and applications
across many virtual desktops and thin provisions user space to reduce SAN and NAS
capacity requirements up to 70%.

9 Use local storage: Unidesk can provision fully recoverable virtual desktops using only
local disk enabling customers to radically cut costs by bringing desktop storage back
in-line with PC storage price points.

9 Eliminate point tools: Unidesk eliminates the licensing and maintenance costs-of pr
file management, application virtualization, PC configjorg cloning, and de
duplication point tools previously required to extend VDI to general purpose workers.

1 Reduce energy costs. By enabling customers to expand the use cases for VDI, Unidesk
enables the replacement of more PCs with enezfficient thin a zero clients.
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1 Reduce desktop support costs. Customized desktops used to be hard to fie-and r
quire the time and expertise of Level 2 or 3 desktop administrators. With Unidesk, se
vice desk personnel can simply roll back tigstalled applications or@anges to an
earlier snapshot to quickly repair the desktop.

IT Benefits

1 Minimize complexity. Unidesk'’s interface, "layer cake" approach to creating desktops,
and full feature set means fewer point tools to learn, and less time spent trying to i
tegrate amulti-vendor VDI stack.

1 Simplify application packaging and delivery. Traditional application virtualizagion r
quires time and business knowledge to deal with the compatibility issues caused by
process isolation, and there are many applications that siro@hnot be virtualized.
Unidesk can package any application in a fraction of the time. Just install the app the
way you would on a physical PC, and it can be immediately assigned to any number of
desktops.

1 Reduce patching time and costs. Unidesk can deéiwgrtually unlimited number of
Windows hot fixes and application updates to all desktops in minutes, without the
patch failure rates typical of ageftased PC management approaches.

End User Benefits

9 Full, rich desktop. Unidesk provides a consistendlsspnal desktop experience that

Access vmware CITR!x \\:——/—/

View™ @ XenDesktop®

Personalization

] Application 1

Management U?‘Ta'é'Sk I

Application 2

Infrastructure @ vmware vS P here™ Windows

ensures virtual desktop acceptance and enhances job satisfaction by making sure user
data, profile settings, and usémstalled applications survive logouts, reboots, patches,
and upgrades.

1 Quickly receive new applicationgpdates, and patches from IT. Unidesk accelerates
delivery of new revenugenerating applications and patches needed for security and
compliance without timeconsuming install procedures, scripting, or risk of patch fai
ure.

f Repair "broken" desktopsinstanf @ ® 9y R dzaSNA R2y Qi KI @S iz
downtime, or worry that personal settings and data will survive an attempted repair.
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Unidesk can roll back usarstalled applications or surgically repair specific applic
tions, leaving all user datatact.

5.13.3 Functionality

Typical VDI stack Unidesk
Non-persistent Persistent Non-persistent Persistent
Broker Broker Broker Broker
Persona ' Profile Mgr '

o PCLM
Applications App Virt (provision/

Image BatEh)
Capacity -
SAN

Storage SAN

One Unified Management Solution for VDI

Desktops are made up of User Persona, Applications, and the Operating System. Other tools
add cost and complexity by managing only one of these components. Unidesk desktop layering
technologyvirtualizes and manages all three more completely than the patchwork of point

tools traditionally recommended for VDI.

100% Persistent Personalization

Profile management is the legacy way to manage user persona, and only captures part of the
user personaUnidesk is the modern approach purpeseilt for virtual desktops that sustains

the full user personaincluding profile settings, data, and usestalled applicationsso cis-
tomers can extend VDI to knowledge workers who require a custom user experienc

Application Delivery Without Limits

Unidesk can deliver antivirus, printers, Office ping, and the many other applications that
traditional application virtualization cannot. With Unidesk layers, IT administrators c&n pac
age or patch apps once, theassign them to any or all desktops. If a mistake is made, they can
simply roll the layer back to a previous version to undo the problem.

Single Image OS Management
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With all applications layered separately, it is now possible to provision all desktopsafsn-

gle, pristine Microsoft Windows gold image. With Unidesk, administrators can patch the gold
once, and all desktops get updated. End users won't lose user customizations like they will
with cloning solutions. Also, the patch failures common with adersed PC configuration

tools are no longer an issue because of how Unidesk composites the new OS layer into every
desktop using file system and Registry virtualization.

Less Storage, More Storage Options

By sharing single OS and app images across mahyops and thin provisioning user layers,
Unidesk cuts the VDI storage footprint up to 70%. Unidesk also has the ability to prowvision vi
tual desktops using only local storageersonalization layer backups to NAS or file shares pr
tects against a localdst or storage failure by ensuring that all desktops can be completely r
covered. With the storage cost savings offered by Unidesk, customers can invest new storage
technologies that deliver greater IOPS.

Any Broker

Users access to Unidesk virtual deslgdiproughVMwareView, Citrix XenDesktop, Pano Logic,
Leostream, Microsoft Remote Desktop Connection (RDC), or other connection brokers.

Directory Integration

Unidesk virtual desktops can be created and managed by leveraging existing directory services.
Deep, readonly integration with Microsoft Active Directory enables admins to graft forests i

to a single view to enable fast and easy assignment of desktops and applications to users who
span locations and business units. Unidesk is also the only sdludibenables VDI to beni-
plemented using Novell eDirectory. "Goodgjle" search using any directory attribute makes it
easy to find desktops based on last name, phone extension, department, and OU, so admins
can quickly respond to move/add/change andskop support requests.

Web-Based Management Interface

' YyARSAa] Gfar 169 é Kelyy8 3SYSy i Ay adSNFFOS YI1Sa Al
update, manage, and report on their entire VDI estate.
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Yy A R S & pa3ed mandgement console enables adstiators to dynamically assemble
desktops from a pick list of independently packaged and versioned Microsoft Windows OS and
application layers, while retaining all user personalization, even-installed applications.

5.13.4 Architecture

Unidesk isimpleme® R | & | deAdS SXNIazOt t SLILIX Al yOSa
VMwareinfrastructure.

The Unidesk Management Appliance hosts the Wabed management application that is

used by administrators to provision, patch, assign, and report on virtuat@gskyYou only

need one Management Appliance for your entire VDI environment. It also manages Unidesk
policy and configuration, including information about Unidesk layers, desktops, and users. The
Management Appliance can /~ i =

be deployed on any host in Q . = Mas,e”r"c';’fiﬁpo.m
your vitual infrastructure as Adminisrator g ey
long as it can communicate

over TCP/IP with Unidesk
CachePoint appliances and
VMwarevCenter ServeiThe
first Unidesk CachePoinpa
pliance you deploy takes on
the special role of Master
CachePoint, storing all Opéra
ing System (O@nd Applia- EndUsers

tion layers. In production VDI environments, you should deploy a dedicated CachePoint appl
ance on a separate host server to maximize virtual desktop performance. The Master Cach
Point automatically replicates OS and Application layers to difa@hePoints, where they are

vmware CITRIX
View % XenDesktop®
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5.13.5

cached. Layers are replicated only if they are needed by at least one of the desktopstassocia
ed with a CachePoint.

Each CachePoint then delivers the OS and Application layers to the desktops it hosts {essentia
ly becoming tle C: drive for those desktops). At boot time, each desktop starts by using a small
boot image stored in a VMDK file on the same volume where the CachePoint storage resides.
This image provides just enough of the desktop operating system to load a smadrket

stack. Once this is loaded, the desktop establishes connectivity to the CachePoint appliance
and loads the correct OS and Application layers. All desktops assigned to a CachePoint share
the same layers for dramatic storage savings. The Personatizayier for that desktop is

then combined on top of the €ontrolled OS and App layei®he virtual infrastructure and
connection broker see Unidesk desktops as standard virtual machines.

Licensing

Unidesk is based on a perpetual licensing model, wituah@omplete Care service (support

and maintenance) mandatory for all purchases. The licensing unit is a Managed Desktop, d
fined as the number of virtual desktops created, updated, and managed by Unidesk. This may
include persistent desktops (assignedspecific users, retain state, and used only by thase u
ers),noRLISNBEAaAGSYyd Oo0R2y QG NBGFAY &Gl G-&bdcurdek | NS R
(may or may not retain state, shared by multiple users, but not at same time, e.g. shkft wor
ers). Customes may purchase 3 years of Complete Care Service upfront in return f®r a di
counted price. Unidesk also plans to add term/subscription licensing options for sergice pr
viders and site/enterprise licensing options for large opportunities.
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5.14 VIRTUAIUSEFENVIRONMENTMANAGERVUEM)

5.14.1 Introduction

GxANJdz? £ ! AaSNIOYDBANRBYYSY(d alylF3aSN) o+l 9avz |
virtual desktops that is also flexible enough to run on traditional desktops

This project started a year and a half ago by Pitaemignon, a Citrix Technology Professio

al CTPR and active community contributor, who is well known for the useful management
tools he has built and freely providéadr the benefit of the virtualization community anad-i
dustry.Pierre noticed that the community was missing a free baseline user environment ma
ager, so he decided to build one using adapted freeware and scripting. His main goal was to
eliminate the needdr login scripts that can be difficult to maintain and evolve, and he has met
this goal with the VUEM tool that is now publicly released!

5.14.2 Benefits
With VUEM, you can manage your desktops while:

1 Eliminating login scriptsWith VUEM, you can replace all ydagin scripts with a ce
trally managed tool, allowing you to manage all actions the most complex script can do
and more. VirtuAll User Environment Manager has been designed to provide a new
flexible and efficient solution for virtual desktops environmeanmpaosition. No more
scripts to maintain, only a single console managing the user desktop!

1 Optimizing user experienaelncludes two different agents: the Console Agent, a
command line application designed to execute all actions silently and exit afles ta
are done (like a standard logon script), and the Ul Agent that will execute with a splash
screen and stay in memory after tasks are done. The user will be able to call the Ul
Agent via a systray icon, and this interface will provide additional feaamdscuston-
izations.

1 Getting centralized managemenWith an easyto-use admin console, gathering all
configuration settings, adding a new application shortcut on a specific virtual desktop
is now a matter of seconds! All configuration settings are stimeicentral Microsoft
SQL Database (SQL Server 2000 to 2008 R2, Express Editions supported) ensuring great
performance and reliability.

9 Improving visibility VUEM is using a user based log file to trace all actions. Todind a
plied settings at a glangcadministrators can also use Administration Console Mode
ing Wizard or user side Resultant Actions Viewer.

1 Deploying with easeAgents are stateless so you do not have to specify any setting
during setup. All you have to do is to deploy them silently @weth activate them
through Group Policies.
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5.14.3

Architecture

VUEM relies otypicalclient/server database architecture, where:

1 VUEM Administration Console & Agents are written in Net Framework 4 (C#).

1 All Agent actions are written using unmanaged API calls, meaning the Agdiihgs ca
the Windows API directly to perform process actions. This functionality ensures the
fastest possible performances when managing user environments.

1 SQL Server Database (2000 to 2008 R2, including Express) ensures that are @l config
ration settings ae retained in a secure database platform. SQL Server (Express) 2005
and later, and SQL Server Compact Edition 3.5 SP2 (Agent Service) are redommen
ed.(Note: To ensure consistency and performances, Offline mode local host cache is
running Microsoft SQL SemvCompact Edition 3.5.)

1 The VUEM Database model has been designed for efficiency and has been validated on

environments containing up to 10,000 concurrent users.

. E

Virtual Desktops

Traditional Desktop

B E

XenApp / SBC Servers

SQL Database

gl

A VUEM Administration Console @

VUEM Agent Service (Optional)
= Administrator Workstation

E VUEM Agent (Ul or Cmd)

=
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5.14.4 Components

The VUEM package includes two different types of clégohe agents:

Note: Boh agents are provided with translation files including English, Spanish, French and
German, and additional languages can be added if needed.

1 Console Agent is a command line application designed to execute all actions silently
and exit after tasks are dor{éke a standard logon script):

1 Ul Agent executes with a splash screen and stays in memory after tasks are done. It is
then accessible through a systray icon. As shown below, justciighton this systray
icon to get a menu that includes options to Resin Settings and Manage Printers (that
allows the user to override the default printer selection).

Manage Printers

Refresh

Help

About

Eat _ 1631
[ 08/05/2011

16:24

-~ =4 B
=0 gespom |

The VUEM package also includes a management console that allows the admin to manage all
settings centrally:

ata
=@ Bites Astions Assigrmert |
5@ Default Site Filer
By [

[ Aetio

D[ Mame [ Deseription [ Piory [ Stete [
21 = w=*Domain Users 100 2

Avalable Assigned

i P M.
43 VUEM Configuration

(&) Connested : YUEMDEMO (2KER25QLSOL)
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5.14.5 Functionality
PERSONALIZATION =@ sites
=@ Detault Site
. . . - aActions
VUEM is able to manage a variety of actions, suchas: . (@ Applications
----- _ﬁ Printers
“ . I:]---;'ﬂ Drives
q Appllcatlons Shortcuts . Riegistry Entries
----- 4| Environment Variables
1 Network Printers = : Ports
e R “# IniFiles
T[ NetWOTk DI’IVGS ----- E External Tasks
. S S L‘_-’ Folders and Files
T Virtval Drives ﬂ User DEN
. T S (@) File Azsociations
1 Environment variables &-CJ Filters
. P‘.pfj Rules
T Registry Values 8 Conditons
. Configured Users
T[ POTtS (COM/LPT) Mapplng g Act\ongs Aszighment
1 Ini Files Entry Fe T
§ External Tasks Execution = e ot
1 File(s) / Folder(s) Operations i o rocesses Management
9 File Associations Management
1 User DSN Creation
These actions will then be applied on Active Directory users or groups using filters.
SYSTEMJTILITIES
The System Utilities that improve your virtual desktops users experience include:
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5.14.6

5.15

5.15.1

5.15.2

A Fast Logoff : allowgirtual Desktops to be exited faster by disconnecting the session as
soon as the logoff event is received.

A CPU Management : protection against CPU spikes

A aSY2NE al yF3SYSyid Y 2LIWGAYATAy3 LINROSaasSa

A Processes Management : Pesses blacklist

Licensing

There are two user license editions that work with unlock codes, one for the community called

a Community License and one for each subscriber a support contract, called a Subscriber L
cense. A Community License is a free versiitin mo support contract, and a Subscribér L

cense is delivered with a Maintenance & Support Package that can be purchased via PayPal for
an annual cost of approximately $9 USD per user.

Note: These two editions currently have the same feature set; howéeaiyre sets are du
ject to changeRegister for free omwww. Virtualdesktops.infdo view VUEM support contracts,
access downloads, and participate in the support forums.

VMWAREVIEWPERSONMANAGEMENT

Introduction

Early 2010/Mwareacquired certain assets from RTO Software, a provider of user profile ma
agement for Windows desktops and application/performance monitoring tools for desktop vi
tualization, to enable effective persona management¥dwareView.

With VMwareView 5VMwareintroduced View Persona Management. View Persona-Ma
agement preserves user profiles and dynamically synchronizes them with a remote rofile r
pository. View Persona Management does not require the configuration of Windowsrrgam
profiles, and you can bypass Windows Active Directory in the management of View aiser pr
files. If you already use roaming profiles, Persona Management enhances their functionality.

Persona Management downloads only the files that Windows requiresyat,Isuch as user
registry files. When the user or application opens other files from the desktop profile folder,
these files are copied from the stored user persona to the View desktop. This algorithm pr
vides performance beyond that achieved with Wemes roamingprofiles. Inaddition, View
copies recent user profile changes to the desktop profile up to the remote repository every
few minutes.

Benefits

View Persona Management minimizes the amount of time necessary for login and logout by:
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1 Downloading &login time only the files that Windows requires for login, such as user
registry files.

1 Downloading other user profile data only as needed, when the user or application
opens a profile folder on the View desktop. The profile folders appear to contain up
to-date files, but the data is not downloaded until it is accessed.

9 Periodically uploading to the remote repository any changes made to the user profile.
The default time between automatic periodic uploads is ten minutes, and this time can
be configured.

9 Uploading at logout only the user profile changes since the last periodic uplead. B
cause of the frequent automatic upload of changed user data during the user session,
this final upload does not take a long time.

By minimizing the amount of data uploadeddownloaded at any one time, Persona Ma
agement provides a performance improvement over Windows roaming profiles. A roaming
profile system managed by Windows copies the entire user profile to the local desktop at login
and copies all user profile changgs to the remote repository at logout.

View Persona Management is an alternative to Windows roaming profiles and allows you to
manage user profiles without relying on Active Directory for configuration. Instead, ysu co
figure and manage user profiles emtiy within the View environment. Any changes you make

to test View Persona Management have an effect only on View desktops and do not have a
global effect on other desktops, such as physical desktops. You can easily reconfigure View to
refine your implemetation.

VMwareView Persona Management is an integral part of thdwareView solution, whichla

so includes other features such as application provisioning. While other profile management
GSYR2NE NBfteée 2y 06Said LINI Ol A O&datalayiRettiagd &r@ R dza S
included in the Windows profile, théMwarel LILINR I OK A& (2 Yl ylF3S | dz
The user personality encompasses the unique user experience including user dataf-user se

tings, and application access, which is more thakiadows profile covers. By integratingrpe

sonality management with other components, such as View Manager and View Composer,
VMwarex A S¢g RSEAGSNEBE | O2YLX SGS &az2tdziazy (2 &azf

5.15.3 Licensing;

Persona Management is free aarpof VMwareView 5.0
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6. ! 9a&9! ¢!/vh%{tLl fwhb

6.1 INTRODUCTION

LiQa A YL NI I tifal coriparinglegtirSiblthelalst $t& in the decision trewi-
sion, Strategyand Technologyare the former stepsEachUser Environment Management
producthas its evn functionality andfeature-set

LGiQa 1Se (G2 KI@S 'y 20SNWASs 2F (KS OSWYR2NEZ
fer complete anccomprehensivesets of functionality while others are focused to deliver a
smallersolutionsetwith specificfunctionality. Bothscenariosare good, it all depends what

1AYR 2F TFdzyQaAz2yl tAde &2 dzQNBment®riedinchaterBBNIP Y S
in mind!

Below you will find an overview of the various vendors, their solutions and the functionali

they are offering on avery globalleveld YSy G4A2y SR Ay OKI LJ-SNJ p | a
stand that different vendors have different focus, approach and solutions to fill in the UEM
space.The different focus areassed in the diagramare:

1 User Pofile Management; Manage Windows User profiles; local, roaming, hybrid,
mandatory.

1 User Personalizationpr Application and Desktop ManagemeAjpplicationicons,set-
tings and configuration preferences

1 Application Access Contrplvith User Rights Managemear Security Management;
enforce access to applications, persona and context awauee same comment as in
the focus matrix table

1 ResourceManagement; Applicatioperformanceoptimization and management.

1 License Managemeninsights, reporting and enfoing the use of licenses.

91 Application Delivery User centric Application Installation with Dynamic Privilegss, U
er Installed Applicationstreamed and Virtualized applications

1 Monitoring, Auditing and Reportingfacilities on various levels with focus tre user
environment.
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There araalotof dSY R2NR Ay GKS a! aSNJ 9y PBANRY YSy i
gives an overview of thiacusof the various User Environment ManagemedE{M software

vendors This diagram has nothing to do with the §sible) discussion which vendor provides
the most and the best functionality and features. A complete overview ofgéhturesand
functionality is available ithis chapter

al yt

— | €| = =
= () c = o
=1 2| 8| 5| 8| 28|58
S I " o 9 o | &
o) ) = & o| o 2
= @© ) I c © (@] %
i) c Q © =
= ) Qo = s < c =
ol 2] €| ¢ = 2| %S
ol 2| 5| 5| €| g| &| <
— - = = = = iy
81 8| 81| 3| 8| 2| &
S|l a| 8| 2| I| <| S
gl 3" =
Vendor Product
AppSense Management Suit&.x
Citrix UserProfile Management 3.x . (j Cj (j (} (} () (}
Immidio FlexProfiles 7.5 . . () () () () () ()
Liguidware Labs ProfileUnity Pro 4.x . C} (} () . . .
i Y OO O Y Y
Microsoft GPO, GPP, USV . . . o
_ . . - aveavearare
PolicyPak PolicyPak Professional 3.0 { ) . . o
Software
RES Software ~ Workspace Manager 2011 . . . . . . . .
Scense User Workspace Manager6y. . . C) () (} . . .
: o . N 7Y
Tricerat Simplify Suite 5. . . . L/ . . L .
Quest vWorkspace 00O eC
VMware Persona Management @ () (O (O O O O O
VirtuAl VUEM @ OO0
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6.2 PRODUCWERSION

We did our best to be truthful and accurate in investigating amding-down the different
features. When you see improvements please let us know. This detailed feature comgare m
trix is developed with the following products and versions:

| Product Version

AppSensé&nvironment Manager 8.2
AppSensé®ersonalization Server 8.2
AppSensé®erformance Manager 8.1
AppSensépplication Manager 8.3
Citrix User Profile Manager 3.1
Immidio Flex Profiles 7.6
Liquidware Labs Profile Unity 4.7.1
Microsoft Windows Server and Client 2008R2 and Win7
PolicyPak Professional 3.0
Qued vWorkspace 7.2
RES Workspace Manager 2011 SR
Scense User Workspace Management 7.6
Tricerat Simplify Suite 55

6.3 ROADMAP ANIFUTURE ADDITIONS

This document igist the beginning andiill be developed andevelopedn the nearfuture.

We plan to add mee feature details of the currently named vendor solutions amdnt to add
new solutions where applicabl#.you have any comments, corrections, or suggestiongier i
provements of this document, we want to hear from y®léase send-enail toRuben Spruijt
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6.4 FEATUREOMPARHBMIATRIX
Goal: Detailed description of features
Requirements: Handson-experience, vendor involvement
Result: Whitepaper
Method of Execution: Handson experience, read ddies, communicate with ve
dors and discuss with colleagues

Used égend
K= ApplicableX= Not applicable;-- Not needed = It dependsi = underinvestigation

A greenkor red X has nothing to do with advantage or disadvantage of a solution. Ipjest
sentsthe availability of the functionalityh 2 G SY L ( Q Zor tRigiwiitepaper td ex@aidS ¥
0KS WLG RSLISYRAQ NBYIN]laQo
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6.5 (GENERIEEATURES AND FUNGIROITY

(8]
%2}
c
(5}
o
o
K

Mgmt Suite
X
User Profile Manager
FlexProfiles
VITCTOSOT
GPO GPBSV
Professional
Iquidware Labs
ProfileUnity
RESNorkspace Mgr
vWorkspace
Workspacéigr
Simplify Suite

Functionality

Management Server / UEM solution

Server instance officially supports 1K concurrent connections

Server instance officially supports 2.000 concurrent connections

Server instance officially supports 5.000 concurrent connections

Server instance officially suppot®.000 concurrent connections

Server instance officially supports 20.000 concurrent connections

Database instance officially support 20.000 concurrent connections

Tott £ &dzLII2 NI SR YIylF3aSR Of ASyida LISNI WFl N
¢2GFf adzZRNISR YI yla&@SKkRecOft ASyda LISN Y
¢201f adzZlR2NISR YIylF3aSR Of ASyda LISN ¥¥
Integration with 3 party systems management solutions

Integration with 3 party PQlifecyclemanagement solutions

Centralized management console

Web-based management interface

Microsoft Managemat Console Interface

Delegation of control

X X X X X
X X X X X
RXRXRXXRR

AXAAXAARAARARAX X X X R
AXXAXXARXRAARHFEARARRARXRA
A XX AXXAAAH X X X X X

RXRARXRX XX R HF # X
RXRARXRX XX R HF # X
X X RRAXRX XXX ARXA
XX XARHFEARARARARR
AXXAXAX X XRXRARAH
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AppSense
Mgmt Suite
X
User Profile Manager
FlexProfiles
VITCTOSOT
GPO GPBSV
Professional
Iquidware Labs
ProfileUnity
RESNorkspace Mgr
vWorkspace
Workspacéigr
Simplify Suite

Functionality

Delegation of controlgranular delegated administration roles K K K K K X K K K K
Console supports multiple concurrent administrators K K K K K K K K K K
Single managment console supports 5000+ managed clients K K K K K # K K K K
client endpoint search capabiliti@Eross management console # # X X X # # X K X
Support for (wildcard) searching across management console # # X X - # # K K X
Clientc Server traffids secured by design K K K K K K K K K K
Management traffic is secured by design K K K K K K K K K K
Auditing and security logging of admin actions # # X # # # K K K K
Event and error reporting K K K K K X K K K K
Security hardening guidelines publica@lable X X X X X X X X X X
Support low bandwidth/high latency WAN connections # # # # # # # # # #
PowerShell SDK X X X X - X X K X X
Scripting (nat includingPowerShell) support and commadide interface K X X X X K X K X
Microsoft Group Polizbased management for agent/client settings X K K K X X X X X
API Interface (public) and documented K # # # # # # # # #
Licenses

No external license server required K K K K K K K K K K
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APPSENSE
Mgmt Suite
FlexProfiles

VITCrOSOm
GPO GPBSV
Professional
Iquidware Labs
ProfileUnity
vWorkspace

Workspacéigr
Simplify Suite

TTIX
User Profile Manager
RESNorkspace Mgr

Functionality

First year support and maintenance incladia license # # # # K K # K # #
24 x 7 support included ibaselicense K # X # X X X X X X
24 x 7 support, additional pricing - # X # X X X K X X
Built into Operating System X X X K X X X X X X
Concurrent user/desktop licenses K K K - K K K K X K
Per device licenses K # K - K X K K K K
Per named user licenses K K X - X K K K K X
Per server licenses K # X - X X X X X K
Enterprise/site license program K X K - K K K X K K
Academi¢Educationlicense program K X K - K K K X K X
Government license program K K K - K K X K K X
Service Provider license program K K X - K K K K X X
Free for personal usage (FFPU) X X X - # K K X X X
Support and Community

Public and active community forum K K K K K X K K X
Official training classemvailable X X X X X K K K X
Official certification program, VUE or Prometric K X X X X X K X X X
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AppSense
Mgmt Suite
X
User Profile Manager
FlexProfiles
VITCTOSOT
GPO GPBSV
Professional
Iquidware Labs
ProfileUnity
RESNorkspace Mgr
vWorkspace
Workspacéigr
Simplify Suite

Functionality

UEM technology iproven;the solution is being used for 1+ year in enterprise productior K K X K K K K K X K
environments. 10K+ endpoint, vapus deployment scenarios

10+ of public available enterprise (10K CCU) references in EU using UEM solution K K X K X X K K X K
10+ of public available enterprise (10K CCU) references in US using UEM solution K K X K X X K K X K
10+of public available enterprise (50K CCU) references in EU using UEM solution X X X X X X X X X X
10+ of public available enterprise (50K CCU) references in US using UEM solution X X X X X X X X X X
Enterprise Reference Architecture, public available X X X X X X X X X X
Professional Services OrganizatRusiness hours (CET) miiltigual support K K X K X X K X X X
Professional Services Organizati@#h multiHlingual support K K X K X X K X X X
Technical Account Manager (TAM) available K K X K X K K X K X
Management Platform

Management through Active Directory X K K K K K X X X X
Management through file share X X K X X K X X X X
Datastore transfer Protocal SMB K K K K K K K X X X
Datastore transfer ProtocelHTTP(s) K X X X X X X X X X
Datastore transfer Protocal CIFS K K Ko - - K K X X X
Datastore transfeProtocol- TCP / configurable and supported K X X - - X X K X K
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AppSense
Mgmt Suite
X
User Profile Manager
FlexProfiles
VITCTOSOT
GPO GPBSV
Professional
Iquidware Labs
ProfileUnity
RESNorkspace Mgr
vWorkspace
Workspacéigr
Simplify Suite

Functionality

Datastore transfer ProtocelDatabase specific X X X - - X K X X K
Datastore transfer Protoca DCOM X X X - - X X K X
Datastore / database OS support

Management through database engine K X X - - X K K K K
Microsoft SQL Server 2005 Express Edition L e K K K
Microsoft SQL Server 2008/SP1 Express Edition LS T K K K
Microsoft SQL Server 2008R2 Express Edition Ko o = - - - K K K K
Microsoft SQL Server 2005 K o= - m - KKK K
Microsoft SQL Server 2008R2 K om e em m - KKK K
Microsoft SQL Server 2008/SP2 K o= - m - KKK K
Microsoft SQL Azure X emm mee e eem - KX X X
Microsoft SQL Server 2008R2, binlsupport for native SQL Mirroring Ko e e e e - f# # # #
Oracle Enterprise X emm mee e eem = KX KX
MySQL Enterprise Server R T X X X
IBM DB2 ) ¢ X X X
Postgre&sQL X == = = o KX X X X
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AppSense
Mgmt Suite
X
User Profile Manager
FlexProfiles
VITCTOSOT
GPO GPBSV
Professional
Iquidware Labs
ProfileUnity
RESNorkspace Mgr
vWorkspace
Workspacéigr
Simplify Suite

Functionality

Management Server OS support

Microsoft Windows Server 2003 R2 K - - K K K - K K K
Microsoft Windows Server 2003 f82-bit K - - K K K - K K K
Microsoft Windows Server 2008 K - - K K K - K K K
Microsoft Windows Server 2008 @it K - - K K K - K K K
Microsoft Windows Server 2008 R2-6i4 K - - K K K - K K K
Virtual (Linux) appliance X - - X X K - X X X
Supported Directory Services

OpenLDAR support X X X X X X X X X X
Novell eDirectory official support X X X X X X K X X X
Novell Domain Services for Windows official support X X X X X X K X X X
Microsoft Directory Services support; ADS 2003+ K K K K K K K K K K
Supported Proteols for all UEM related components

TCP/IP v4 K

TCP/IP v6 # # # # # # # # # #
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APPSENSE
Mgmt Suite
FlexProfiles

VITCrOSOm
GPO GPBSV
Professional
Iquidware Labs
ProfileUnity
vWorkspace

Workspacéigr
Simplify Suite

TTIX
User Profile Manager
RESNorkspace Mgr

Functionality

UEM Software Architecture

Software and Agents available as 32bits component
Software and Agents availlebas 64bits component, native 64 bits components K # # # # # # # # #

X
H*
H
H
H
H
H
H
H

Client (endpoint) Operating System support

Microsoft Windows 8 (x86)

Microsoft Windows 8 (ARM)
MicrosoftWindows 7Professional
Microsoft Windows Vista Professional
Microsoft Windows XP Professional
Microsoft Windows Server 2003R2
Microsoft Windows Server 2008
MicrosoftWindows Server 2008 R2
Windows XPe

Windows Embedded Standard 7

RXRARXARARARARARRXX
RXRARXARARARARARRXRA
RXRARXARARARARARRXX
RXRARXARARARARARRXX
RXRARXARARARARARRXX
RXRARXAARARARARARRARXX
RXRARXAARARARARARRARXX

RXRARXARARARARARRXX
RXRARXARARARARARRXX
RXRARXARARARARARRXX
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AppSense
Mgmt Suite
X
User Profile Manager
FlexProfiles
VITCTOSOT
GPO GPBSV
Professional
Iquidware Labs
ProfileUnity
RESNorkspace Mgr
vWorkspace
Workspacéigr
Simplify Suite

Functionality

MACOS X X X X X X X X X X X
Unix flavors X X X X X X X X X X
Linux flavors X X X X X X X X X X
EPOC / Symbian X X X X X X X X X X
Wyse Thin OS (WTOS) X X X X X X X X X X
Apple iPhone/iPod IOS v4.x X X X X X X X X X X
Apple iPad 10S v4.x X X X X X X X X X X
Google Android v2.x X X X X X X X X X X
RIM BlackBerry X X X X X X X X X X
Windows Phone 7 X X X X X X X X X X
Client/User Session Environment

Agent technologyHelper K X X X X X K X X K
Agent technologyAppInitDLL K X X X K X X X X K
Agent technologyService K K K X K X K X X X
Agent technology, Service (hooks WinLogon) K X X X X X X K X X
Agent technology, Service (parent process) K X X X X X K X X X
Agent tecmology, Kernel mode filter driver K K X X X X K X X
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AppSense
Mgmt Suite
X
User Profile Manager
FlexProfiles
VITCTOSOT
GPO GPBSV
Professional
Iquidware Labs
ProfileUnity
RESNorkspace Mgr
vWorkspace
Workspacéigr
Simplify Suite

Functionality

Agent technologyExecutable X X K X X K X X K X
Option to run agenfree (no installation on Client system) X X K X X K X X X X
Commandine parameters K X K - K X # K #
Uses file system driver K K X - - X K # # #
No kernelmode component required K K X K K K X K K
Component with elevated user rights K K - - X K # K #
User seHlservice component X X K X X X K # K #
Application Delivery integration

CitrixXenApp X - - X K K K X X X
Microsoft RDSld RemoteApp (native or MSI) X - - K K K K K K X
Microsoft Application Virtualization, Apy (native or MSI) Ko - - # K X K K K K
Symantec Workspace Virtualization (native or MSI) X = - K - X X X K X
VMwareThinApp (native or MSI) X - - K K X X K K X
Citrix Xe#pp Streaming - e - # Ko - K e
Microsoft MSI #ooo—- - # K K K K K K
User Experience
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6.6 USERPROFILIMANAGEMENT

(8]
%2}
c
(5}
o
o
Kl

Mgmt Suite
TTIX
User Profile Manager
FlexProfiles
VIICTOSOT
GPO GPBSV
PolcyPak Professiona
Iquidware Labs
ProfileUnity
RESNorkspace Mgr
vWorkspace
Workspacéigr
Simplify Suite

Functionality

Methodology
Profile segmentation / partitioning / separation / decoupling K X K - - K X Ko -
Profile redirection/ streaming / virtualization K K X - - K K K - K
Granularity and demupling apps requires app setting knowledge K K - - K K K - K
Migration
Replaces Windows Roaming Profiles K K K - - K K K - K
Migrate from local or roaming profiles K K K - - K K K - K
Migrate from competing prducts K K K - - K K K - #
Migrate v1 to v2 profiles automatically K X K X X K X X - K
Migrate individual apps across versions K X X X X K # X - X
Base Profile support
Local Profiles K K K - - K K - K
Roaming Rifiles K - - K K

K K Ko - - K K K - K

Mandatory Profiles
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AppSense
Mgmt Suite
TTIX
User Profile Manager
FlexProfiles
VIICTOSOT
GPO GPBSV
PolcyPak Professiona
Iquidware Labs
ProfileUnity
RESNorkspace Mgr
vWorkspace
Workspacéigr
Simplify Suite

Functionality

Streamed Profiles
Works independent of Roaming Profiles K

=
= X
=

=
= X
= =
= =

User Profile Data Store

Windows File shar

Management through database engine
Datastore transfer ProtocelSMB

Datastore transfer ProtocelHTTP(s)
Datastore transfer ProtoceICIFS

Datastore transfer ProtocelTCP / configurable supported
Datastore transfer ProtocelDatabase specific
Datastore transfer ProtocelDCOM

Built-in replication/synchronization

Data compression before transfer

Data streaming during profile transfer
Parallel processing of logon actions

=
X

IR XX X R R R R R
X X X X X X R X R X xR
X R A X XX RX R X R
X X X X X X X X X =®
X X X X X X X X X =®
X X R X X X X R X R X =
RX R X X XX XX R R =
R HE R R X X R X X X R
R oHHE R R X X X X X R

X

Profile Management
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APPSENSE
Mgmt Suite
TTIX
User Profile Manager
FlexProfiles
VIICTOSOT
GPO GPBSV
PolcyPak Professiona
Iquidware Labs
ProfileUnity
RESNorkspace Mgr
vWorkspace
Workspacéigr
Simplify Suite

Functionality

Personalisation loadedn demand (at app launch) K K X X X K X - K
Automatically capture applicatiopersonalization K X X X X X K X - K
Automatically translate OS version properties K X K X X K K X - K
Built-in user profile snapshots K X K X X X K X - X
Crossapplcation delivery mechanism support&pps etc) K X K X X K K X - K
Crossarchitecture support (3dit & 64-bit) K X K K K K K K - K
Crossoperating system support for desktop settings K X K K K K K K - X
Discovery mode K X K X X X K X - K
Buitin Reporting K X X X X K K X - X
Isolation/Virtualization/Redirection of application settings K X X X K X X K -

Last write wins Per Application K X K X X K K K - K
Last write wins Per Session X K X K K X K X - X
Migrate from local or roming profiles K K K K X K K K - K
Offline (Cached) Mode K X K K K K K X - K
Precache personalisation on new machines X X X K K K X X - X
Support for Terminal Server /desktop silos K K K K K K K K - K
Supports user certificates K K K K - K K K - K
Return to local or roaming profiles K K K - - K K K - K
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Application Virtualization support

Citrix XenApp

Microsoft Application Virtualization, Apy
Symantec Workspace Virtization

VMwareThinApp
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6.7 USERPERSONALIZATIQAPPLICATION ANDESKTORANAGEMENT
2 s _| 22
22|52 R[E| 8|2
5a|go| C|28| 25
Qelz2| 5|88 £|w
S512%5| 3|s5| 3|2
T2lga| 5|%a| 7|2
Functionality Remarks
Policy configuration component K # K K K K
Extendable with 3rd party tools K # K X X X
Parallel processing of logon actions K X X X K K
Policy component supports granular configuration K # K K K K
Can execute ctiem code (scripts, external EXE) K # X X K K
Lockdown and removal of OS and 3rd party application Ul/content K # K K X
Healing of processes, registry keys, services and files K X K K X X
Can define an application as a global object # X K
Native Action triggers
User Logon K K K K K K
User Logoff K K X K K
Delayed Event X X X X K K
Application Start K X X X K K
Application Stop K X X X X K
Network Connect K X K K K X
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2 x| _| 2|2
22|52 R[E| 8|2
salgo| 9128 2|5
Beiz2| 5|838| 2w
S512%5| 3|s5| 3|2
<3|z a ol - 3 |2

Functionality Remarks
Network Disconnect K X X X K X
Session &onnect K X X X K K
Session Disconnect K X X X X K
Session Lock K X X X X X
Session Unlock K X X X X X
Process Start K X X X K #
Process Stop K X X X X #
Application Instdl X X X X X X
On Error K X X X X X
Computer Startup K # K K X #
Computer Shutdown K # X X #
Process Stag From UNC Path K # X X # #
Manual / Scripted / On Schedule # # K K # #
Native policy actions

Copy files and/or folders K K K X K K
Desktop background K K K X K K
Devices K # K X K K
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Functionality

Email profiles
Environment variables
Filetype associations
File and Folder actions
Folder Redirection

INI files

Internet Settings

Internet Explorer settings
Local users and groups
Network Drives
Shortcuts

ODBC data sources
Power options

Printers

Regional options
Registry keys and values
Scheduled tasks

Screen saver

AppSense

Mgmt Suite

RRHEFARAARAARARAARARXAARARARARARX

LiguidwareLabs

ProfileUnity

AXARAAARXAARAXHFARRARHFE XXX

ARARAARARAARARAARAARARARARARARARAXRAXX

Microsoft GP/GPP

Policy Pak
Professional
Tricerat Simplify

RESNorkspace Mjr

RENENS

AXAAXXXXXXAARAXXXAX
AARAARAAARARAARARAAXAARAARARARKA
AXAAARAXXAARXKKAARAXARAAXX AKX
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2 x| _| 2|2
22|52 R[E| 8|2
salgo| 9128 2|5
Beiz2| 5|838| 2w
S512%5| 3|s5| 3|2
<3|z a ol - 3 |2

Functionality Remarks
Start Menu options K K K K K K
VPN and dialip connections # K K X K X
Windows Explorer folder option K K K X K K
ADM / ADMX templates K X K K K
Message Boxes K K X X K #
Configure Mirosoft Fax cliein # K # X X X
Microsoft Office File locations K K K K K K
Microsoft Office preferences K K K K K K
Microsoft Outlook preferences K K K K K K
Outlook Express K K X K K K
Remote Desktop Connection client settings # K X K X K
Windows options K K K K K K
Windows services K K K X X K
Text File Update K # X K # #
Text File Search K # X X # #
File & Folder Copy K # K X K #
Ability to write your own Custom Policy Actions # # # # # #
Custom VBScript queries for Actions # # # # # #
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22|52 R[E| 8|2
salgo| 9128 2|5
Beiz2| 5|838| 2w
S512%5| 3|s5| 3|2
<3|z a ol - 3 |2

Functionality Remarks
Customer PowerShell queries for Actions K # X X # #
hyte /2L WbSsQ 2N W KFEyYyaSRQ AdGSyaz FAf K # X X # #
Ability to Mirror Folder to mirror source if files are removed K # X X # #
Synchronize Folder, unlike Mirror this is a tway process K # X X # #
Built-in rules / native conditions

Active Directory Site K K K K K K
Client Computer Domain K K K K K K
Client Computer Group K K X K
Client Computer Organisational Unit K K K K K K
Client ConnectioiProtocol K X X X K X
Client IP Address / Address Range K K K X K K
Client NetBIOS Name K K K X K K
Client Screen Colour Depth K X # X K X
Client Screen Resolution K X K X K X
Computer Domain K K # X K K
Computer Group K K K X X K
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AppSense
Mgmt Suite
LiguidwareLabs
ProfileUnity
Microsoft GP/GPP
Policy Pak
Professional
Tricerat Simplify

RESNorkspace Mjr

Functionality Remarks
Computer IPAddress / Range
Computer MAC Address / Range
Computer Name (DNS / NetBIOS)
Computer Orgamational Unit
Operating System Service Pack
Operating System version
Published Aplication Name

User Group

User Is Administrator

User Name

User Organisational Unit

User Primary Domain Group

User Domain

Initial Program

WorkingDirectory

Session Name

WMI Query

File / Folder match (exists, version)

AX XX XAARXAARAARAARARARRX XA
XXAXXAARAARAXHFXARHFERARARA
AAXXXAARAARARARARARARAARRARA
XAXX XXX XXX XXX XX X XX
AAARXXAXAARARAXARAARRARA
XXXXARAAARARARRXARARXHFERXRXRRA
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gel8z| OlxT 2|5
5325 5162 &6
<2|3z| SIEE| 5|8
Functionality Remarks
Battery is present X X K X K X
CPU speed X X K X K X
Date/time match K X K X X X
Disk space X X K X X X
Environment varibles K X K X K X
Language (user / system) X X K X K X
CustomLDAP quer K X K X X X
MSI query X X K X X X
Network connection type (VPN, Dailup etc.) X X K X K X
PCMCIA slot is present X X K X X X
Portable computer (Laptop) X K K X K X
Termind Server K K K X K X
Domain Controller K K K X K X
RAM size X X K X K X
Registry match K X K X K X
Time range K X K X X
GP Processing Mode # X K K X X
Connection type (LAN/dialup) X X K X K X
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AppSense
Mgmt Suite
LiguidwareLabs
ProfileUnity
Microsoft GP/GPP
Policy Pak
Professional
Tricerat Simplify

RESNorkspace Mjr

Functionality Remarks
VMwareView client name

User inteaction- Yes/No response

Custom VBScript queries

Custom Jscript queries

Counter Conditiorr Run Once >>Run many

Ability to write your own Custom Policy Conditions
Custom VBScript queriéar Conditions

Custom Jscript queries for Conditions

Custom PowerShell queries for Conditions
Custom PowerShell queries

If .. else condition

Remote Host/URL

Session Type

USB storage device, serial and vendor/product
Any AD User Property

H o OHOE R R R R AR R R AR R
T N T
O R R I RO O OO OR X X X X
O R R I OO O OO OR X X X X
=R RO O OFE OO O R X X X
e T N
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6.8 APPLICATIORCCESESONTROLSECURITMANAGEMENT

AppSense
Tricerat Simplify

S
>
=
c
2
b—
I
L
o
[}
<

RESNorkspace Mgr

Functionality REINEICS
Logging groduct specific)

Alerting (action send mail)

Event triggering (run scripts or custom action)

Application Termination

Application Clean Closure

Display warning / Dialog box

Blocked file archiving (move ruldocked file to archive)

Auditing and reporting of seklevation

Elevate/Reduce user right for Applications

Elevation/Reduce user rights to Control Panel Applets

Elevate user rights on the internet for ActiveX / Web Iratadns

Elevate user rights for Application Installations

SelfElevation of user rights on demand with White & Black list options

If application is Elevated, option to not elevate Child Processes spawned from the raised Application
If application is Elevated, option to not elevate Secure Dialog Boxes within the raised Application

AARAAAAARAARXAAARXRAARARARAR
XXXAXXXXXAARARRARXR
XXX XXX XXX XXARXXXR
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AppSense
Tricerat Simplify

RESNorkspace Mgr

S
o
p=
c
e
=
I
L
o
[}
<

Functionality Remarks
Does not create and depend on a Local Adminstrator account on the machine for Elevation of User Ric K
Redirect a requested URLdcspecified safe URL K
Redirect an already open URL when context/condition changes K
Redirect URL based on full URL address K
Redirect URL based on Shivectory of address K
Redirect URL based on use of Wild Cards K
Time Basd Application Access #

A X X X X X X
X X X X X X X

Security/blocking approach

Whitelisting K K K
Blacklisting K K K
(Certificate based) vendor trusting K X X
User specific rights K K X
| 2yGSElGdz t y2RSakt S@Sta o600f201 o6laSR 2y Xo

User K

Group K K
Device (detail; IRFomputer nameetc. ?) K K K
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AppSense
Tricerat Simplify

RESNorkspace Mgr
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Functionality Remarks
Process

Access Time

Connection Type (e.g. RDP, ICA etc..)
Port Number

R X R X
X X X X
X X X R

Block/filter types/details (what to block)
Filename
FilenameExtension
Folder

Drive

Removable Drive
Signature

Network Connection
URL Filtering
Software Installation
Sessions

Registry keys
Scripts

RAARARARAARARRA

AXXAARARRARRARRR
XXX XX XARXXARXRARRXRR

=
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AppSense
Tricerat Simplify
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Functionality Remarks

Security levels

Security disabled (Uastricted)
Learning mode (Audit only)
SelfAuthorize

Security enabled (Restricted)

R X =X
R X R X
X X X X

Other
Ability to prevent malicious changes to alter file integrity K X
Limit # of usefapplication sessions K K X
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6.9

RESOURCEMIANAGEMENT

Functionality

Logging (product specific)

Alerting (action send mail)

Event triggering (run scripts or custom action)
Reporting / trending

Fast Session Logoff (backgnad logoff processing)

Throttling options

Share based CPU throttling

Share based Memory throttling

Share based Disk throttling

Limit based CPU throttling

Limit based Memory throttling per user

Limit based Memor throttling per application/process
CPU reservations

CPU affinity

Set CPU condition#iresholds

[}
%)
c
[}
)]
o
o
<

X RXRRARX

RXRRXRARXRXRARARXRRAR

Mgmt Suite

RESNorkspace Mgr

X R X

A X X X &R X X X X
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AppSense
Mgmt Suite
RESNorkspace Mgr

Functionality Remarks
Set application specific CPU conditiadhsésholds K K

Optimization conditions

Window state (minimizedpregroundbackgrounl etc.) K X
Session state (idle, disconnected, locked etc.) K X
Detailed reporting on resource usage K X
Other

Memory optimization K K

X
X

CPU/thread optimization
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6.10 LICENSMANAGEMENT

There is a lot to write about License Managemiarthe context of User EnvironmeManagementIn forthcoming versionsf the whitepaper
more features will benalyzedand described.

QO O
n =
S @
(g_H
g 5
< =

RESNorkspace Mgr
Tricerat Simplify Suite

Functionality

Assign license costs per app

License types

Companywide license

Server license

Per seat license

Per named user license

Per concurrent user license

Per device license

Per device license (approved by ISV/Microsoft)

X
=
X

RXRRXRARARARR
X XRARRARXR
X A XX X X X

6.11 MONITORNG, AUDITING ANIREPORTING

There is a lot to write about Monitoring, Auditing and Reporting in the context of User EnviroitaeaigementIn forthcoming versionef
the whitepaper more features will banalyzedand described
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Functionality Remarks
Monitoring
Session processes K X
Session CPU usage K X
Session Memory usage K X
User logon/logoff process K K
Auditing
Endpoint audit information available (allow/deny access) K X
Audit change log (generic) K K
Audit change log (detailed per object) K K
Revew user logon and logoff process with history K K
Reporting
Endpoint software inventory K X
Endpoint software usage inventory K K
Resultant set of user specific applied UEM settings (logging) K K
Resultant set of user specific appliedNUEettings (planning) X X
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AppSenséMgmt Suite
RESNorkspace Mgr

Functionality Remarks
Export configuration / settings for documentation purposes
Report application usage

Report sessions usage

Report application/license use per user

Report application/license use per OU

Report applkation/license use per device

Report application/license use during a specific time frame
Report application/license use by session state.

Report users per application

Reporting application CPU usage per user/computer/OU
Report website usage

Report license usage

AAXX XXX X XXAXRXXA
RAARAARAARARARARRRA
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6.12 APPLICATIONELIVERY

There is a lot to write about Application Delivery in the context of User EnvironianagementIn forthcoming versionsf the whitepaper

more features will benalyzedand described.

Functionality

Integrated support for Citrix XenApp Published Application

Integrated support for Citrix XenApp Streaming Application

Integrated support for Microsoft RDHRemoteApprfative or MSI)
Integrated support for Microsoft App (native or MSI)

Integrated support for Symantec Workspace Virtualization (native or MSI)
Integrated support for VMware ThinApp (native or MSI)

Integrated support for Microsoft MSnstallation

[}
%)
c
@
)]
o
o
<

Mgmt Suite

X X R X # X

RESNorkspace Mgr

XA XA X +H#H X
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Which User Environment Management solution is THE bestidd Question! But ithout a

better understanding othe complete picture anthe requirements in general it is impossible

to give an accurate and profound amsr. In essence it depends on various areas as mentioned
Ay RSGFAET Ay LI NIFINILK ody W{GNIGS3IAEQOD

Key areas for your User Environment Management strategy are:

1 Are you investigating &actical (point)-or strategicsolution? What do you want to solve?

2 K| goQrélesktopdelivery andmigration strategy forwindows 7?

How do you take care @frofile changesduring a migration (v1 and v2)? What is yooie-
back strategywhen all the user and application settings are migrated to Windows 77?

1 Iswork shiftinga key driver for the Optimized Desktop? How are tbaming flexibleand
mobile users within the organization facilitated?

1 How do you achieve consistent andiform user environmentacross Desktop, Laptop,
VDI, Terminal Services in managed angnanaged scesrios?!

How do youdesign control andmaintain logon scriptsanduser profile® Are you facing
longlogontimesto your environment and applications? Would your eigkrs benefit
from a Profile cleatup?Are you facing profile corruption?

1 How do yowhande all the application and us@referencessuch as printerdijle-types
drive mappingsacces$o applicationsdata, and network resources and applicatied-
tings? How many people really understand the complex and dégacyinternal scripts?
Howagie are these scripts and settings?

1 IsApplication Virtualizationin scope, how do you handle application preferences in a
mixed OS and Applicatipand Desktop Delivery infrastructure?

1 Do you needatontext awarenes8 Based on user/role, device, location aratious settings
access to application resources is controlled and enforced when needed.

1  What isyour Applicationand Desktofeliverysolution inBYOGcenarios? How do you
deliver applications to these (umanaged) devices®/hat is the role of UEM?

1 Does the enduserneedthe ability to install and update applicationsUserInstalled Ap-
plicationsfunctionality needed? Does the user have the correct privileges to instalp-
date software?

1 How do yowcontrol, administer, audit andeport which user asaccesgso which applia-
tion from specific devices or locationkl®dw do yowcontrol application usageuser rights
management?

 2KFEG &az2ftdziaAzya R2 @ zonpldggr?aniydu médsireéStraskdaidS & 2 dz
enforce licensing? How do you currenigenseper deviceapplications such as Microsoft
Project and Microsoft Visio?
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Arebilling, licensemanagementreporting and/or chargebackof the delivered applia-
tions needed?
Do you want to offer &elfSupporttool to your users to reduce the amount oélddesk
calls?
Does the User Environment Management solution need tpiogen and mature? What is
your definition of proven?
La a[F@SNRARYy3I GKS Ol 1 S¢ -tpphctibd:aNd UsewPeefa- 2 ¥ h LIS |
encespart of the overall desktop strate@y
Bottom Line: Does IT have focus on your easer?!
Q& AYLRNIFIYd G2 KFI@S | +A&A2Y YR {dnNFXGS3e

vironment Managemenheeds tobe part of this Vision and Strategy. Designing, buildingy-ma
aging and maintaing the Optimized (Virtual) Desktop infrastructure using the right teasnol
gies, corresponding vendors and products is the destination.

GCKAA GKAGSLI LISNI AjdurneyH &za S FdzZf NB a2 o
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8. /11 bD9 [hD
Date June€011 v1.0 Initial Release
DateJune2011 v1.0.3, Minor layout fixes + minor RES fixes in tables.
DateJune 2011 v1.0.¢ Minor layout fixes
DateNovember2011 v1.1¢ Community and vendor feedback
1 Reread and reviewed the complete document
1 Removed soméypographical errors
1 Addedinformationin chapter 1 to highlight objectives, suggestions and
improvements
9 Introduced the term businessonsumer besides of engser
 Addedchapter3.3¢[ F @ SNAYy3I GKS OF1S FyR ! LILX AO!I{
f Added information in chapter 3,4! a SNJ / SYGUNAR O [/ 2YLlziAy3Q
1 Updatead chapter 3.7W2 Ké | 9aQ
f Updated chapter3.8¢! 9a Cdzy OlGA2y It A0G8QT RAFTFSNBY
functionality and Desktop Transformation
f Updated Chapter3,%¥! 9a { (N} GS38Q I YR
f Updated chapter 3.1,W2 KI 1 Qa4 I YRYSOOEYRWhBBNI ff {°
RSTFAYAGAZ2YAQ
1 Updated chapter 3.2V C! v Q
f Updatedchapter4.2V! 8 SNJ t SNBE2Y I f AT IFGA2yQ KSIFRSNI
f Updated chapter 4.3P! LJLJX A OF GA2y | O0Saa /2yGNRfQ K
f Updated chapter 4.3V [ A (BS¥nimlktgpics in text
f Updatedchapter4@a 2y AG2NAYy AT | dZRAGAY 3T YR wSLR
f Updated chapter 4,A! LILJX A OF A2y 5StAGBSNREQ Ay 02y
1 Updated chapter 5.and 5.2 to highlight the goal and focus of the vendor solution
matric
f Updated chapter 5 ¥ @Sy R2NJ a2f dziA2ya YI GNRAEQ
1 Updatedchapter5.3.2 AppSensdunctionality- License Control
f Updatedchapter5.5, WL YYARA2 QX AYUiNBRdzOUGAZ2Y I Fdzy Ol
T ' LIRFGSR OKILIISNI popE Wwo{ {2Figl NBQ
! LIRFGSR OKI LIJi SNO p5p3pdicE2 WwW{9{ dzZFsR/D Y A
f ' LJRFGSR OKIFLIISNI comE WLYIUNRRAzOOAZ2Y Q YR
f ' LJRFGSR OKIFLIISNI cdHE Wt N2PRdzOG OSNEA2YQ
1 New features added:
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Management Server / UEM solution, Database instance officially support
20K concurrent connections

9 Features updaté, Generic Features and Functionality

(0]

(0]
(0]

Management Server / UEM solution. Server instance officially supports
X. XXX concurrent connections

Licenses, Education license program

Support and Community; 10+ of public available enterprise (50K CCU)
references in B using UEM solution

Support and Community; Professional Services Organization

Client (endpoint) Operating System support; Windows 8

1 Features updated/Jser Profile Management

(0]

O O O ©°

Action triggers, Process StarErom UNC Path

Native policy actions, Text Filgpthte

Native policy actions, Text File Search

Native policy actions, File & Folder Copy

Built-in rules / native conditionsCounter Conditior Run Once >>Run
many

1 Features updatedipplication Access Control

(0]

O O O O O

(0]

Display warning / Dialog box

Auditing and repding of selfelevation

Elevate/Reduce user right for Applications

Elevation/Reduce user rights to Control Panel Applets

Elevate user rights on the internet for ActiveX / Web Installations
Elevate user rights for Application Installations

SelfElevation ofuser rights on demand with White & Black list options

9 Features updated, License Management

(0]

Per device license (recognized and approved by ISV /Microsoft)

1 FeaturexchangesAppSense

(0]

O O O OO0 O o o

o

Concurrent user/desktop licenses

Per device licenses

Enterprise/site licase program

Academic/Education license program

Service Provider license program

Integration with 3rd party systems management solutions
Scripting (none PowerShell) support and commdnd interface
Datastore transfer ProtocelTCP / configurable and spgrted
Client/User Session EnvironmentAgent technology, Service (hooks
WinLogon)

Lockdown and removal of OS and 3rd party application Ul/content
Built-in rules / native conditions, Operating System Service Pack

Version 1.2

January 2012 Pagel27



|

User Environment Manageme

Smackdowi

O O O OO O OO O OO O OO0OOOOOOOOOOOOOOoOOOoOOoOOoOOoOO oOOoOOoOoOoOo

(0]

Built-in rules / native conditions, Operatir®ystem version

Built-in rules / native conditions, User Domain

Built-in rules / native conditions, File / Folder match (exists, version)
Built-in rules / native conditions, Date/time match

Built-in rules / native conditions, Environment variables

Built-in rules / native conditions, Terminal Server

Built-in rules / native conditions, Registry match

Built-in rules / native conditions, Time range

Built-in rules / native conditions, User interactielYes/No response
Block/filter types/details (what to block)JRL Filtering

Block/filter types/details (what to block), Software Installation
Block/filter types/details (what to block), Sessions

Block/filter types/details (what to block), Registry keys
Block/filter types/details (what to block), Scripts

Throttling gtions, Share based Memory throttling

Throttling options, Limit based Memory throttling per user
Monitoring, Session processes

Monitoring, Session CPU usage

Monitoring, Session Memory usage

Reporting, Resultant set of user specific applied UEM setfpiganing)
Reporting, Report sessions usage

Reporting, Report application/license use per user

Reporting, Report application/license use per OU

Reporting, Report application/license use per device

Reporting, Report application/license use during a spetifie frame
Reporting, Report application/license use by session state
Reporting, Report users per application

Reporting, Reporting application CPU usage per user/computer/OU
Reporting, Report website usage

Client/User Session Environment

Agent technologyService

Agent technology, Service (parent process)

Agent technology, Kernel mode filter driver

Commandine parameters

UPM, Migrate from competing products

UPM, Migrate individual apps across versions

Built-in rules / native conditions, Domain Controller

Block/filter types/details (what to block), Scripts

1 RES Software Features updated

(0]

Management Platform, Datastore transfer Protog@MB
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Management Platform, Datastore transfer ProtogalIFS
Agent technology, Service
Agent technology, Kernel mode filtdriver
User Profile Datastore, Datastore transfer Protoc®MB
User Profile Datastore, Datastore transfer Protod®IFS
User Profile Datastore, Built replication/synchronization

o User Profile Datastore, Parallel processing of logon actions
1 Immidio FexProfiles Fetures update

o0 Personalisation loaded on demand (at app launch)
T ' RRSR AYF2NNIGA2Y AYy OKFLIWGSNI 173X wO2yOf d
f ' RRSR OKIFLIISNIys WOKIy3aS t23Q

O O O 0O o o

DateNovember2011 v1.1

1

AddedVMwarePersona Management vendor information in Chayieir4d

DateJanuary2012 v1.2

Review and editing of this document has also been performed by Jeremy Moskowitz, Group

Policy MVP.

1 Grammar and spelling check of complete document

1 Updated chapter 3.9, UEM Strategy

1 Updated chapter 3.12, FAQ

f '"LRFGSR OKIFLIISNI mOmodmI W' aSNIt NEFAf Sa wmn

f 'LIRFGSR OKFLIISNI ndomdnT W2 KSNBE R2Sa DNERdzJ

f Updated chapter520+ SY R2 NJ Y| (4 NAR EW gandupdate®@Tridedde t |
and Scense

f '"LRFGSR OKFLIISNI pdT1TI WaAONR&a2TFOQ

f ' RRSR OKILIISNI poyx WwWt2fA0étl |1 {2FGél NBQ

f Updatedchapttld p d®mn®o YR pdmndcI WYWwo9{ {2FiG6l NB

f 'LRFGSR pod®MHI WE¢NAKROSNI GQ

f Updatedchapter6I WLY GNRRdzOGA 2y Q | yivith PBIigyPekR 2 NJ &2 €
Softwareand Tricerat Simply Suite

T ! LIRIFIGSR OKILIWGSNIs@dH I Wt NBRdzOG OSNBAZY

f ! LIRFGSR OKI LI S NJ scaddd-anctishal i@y ywihNealicy Pak SoftivaieNS

f ' LIRFGSR OKILIISNI cdc WH aSNItNBFAES al yl 3¢

T 'LIRFGSR OKILIISNI cdT1X W aSNItSNRE2YIFEATFGAZ

1 Updated chapter 6.5New features

0 API Interface (public) and documented
0 24 x 7 support, additional pricing
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24 x 7 support included in base license
Microsoft SQL Server 2008R2, bunlsupport for native SQL Mirroring
Software and Agents available as 32bits component
Software and Agents available as 64bits component, natheits comp-
nents
1 Updated chapter 6.7, New features

0 Native policy actiongibility to write your own Custom Policy Actions

O O O ©

0 Native policy actiong;ustom VBScript queries for Actions

0 Native policy actions, Custom PowerShell queries for Actions

o Native policyactionshy f @ / 2Ll WbSsQ 2N ¥/ KIFIy3aSRQ

0 Native policy actiondAbility to Mirror Folder to mirror source if files are-r
moved

0 Native policy actionsSyncronize Folder, unlike Mirror this is a two way-pr
cess

0 Built-in rules / native onditions, Ability to write your own Custom Policyrn€o
ditions

0 Built-in rules / native conditions, Custom VBScript queries for Conditions

0 Built-in rules / native conditions, Custom Jscript queries for Conditions

0 Built-in rules / native conditions, Custom WerShell queries for Conditions

0 Built-in rules / native conditions, Custom PowerShell queries

o Builtin rules / native conditions, If .. else condition

o Builtin rules / native conditions, Remote Host/URL

0 Built-in rules / native conditions, Session Type

0 Buit-in rules / native conditions, USB storage device, serial and ve

dor/product
0 Built-in rules / native conditions, Any AD User Property
1 Updated chapter 6.7, New features
o If application is Elevated, option to not elevate Child Processes spawned from
the raised Application
o If application is Elevated, option to not elevate Secure Dialog Boxes within the
raised Application
o Does not create and depend on a Local Adminstrator account on the machine
for Elevation of User Rights
Redirect a requested URL to a spedifsafe URL
Redirect an already open URL when context/condition changes
Redirect URL based on full URL address
Redirect URL based on SDivectory of address
Redirect URL based on use of Wild Cards
Time Based Application Access

O O O O O O
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0 Contextual nodes/levels (blpc 6 &SR 2y X0 [ 2yySOuUA2Y
etc..)
o / 2y(SEldza t y2RSakftBo@Sunber 60f 201 ol
0
1 Features updated 6.5, Generic Features and Functionality: RES Software
o Database instance officially support 20.000 concurrent connections
o Integration with 3¢ party PQifeCycle management solutions
0 Scripting (not including PowerShell) support and comrdaradinterface
o Professional Services Organizati@#h multHingual support
1 Features updated 6.5, Generic Features and Functionaltysense
0 Web-based management interface
o0 Delegation of controlgranular delegated administration roles
0 24 x 7 support included in base license
1 Features updated 6.6, User Profile Management: RES Software
0 Last write wins Per Application
9 Features updated 6.6, User Fite Management: Tricerat
o Datastore transfer Protocal SMB
o Datastore transfer ProtocelDCOM
o Offline (Cached) Mode
9 Features updated 6.6, User Profile Management: AppSense
0 Application Virtualization suppart/Mware ThinApp
1 Features updated 6.7, User Pensdization, Application and Desktop Management,
RES Software
o Parallel processing of logon actions
o Native Action triggers, Process Start
o0 Native policy actions, File & Folder Copy
1 Features updated 6.7, User Personalization, Application and Desktop Management
Tricerat
o0 Can define an application as a global object
0 Built-in rules / native conditions, Published Application Name
9 Features updated 6.7, User Personalization, Application and Desktop Management,
Appsense
0 Extendable with 3rd party tools
o Builtin rules /native conditions, Vmware View client name
9 Tricerat added to chapter6.8 ,Application Access Control, Security Management
9 Tricerat added to chapter6.10, License Management

Q¢
w
¢
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Rob BeekmansRob (1969) started in the IT field maging a Novell environment but worked in many differerg-ar

a4 AAYy0OS (GKSyo alAyfteée Kia T20dza KFa 6SSy 2y {./ Sy@AiN]
over 15 years of experience he has seen IT grow to a mature and cloud basirigissnow. Rob is a Sr. Consultant

for PQR with his primary focus on application and desktop delivery and User Environment Management. Rob is a

Citrix Certified Enterprise Engineer (CCEE) and a RES PowerFuse/Workspace manager Certified ProfeSBipnal (RPF
Rob can be reached gte@pqr.nlor twitter .

Matthijs Haverink: Matthijs (1980) started his career as a system engineer and meanwhile has over 10 years of e
periencein the business of IT from support engineering to team management to design and implementation of
complexICT infrastructures. His focus now, as a technical Consultant at PQR, is on Application and Desktop Delivery
including hardware virtualization, softwe virtualization and User Environment Management. Matthijs advises, d

signs, implements and migrates advancedit@Bstructures. Matthijs has achieved certifications as a Microsoft
Certified Systems Engineer (MCSE WHyyareCertified Professional (VE&nd Citrix Certified Administrator ont-Ci

rix Solutions like Provisioning Server, XenServer, XenDesktop and so on. You can reach Mualthi@@mir.nlor

twitter

Sven HuismanSven (1977) studied Information Management in Utrecht. He started his career as system engineer

FYR YSIY6KAES KS KIFHa 20SNI mn &SENBE 2F SELISNASYOS Ay
cusing on Application and Desktop Delivery duwaare and software virtualization. Sven advises, designseimpl

ments and migrates advanced Hdirastructures. Having achieved the highest certifications of its most important

partners, Sven is a Citrix Certified Enterprise Administrator (CCEA), a Mi@esified Systems Engineer (MCSE)

and aVMwareCertified Professional (VCP). Sven is award&MagarevExpert in 2009 and 201%ou can reach

Sven ashu@pqgr.nbr twitter

Jts Langedijk Jits (1979) started his career in IT as a service engineer and meanwhile he has over 10 years of exp
rience in the IT business. As a technical consultant at PQR his primarily focus is Application and Desktop Delivery,
hardware and softwareistualization. Jits advises, designs, implements and migrates advancedrbGiructures.

Having achieved the highest certifications of its most important partners, Jits is a Citrix Certified Enterpriss-Admini
trator (CCEE), a Microsoft Certified ITfBssional Enterprise Administrator (MCITP:EA) avievareCertified Po-
fessional (VCP). You can reach Jifg@pqr.nl

AntonvanPelt! yi2y omdpyno A& Iy G§SOKyAOFt O2yadDdasktogDeli- G t v wd
ery solutions. Nevertheless, his interests are going much further than this what gives him a broad knowledge in

complex IT environments. For instance Anton was hired by Riffa Views International School in Bahrain in 2009 for
optimizing thereenvironment. Anton advises, designs, implements and migrates advancéufi&tructures. Ha

ing achieved the highest certifications of its most important partners, Anton is a Citrix Certified Administrator (CCA)

for several Citrix products like XenAppnResktop and Citrix Access Gateway, a Microsoft Certified Systeims Eng

neer (MCSE) and a RES Certified Professional (RCP). You can contact Anton bgpe@iatniFollow Anton on

twitter

Peter Sterk As a consultant for PQR, Peter is focused on Application and Desktop Delivery solutions. With his broad
knowledge of other infrastructure components and over 10 years of experience, his role is to analyze the business
needs and advise, designs and implement ICT infrastructures. Peter studied Business Computing at the Hogeschool
Utrecht, and has earned certifications like Citrix Certified Enterprise Administrator (CCEA), Microsoft Cestified Sy
tems Engineer (MCSE, +BE), Microsoft Certified IT Professional. In the past year Peter is a speaker on diffarent n
tional events (Heliview, Expertslive). You can reach Petest@pgar.nlor twitte r
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