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1.  Lb¢wh5¦/¢Lhb 

Are you looking for an independent overview of the User Environment Management solutions 

and curious about the different features and functions of each vendor offering? Then this is 

the whitepaper you must definitely read.  In the current market there is an increasing demand 

for unbiased information about User Environment Management (UEM) solutions. This white 

paper is focused on solutions that are anticipated to have an important role in Application and 

Desktop Virtualization and creation of a Dynamic Desktop environment. An overview of availa-

ble features of each solution is created to better understand each solutions capability. 

1.1 OBJECTIVES 

The overall goal of this whitepaper is to share information about: 

¶ What is User Environment Management 

¶ Explain the pros and cons of User Environment Management 

¶ Describe the strategic questions and functionality of UEM solutions 

¶ User Environment Management functionality and solutions overview 

¶ Describe the different UEM vendors and their solutions 

¶ Compare the functionality and features of various UEM solutions 

1.2 INTENDED AUDIENCE 

This document is intended for IT Managers, Architects, Analysts, System Administrators and IT-

Professionals in general who are responsible for and/or interested in designing, implementing 

and maintaining User Environment Management solutions. 

1.3 VENDOR INVOLVEMENT 

All major vendors whose products are covered in the feature comparison, such as AppSense, 

Citrix, Immidio, Liquidware Labs, Microsoft, PolicyPak Software, RES Software, Quest, Scense, 

Tricerat,Unidesk and VMware have been approached in advance to create awareness of this 

whitepaper and discuss the different features and functionality when needed. 

1.4 SUGGESTIONS AND IMPROVEMENTS 

We did our best to be truthful, clear, complete and accurate in investigating and writing down 

the different solutions. !ƭǘƘƻǳƎƘ tvw ŘƻŜǎƴΩǘ ƘŀǾŜ ŀ ǎǘǊŀǘŜƎƛŎ ǇŀǊǘƴŜǊ ǊŜƭŀǘƛƻƴǎƘƛǇ ǿƛǘƘ ŀƭƭ ǘƘŜ 

UEM vendors mentioned in this whitepaper our goal is to write an unbiased objective docu-

ment where possible, which is valueable for the readers. If you have any comments, correc-

tions, or suggestions for improvements of this document, we want to hear from you. We ap-
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preciate your feedback. Please send e-mail to Ruben Spruijt (rsp@pqr.nl) Include the product 

name and version number, and the title of the document in your message.   

1.5 CONTACT 

PQR; Tel: +31 (0)30 6629729   

E-mail: info@pqr.nl ; www.pqr.com;  www.virtuall.nl  

Twitter: http://www.twitter.com/pqrnl  
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2.  !.h¦¢ 

2.1 ABOUT PQR 

PQR is the professional ICT infrastructure specialist with a focus on availability of data, applica-

tions and work spaces with optimized user experience in a secure and manageable way. PQR 

provides its customers innovative ICT solutions that ensure the optimization of application 

availability and manageability, without processes getting complex. Simplicity in ICT, that's what 

PQR stands for. 

PQR has traceable references and a wide range of expertise in the field, proven by many of our 

high partner statuses and certifications. PQR is Citrix Platinum Solution Advisor, HP GOLD Pre-

ferred Partner, Microsoft Gold Partner Virtualization, NetApp Star Partner, RES Platinum Part-

ner, VMware Premier Partner en Gold Authorized Consultant Partner, Cisco Premier Certified 

Partner, CommVault CASP Value Added Reseller, Dell Enterprise Architecture Certified Partner, 

HDS Platinum Partner, HP Networking Master Partner, Juniper J-Partner, Veeam Gold ProPart-

ner, Quest Software Platinum Partner and Wyse Premier Partner. 

Customers of PQR can be found in all segments of society and are classified as medium to large 

enterprises to whom ICT provisioning is vital for running business. Sales is realized in both prof-

it and non-profit organizations, a significant part is realized within the healthcare sector, edu-

cation and local and national government. 

PQR informs its clients as a Trusted Advisor about new technologies that keep ICT environ-

ments running even easier, creating secure optimal performance and information accessibility 

from any location or device. By using consolidation and virtualization techniques, PQR works 

towards an easy to use management environment. This not only applies to system administra-

ǘƻǊǎ ōǳǘ ŀƭǎƻ ǘƻ ǳǎŜǊǎΦ tvw ǎǳǇǇƻǊǘǎ ΨǘƘŜ ƴŜǿ ǿŀȅ of working' with its Dynamic Datacenter 

concept and cloud computing abilities. PQR implements private cloud infrastructures where 

availability of data, applications and workplaces in a secure and manageable way is key, and al-

so designs and implements a variety of desktop virtualization solutions like server based com-

puting, virtual desktop infrastructures (VDI), blade PC's and typical fat clients. In this way PQR 

is offering an ICT environment that increases productivity and entails significant cost decreas-

es, not only in management but also in energy consumption. 

PQR provides an ICT infrastructure that is stable, flexible and future proof. PQR has extensive 

experience in designing and implementing server & storage environments, including network-

ing and security. Traditionally, massive storage environments have been PQR's specialty. 

PQR's approach is based on four main pillars: 

¶ Data & Systems Availability 

¶ Application & Desktop Delivery 
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¶ Secure Access & Secure Networking 

¶ Advanced IT Infrastructure & Management 

 The PQR approach is always transparent. To avoid common pitfalls of default configurations, 

only the best suitable solution will be selected, naturally in consultation with the client. During 

the whole process of designing up to implementation, PQR carries responsibility to deliver 

(part of) projects to its final result, as a rule against fixed prices and corresponding guarantees. 

PQR calls this Simplicity in ICT. PQR, founded in 1990, is headquartered in De Meern, The 

Netherlands, and counts over 100 emplƻȅŜŜǎΦ Lƴ ŦƛǎŎŀƭ ȅŜŀǊ нллмлκнлмм ǇƻǎǘŜŘ ǎŀƭŜǎ ƻŦ ϵ туΦт 

Ƴƛƭƭƛƻƴ ŀƴŘ ŀ ƴŜǘ ŀŦǘŜǊ ǘŀȄ ǇǊƻŦƛǘ ƻŦ ϵ пΦф Ƴƛƭƭƛƻƴ ƘŀǾŜ ōŜŜƴ ǊŜŎƻǊŘŜŘΦ www.PQR.com  

2.2 ACKNOWLEDGMENTS 

Team leader 

Ruben Spruijt, Technology Officer. Ruben Spruijt, born in 1975, studied Com-

puter Science and started his career as a Systems Engineer at A-Tree Automa-

tisering. He has been working as a Solutions Architect at PQR since 2002.  

In his job, Ruben is primary focused on Application and Desktop Delivery, hard-

ware and software Virtualization. Ruben has been awarded the Microsoft Most 

Value Professional (MVP), Citrix Technology Professional (CTP) and VMware vEx-

pert titles and is the only European with the combination of these three commu-

nity awards. 

At various local and international conferences Ruben presents his vision and profound 

ƪƴƻǿƭŜŘƎŜ ƻŦ Ψ!ǇǇƭƛŎŀǘƛƻƴ ŀƴŘ 5ŜǎƪǘƻǇ 5ŜƭƛǾŜǊȅΩ and Virtualization solutions. He is initiator of 

tvwΩǎ ŎƻƴŎŜǇǘǳŀƭ ƳƻŘŜǎ ƻŦ Ψ!ǇǇƭƛŎŀǘƛƻƴ ŀƴŘ 5ŜǎƪǘƻǇ 5ŜƭƛǾŜǊȅ ǎƻƭǳǘƛƻƴǎΩ ŀƴŘ Ψ5ŀǘŀ ŀƴŘ {ȅǎǘŜƳ 

!Ǿŀƛƭŀōƛƭƛǘȅ ǎƻƭǳǘƛƻƴǎΩ ŀƴŘ ƻǊƛƎƛƴŀǘƻǊ ƻŦ www.virtuall.eu, the solutions showcase of PQR. He has 

written several articles that have been published by professional magazines and informative 

websites.  To contact Ruben directly send an email to rsp@pqr.nl. Follow ruben on twitter: 

@rspruijt. 

 

  

http://www.pqr.com/
http://www.virtuall.eu/
mailto:rsp@pqr.nl
http://www.twitter.com/rspruijt
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Special thanks for Aaron Parker: He is an Infrastructure Architect with 

мр ȅŜŀǊǎΩ ŜȄǇŜǊƛŜƴŎŜ ƛƴ ǘƘŜ L¢ ƛƴŘǳǎǘǊȅΦ As an App-V MVP, Microsoft 

Certified Systems Engineer (MCSE), Citrix Certified Integration Archi-

tect (CCIA) and Citrix Certified Enterprise Administrator (CCEA), he's 

spent the last 10 years on server-based computing, desktop and appli-

cation deployment and virtualization. He currently resides in London, 

UK where he's involved in deployments for private and government 

clients including Fortune Global 500 companies. You can find him con-

tributing to the AppVirtGuru.com and the TechNet App-V forums or blogging at stealthpup-

py.com, although he just might possibly be snowboarding instead. To contact Aaron directly 

send an email to aaron@stealthpuppy.com Follow Aaron on twitter: @stealthpuppy 

Personal note from Ruben: I would give a special thanks to Aaron Parker who simply did an in-

credible job in investigating and reviewing various User Profile Management solutions and con-

ǘǊƛōǳǘƛƴƎ ǘƻ ǘƘŜ ǿƘƛǘŜ ǇŀǇŜǊΦ ¢ƘŜ ŀƳƻǳƴǘ ƻŦ ŜŦŦƻǊǘ ŀƴŘ ǇǊƛǾŀǘŜ ǘƛƳŜ ǎǇŜƴŘ ƛǎ ŜȄǘǊŀƻǊŘƛƴŀǊȅΧ 

Thanks!! 

Community effort 

A BIG thanks to: Jeremy Moskowitz, Jeanne Morain, Arjen ten Horst, Rob Aarts, Falko Graefe,  

Pim van de Vis, Jurjen van Leeuwen  

Thanks for their effort and support in reviewing this whitepaper. 

A-Team! 

hƴƭȅ ǘƘǊƻǳƎƘ ǘƘŜ ŜŦŦƻǊǘ ŀƴŘ ǇŜǊǎƛǎǘŜƴŎŜ ƻŦ ǘƘŜ ΨPQR - UEM {ƳŀŎƪŘƻǿƴΩ ǘeam we achieved the 

goals, a big thanks to them! 

Team Member Job description Email Twitter 

    

Rob Beekmans Sr. Consultant rbe@pqr.nl @robbeekmans 

Matthijs Haverink Consultant mha@pqr.nl @vf_matt 

Sven Huisman Consultant shu@pqr.nl @svenh 

Jits Langedijk Consultant jla@pqr.nl @jrlangedijk 

Anton van Pelt Consultant ape@pqr.nl @antonaustirol25 

Peter Sterk Sr. Consultant pst@pqr.nl @petersterk 

 

mailto:aaron@stealthpuppy.com
http://www.twitter.com/stealthpuppy
mailto:jeremym@policypak.com
mailto:jmorain71@gmail.com
mailto:arjen.terhorst@gmail.com
mailto:%20rob.aarts@robaarts.nl
mailto:f.graefe@loginconsultants.de
mailto:Pim@vandevis.eu
mailto:%20jurjen@leodesk.no
mailto:rbe@pqr.nl
http://www.twitter.com/robbeekmans
mailto:mha@pqr.nl
http://www.twitter.com/vf_matt
mailto:shu@pqr.nl
http://www.twitter.com/svenh
mailto:jla@pqr.nl
http://www.twitter.com/jrlangedijk
mailto:ape@pqr.nl
http://www.twitter.com/antonaustirol25
mailto:pst@pqr.nl
http://www.twitter.com/petersterk
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3.  ¦{9w 9b±Lwhba9b¢ a!b!D9a9b¢  

3.1 STRATEGY 

If there is a trendy word in the IT industry, then, as well as Cloud Computing, this has to be 

έvirtualizationΦέ Virtualization is nothing more than the decoupling of IT resources. The forms 

of virtualization that are most frequently applied include network, storage, hardware/server, 

desktop and application virtualization. Application and Desktop Delivery is a process which has 

the goal of offering applications independent of location and workstation, so that the user can 

work onsite, online, offsite and offline anywhere and at any time. The dynamic delivery of ap-

plications is an essential functionality and part of a broader strategy of an optimized Desktop. 

Managing the User Environment and various Devices is a key element in maintaining the Appli-

cation and Desktop Delivery infrastructure.  

When studying and determining which Application and Desktop Delivery Solution and User 

Environment and Client Device Management solution best suits the users and your organiza-

tion, it is essential that you ask yourself three questions: 

1. What is the execution platform for the applications?  

Within the execution platform, system resources such as the CPU, memory, disk and network 

are used in order to execute the Windows and web-architected applications. The most fre-

quently used execution platforms include the following: Desktop, Laptop, Mobile Smartphone, 

Virtual Desktop Infrastructure and Remote Desktop Services. The choice of execution platform 

is the most fundamental decision made! The applications are executed locally on the device or 

centrally in a datacenter. Every implementing platform has its own characteristics. In practice, 

every organization actually possesses a mixture of workstation access scenarios. The theories: 

ά[Ŝǎǎ ƛǎ ƳƻǊŜέ ŀƴŘ ά/ǳǘ ƻǳǘ ǘƘŜ ŜȄŎŜǇǘƛƻƴǎέ ŀƴŘ άaŀƴŀƎŜ 5ƛǾŜǊǎƛǘȅέ ǎƘƻǳƭŘ ŀƭǿŀȅǎ ōŜ ƛƴ ƳƛƴŘΗ 

2. In what way are applications delivered and available on the execution platform? 

An execution platform is great; but if there are no applications available on this platform, this 

platform is of no real value to the end-user. The second question is this: How do the applica-

tions get onto the execution platform?! A number of solutions exist for making Windows appli-

cations available on the platform. The forms that are most frequently used include installation 

or virtualization.  

With installation, applications are delivered on the workstation and, where possible, installed 

in an unattended manner. The execution platform is altered after the installation process is fin-

ished. Installing the application as core component in the base image is also one of the possi-

bilities available. 
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When applications are made available by means of Application Virtualization, they are availa-

ōƭŜ Ψƻƴ ŘŜƳŀƴŘΩ ƻƴ ǘƘŜ ŜȄŜŎǳǘƛƻƴ ǇƭŀǘŦƻǊƳΦ bƻ ŀŘƧǳǎǘƳŜƴǘǎ ŀǊŜ ƳŀŘŜ ǘƻ ǘƘŜ ǇƭŀǘŦƻǊƳ ǿƛǘƘƛƴ 

the scope of this. 

3. How are the execution platform and the applications managed from an IT-Pro and 

from an end-user perspective? 

An execution platform with a variety of windows and web-architected applications are create 

but how do you manage and maintain this environment? In a Bring Your Own Computer sce-

nario where does managing the environment starts and where does it ends? How is the desk-

top composed from a user perspective? ²Ƙŀǘ ŀǊŜ ǘƘŜ ŘƛŦŦŜǊŜƴǘ !ŎŎŜǎǎ {ŎŜƴŀǊƛƻΩǎΚ These and 

more questions fit in this third question: How do we control, maintain and support the Desk-

top as a concept and as an endpoint device from an IT Pro and end-user perspective. 

3.2 THE ESSENCE OF APPLICATION AND DESKTOP DELIVERY  

Making applications available to the end-user, regardless of the technology being used, is the 

ultimate strategic objective of an Advanced ICT infrastructure. aŀȅōŜ ƛǘΩǎ ŀ ƎƻƻŘ ǘƛƳŜ ǘƻ ǳǎŜ 

the term business-consumer instead of end-user.  

The delivery of the desktop as a concept can be divided in two worlds. The classic desktop and 

laptop, running Windows, Linux or Mac OS X and the virtual desktop. In essence Desktop Vir-

tualization is the de-coupling of the desktop, the operating system and the end-user applica-

tions from the underlying endpoint or device. This kind of virtualization can be subdivided into 

two types: 

With the first type of virtualization, the end-user applications are executed remotely, server 

hosted, and presented at the endpoint via a Remote Display Protocol. With the second type of 

Desktop Virtualization solution, the applications are executed at the endpoint, client-side, and 

presented locally on this workstation.  

The above ŘŜǎŎǊƛǇǘƛƻƴ ƻǳǘƭƛƴŜǎ ǘƘŜ ŦƛǊǎǘ ǉǳŜǎǘƛƻƴΥ ά²Ƙŀǘ ƛǎ ǘƘŜ execution platform for the ap-

plications?έ ¢ƘŜ ǎŜŎƻƴŘ ǉǳŜǎǘƛƻƴΥ άLƴ ǿƘŀǘ ǿŀȅ ŀǊŜ applications delivered and available on the 

ŜȄŜŎǳǘƛƻƴ ǇƭŀǘŦƻǊƳέ Ŏŀƴ ōŜ ŀƴǎǿŜǊŜŘ Ŝŀǎily.   

In most infrastructures the application are web-architected or Windows-based. The ratio of 

Web vs. Windows applications depends on the vertical, customer, history, legacy, innovation 

and control of Application Development. Windows end-user applications can be installed: 

manual, automatic or integrated in the base-image or Windows applications can be virtualized 

using Application Virtualization or Virtual Disk layering solutions. 

A complete overview of all the Application and Desktop Delivery Solutions can be found here. 

  

http://www.virtuall.nl/images/stories/Whitepapers/application%20%20desktop%20delivery%20-%2030%20minute%20solution%20overview%20en.pdf
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3.3 LAYERING THE CAKE AND APPLICATION DELIVERY 

The ά[ŀȅŜǊŜŘ /ŀƪŜέ model can express virtualization pieces. In essence, the goal is to break up 

(or isolate) the Operating System (OS) the Applications (Apps)  and the User Components.  

The last part, User Components are made up of Personalization, Policy, User Rights Manage-

ment, User Installed Applications, and User Data (to name just a few pieces).  

The goal with this separation is to create a loosely-ŎƻǳǇƭŜŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǿƘŜǊŜ ƛǘΩǎ ŜŀǎƛŜǊ ǘƻ 

ŎǊŜŀǘŜ ŀ ǾŜǊȅ ŘȅƴŀƳƛŎ !ǇǇƭƛŎŀǘƛƻƴ ŀƴŘ 5ŜǎƪǘƻǇ 5ŜƭƛǾŜǊȅ ǎƻƭǳǘƛƻƴΦ Lƴ ŜǎǎŜƴŎŜ ƛǘΩǎ ŀ ŎƻƳōƛƴŀǘƛƻƴ 

of User Environment Management (UEM) and Application (APP) and Desktop Delivery (ADD) 

solutions, such as VDI and Application Virtualization. At the end-of the day, getting to a άLay-

ered ŎŀƪŜέ ƳŜǘƘƻŘƻƭƻƎȅ ǿƛƭƭ ƘŜƭǇ achieve Desktop Transformation and help achieve a Dynamic 

Workspace for users.  

Application Delivery 

There are different methods of delivering applications to end-users, as explained in the dia-

ƎǊŀƳ ōŜƭƻǿΦ LǘΩǎ important to understand each method as well as the solutions and vendors in 

this space. Each can provide solutions for this delivery method and the functionality, agility 

and flexibility an end-user will receive. Most scenarios in the real world will be a Hybrid. In the 

end, however, from an end-user perspective it should be transparent. With transparency 

comes User Environment Management. 

The diagram is inspired by this blog post. 

3.4 USER CENTRIC COMPUTING 

More and more customers are designing, building and maintaining hybrid-style, flexible Appli-

cation and Desktop Delivery solutions. Customers are using a mix of traditional desktops and 

laptops, Server Hosted Desktops using VDI and Remote Desktop Services, Web applications 

http://www.appsense.com/blog/post/2011/10/19/Free!-User-Installed-Application-Madness-With-AppSense-Strata.aspx
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and Application Installation, and Virtualization in a mixed Operating System environment. The 

devices are managed and, in a Bring Your Own Computer Scenario, un-managed.  

User Environment Management delivers and maintains the User Workspace in a clear, visible, 

predictable and profound way independent of the Application and Desktop Delivery concept 

and understands the context of the user Access Scenario. Having a clear view of the access 

scenarios, also known as personas, is essential and crucial for a complete Application and 

Desktop Delivery solutions. The focus on the user context:  

Who: Users; groups, personas; 

Which: Device; capabilities managed and un-managed 

Where: Location; Online, Offline, offsite and onsite; 

What: Applications, IT and end-user driven; services, resources, data content;  

When: 24x7, specific times 

This is essential and needs to be unified in a User Environment Management solution. Concen-

trate on the users Environment means User Centric Computing. 

At the end of the day customer will have a hybrid Application and Desktop Delivery infrastruc-

ture. For the end-user, the business consumer, application access needs to be transparent.  

Transparency should mean that applications, desktop delivery, management and infrastruc-

ture are accounted for within ǾŀǊƛƻǳǎ άAccess ScenariosέΦ  These scenarios should contain:  

¶ User/Role/Persona 

¶ Applications/Services 

¶ Devices 

¶ Location 

¶ Context Awareness  

Access scenarios need to be clear, profound and are part of the overall Application and Desk-

top Delivery Design process 

3.5 THE ESSENCE OF USER ENVIRONMENT MANAGEMENT (UEM) 

¢ƘŜ ǘƘƛǊŘ ǉǳŜǎǘƛƻƴΥ άIƻǿ ŀǊŜ ǘƘŜ execution platform and the applications ƳŀƴŀƎŜŘ ΦΦέ needs 

to be divided in an IT-Pro and end-user focused section. 

Traditionally the endpoint is maintained with Client Management, or PC-life cycle manage-

ment, solutions such as Altiris Deployment Solution, IBM BigFix, Microsoft SCCM, Novell Zen-

Works and others.  
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The key functionality of these kinds of products would be: OS deployment, application de-

ployment, asset management, inventory, integration with CMDB and remote control. The pri-

mary focus of the Client Management solutions is the client device and not primarily the end-

userΩǎ ǿƻǊƪǎǇŀŎŜΦ 

IŀƴŘƭƛƴƎ ǘƘŜ ¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘΣ ƻǊ ¦ǎŜǊ ²ƻǊƪǎǇŀŎŜΣ ƛǎƴΩǘ ƛƴ ǎŎƻǇŜ ƻŦ ǘƘŜ ǘǊŀŘƛǘƛƻƴŀl approach 

of most of the Client Management Solutions. Large software vendors are so focused on the 

management and maintenance of ICT systems that they tend to forget the other important 

half, focus on the user side, of this management.  

Users need to have a simple, uniform, fast and reliable workspace environment. Administra-

tors would like to be able to manage this (Windows) workspace centrally, regardless of wheth-

er it is a physical or virtual workplace, implemented locally or centrally and whether the (Win-

dows) applications are installed, streamed or virtualized. In many organizations ǘƘŜ ǘŜǊƳ ΨUser 

Environment MŀƴŀƎŜƳŜƴǘΩ ƛǎ ǎǘƛƭƭ ǊŜƭŀǘƛǾŜƭȅ ǳƴƪƴƻǿƴΦ  

άUser Environment Management (UEM) is a software solution that facilitates the management 

of the user environment and creates a dynamic, cost effective and for the business-consumer a 

transparent working environment. The focus is primarily on the end-user and his environment 

and not on the end user's deviceέΦ 

Our experience is when the organization understands the meaning of user workspace man-

agement and sees the opportunities and benefits this provides to the users and the IT organi-

zation, the customer is often surprised that this solution has not been applied earlier. 

3.6 THE HISTORY OF UEM 

Various User EnvironƳŜƴǘ aŀƴŀƎŜƳŜƴǘ ǎƻƭǳǘƛƻƴǎ ƛƴ ǘƘŜ ǘƻŘŀȅΩǎ ƳŀǊƪŜǘ ǘȅǇƛŎŀƭƭȅ ƘŀǾŜ ŎƻƳŜ 

from a Server-based Computing (Terminal Server or Citrix XenApp) environment where users 

either execute full remote desktops or published applications. Server farms were often siloed 

to reduce application conflicts. Silos have then introduced problems ensuring ǘƘŀǘ ǳǎŜǊΩǎ ǇǊŜf-

erences are available across different hosts and kept consistent between sessions. 

Some other User Environment Management solutions started in the classic desktop market 

where users executed applications locally but suffered from long logon times. Besides this, it 

was harder to design setup and maintain a flexible workstation or roaming scenario because of 

complexity and cluttering of User Profiles and Logon Scripts. 

Roaming Profiles are not granular enough to reduce last-write-wins scenarios that occur in si-

loed Terminal Server farms or where users connect to multiple desktops simultaneously. By 

being able to manage user preferences by application rather than a single profile per-OS, IT 

can provide users with a more seamless desktop experience. 
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Logon scripts have been the solution that every organization has used to configure the user 

ŜƴǾƛǊƻƴƳŜƴǘΦ hŦǘŜƴ ǿǊƛǘǘŜƴ ƛƴ ±.ǎŎǊƛǇǘ ƻǊ Yƛ·ǘŀǊǘΣ ǘƘŜǎŜ ǎŎǊƛǇǘǎ ŀǊŜƴΩǘ ǳǎǳŀƭƭȅ optimized for 

speed (processed synchronously and often they are single threaded). Additionally they have 

been restricted to user logon and logoff and therefore must cater for anything the user could 

potentially do during their session. Scripts also have to be maintained by engineers who un-

derstand scripting technologies, which is good for job security but bad for continuity, agility 

and supportability. 

3.7 WHY UEM? 

In conversations with customers and during workshop sessions we regularly receive the ques-

ǘƛƻƴΥ άWhat are the primary reasons for implementing User Environment Management Solu-

tions?έ 

¶ Increase user experience, consistency across different platforms, VDI, SBC and local 

Laptops and Desktops.  

¶ Create a transparent User Environment independent of the various delivery solutions 

and empowers a smooth Desktop Transformation. 

¶ Improves end-user mobility, access personalized applications and settings from any 

machine, any Windows Operating System. Roaming users. 

¶ It stabilizes Windows user profiles. 

¶ Gain control over user profiles and truly manage them. 

¶ Accelerated and consistent logon times. 

¶ Makes migration from old to new Operating Systems and Application Delivery solu-

ǘƛƻƴǎ ŜŀǎƛŜǊΦ 9ǾŜƴ ǊƻƭƭōŀŎƪ ǎŎŜƴŀǊƛƻΩǎ ŦǊƻƳ ŀ ƴŜǿ hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳ ōŀŎƪ ǘƻ ŀƴ ƻƭŘ ǎȅs-

tem is possible. 

¶ Replace custom (legacy) scripts. 

¶ Central and uniform management of the User Environment is key and will result in 

happy administrators and users and lower Total Cost of Ownership (TCO). Delegation 

of control is essential in such a management solution. 

¶ Provide better and granular support of user and application preference. Never delete 

or restore complete user profiles. 

¶ It controls, facilitates and enforces user access to applications, file-types, (removable) 

devices, network and data resources. Applications can be Windows based and web-

architected. The Windows Applications can be installed, Virtualized or Remote Execut-

ed via server-hosted VDI or Remote Desktop Services (Terminal Services). 

¶ Based on user location, device and custom settings, access to applications, data, net-

work resources, devices and preferences is dynamically facilitated and from a security 

perspective enforced. User centric computing gains context awareness. 

¶ It facilitates Resource Management to control and optimize usage of CPU, Memory re-

sources with focus on applications and (Virtual) Desktops.  
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¶ End-user is able to install applications on his (virtual) desktop even without Adminis-

trator Rights. User Installed applications with Dynamic Privileges, ideal for BYOD 

(Bring Your Own Device) and scenarios where dynamic application delivery in a static, - 

controlled desktop environment is needed. 

¶ It gives administrators and managers insights and reporting capabilities in Windows, 

and Web applications, (virtual) desktop and license usage. It enforces license compli-

ancy to various licensing models. Application licensing can be measured, tracked and 

enforced, or controlled, where needed. 

¶ Delivers detailed information on changes inside the User Environment Management 

environment that are needed as requirement for compliancy and certification stand-

ards such as Persona Information Acts (HIPAA), ISO 27001, SOX and NEN 7510. 

¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜƳŜƴǘ ƛǎ ŀƴ ŜǎǎŜƴǘƛŀƭ ǇŀǊǘ ƛƴ ΨƭŀȅŜǊƛƴƎ ǘƘŜ ŎŀƪŜΩ ǎǘǊŀǘŜƎȅ, which 

means to separate (Physical) Hardware, Operating System, Applications and User Personal-

ization. 

3.8 UEM FUNCTIONALITY 

In a User Environment Management solution user personalization, applications and data need 

to be portable and context aware. The focus of UEM Solutions is the dynamic composition of 

the UsersΩ Environment. The environment, or workspace, is dynamically composed where the 

solution handles: 

¶ User Personalization, Application and Desktop Management; Application settings and 

configuration preferences, User Personalization such as printer settings. 

¶ Application and Access Control, Security Management; enforce access to applications, 

persona and context aware. 

¶ Resource Management; Application performance optimization and management. 

¶ User Profile Management; Manage Windows User profiles; local, roaming, hybrid, 

mandatory. 

¶ License Management; insights, reporting and enforcing the use of licenses. 

¶ Application Delivery: User centric Application Installation with Dynamic Privileges, Us-

er Installed Applications. 

¶ Monitoring, Auditing and Reporting facilities on various levels with focus on the user 

environment. 

¶ User support; facilitating user support 

This functionality needs to be independent of: 

¶ Operating System version (e.g. Windows XP, Windows 7, Windows Server 2008) 

¶ Processor architecture/platform (Intel 32, and 64 bits) 
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¶ Application Deployment (e.g. MSI, Application Virtualization, web-architected applica-

tions and Remote Delivery via VDI or Remote Desktop Services ς and across any com-

bination) 

¶ User Profile (e.g. local, mandatory, roaming) 

¶ Client Device (e.g. managed, un-managed) 

¶ User Context (e.g. ƻƴƭƛƴŜΣ ƻŦŦƭƛƴŜΣ ƻŦŦǎƛǘŜΣ ƻƴǎƛǘŜ ǎŎŜƴŀǊƛƻΩǎ ǳǎƛƴƎ [ŀǇǘƻǇǎΣ 5ŜǎƪǘƻǇΣ 

Remote Desktop Services and VDI solutions with trusted and untrusted devices). 

ά¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜƳŜƴǘ ƛǎ ŀ ƪŜȅ ŜƭŜƳŜƴǘ ƛƴ !ǇǇƭƛŎŀǘƛƻƴ ŀƴŘ 5Ŝǎktop Delivery strategy, 

ŀƴŘ ŜƳǇƻǿŜǊǎ ǘƘŜ 5ŜǎƪǘƻǇ ¢ǊŀƴǎŦƻǊƳŀǘƛƻƴέ 

3.9 UEM STRATEGY 

The growing reality of the transition to a dynamic datacenter is causing many IT organizations 

to re-evaluate traditional IT operations, support, and management methods. Virtualizing the 

Desktop is a reasonable piece to support growing numbers of unmanaged desktops, external 

users, and other use-case scenarios. Managing the (virtualized) Desktop is an essential compo-

nent in the complete stack. LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƘŀǾŜ ŀ Vision and Strategy around Application 

and Desktop Delivery. Designing, building, managing and maintaining the vDesktop infrastruc-

ture using the right Technologies, corresponding vendors and products is an important last 

step.  

We see many organizations primarily focusing on features, products and vendors and lacking a 

clear and profound overall Ǿƛǎƛƻƴ ŀƴŘ ǎǘǊŀǘŜƎȅΦ ¢Ƙƛǎ ŀǇǇǊƻŀŎƘ ƛǎƴΩǘ ƎƻƻŘ ƻǊ ōŀŘΣ ƛǘ ŘŜǇŜƴŘǎ ƻƴ 

what the goal of the organization is. When the organization needs a point solution, the various 

vendors and corresponding products can help to solve this issue and fill-in the demands.  

When the organization is investigating possibilities, advantages, use cases and functionality of 

User Environment in the άOptimized desktopέΣ ŀ ǇǊƻŦƻǳƴŘ Ǿƛǎƛƻƴ ŀƴŘ ǎǘǊŀǘŜƎȅ ǎƘƻǳƭd be in 

place. The following discussions and corresponding topics should be part of the strategy: 

¶ What are the use-cases? And does the use-case require UEM? 

¶ What do I want to achieve?-, lowering TCO, business enabler, overall cost of owner-

ship and cost reducer? 

¶ What is the Business-case? What do you expect as a ROI? 

¶ Are you investigating a tactical (point)-or strategic solution? What do you want to 

solve? 

¶ ²ƘŀǘΩǎ ȅƻǳǊ desktop delivery and migration strategy for Windows 7?  

¶ Are you looking for a phased or big bang migration scenario? How do you take care of 

profile changes during a migration (v1 and v2)? What is your rollback strategy when 

all the user and application settings are migrated to Windows 7? 

¶ When do you refresh your Desktop OS with Windows 7? 
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¶ Are you planning for delivery applications to a Windows Desktop OS or Windows 

Server OS, in a Remote Desktop Services Session Host (RDSH) scenario? 

¶ Is work shifting a key driver for the Optimized Desktop? How are the roaming/ flexible 

and mobile users within the organization facilitated? How do you take care of Applica-

tion- and Desktop Delivery when the user has different Access scenarios? How do you 

manage this user environment in different access scenarios? 

¶ How do you achieve consistent and uniform user environment across Desktop, Lap-

top, VDI, Terminal Services in managed and un-managed scenarios?! 

¶ What is the strategy around Client Management, PC Life Cycle Management, solution 

and how does User Environment Management fit in the strategy and technical deci-

sions? 

¶ Do you need centralized and uniform management of the user environment? Do you 

need delegation of control? How granular do you need this control? 

¶ How do you design, control and maintain logon scripts and user profiles? Are you fac-

ing long logon times to your environment and applications? How do you gain control 

on user profiles and login scripts? Would your end-users benefit from a Profile clean-

up? Are you facing profile corruptions? 

¶ How do you handle all the application and user preferences such as printers, file-

types, drive mappings, access to applications, data, and network resources and appli-

cation settings? Is this needed for Desktop, Laptop, VDI and Terminal Services? 

Scripting? How many people really understand the complex and often legacy internal 

scripts? How agile are these scripts and settings? 

¶ Is Application Virtualization in scope, how do you handle application preferences in a 

mixed OS and Application, and Desktop Delivery infrastructure? 

¶ How do you control and administer access to specific external devices such as remov-

able storage devices with build-in in encryption?  

¶ Do you need context awareness? Based on user/role, device, location and various set-

tings access to application resources is controlled and enforced when needed.  

¶ What endpoints do you support- and manage?  

¶ Are administrator privileges needed to install an UEM component? 

¶ Is a client- or agentless UEM solution required? Is it possible to (automatically) install 

the UEM agent?  

¶ Is a Bring Your Own Device (BYOD) concept one of the key Access Scenarios? 

¶ What is your Application and Desktop Delivery solution in BYOC scenarios? Server-

Hosted, Client-side, Application Virtualization and Application Installation? How do you 

deliver applications to these (un-managed) devices? 

¶ Do the end-user needs the ability to install and update applications? Is User Installed 

Applications functionality needed? Does the user have the correct privileges to install, 

or update software? 

¶ Do you need to manage the application on the un-managed devices in a BYOD scenar-

io? Can UEM manage the Application Delivery solution in BYOD scenario? 
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What is the starting point in managing the application? 

¶ Do you want to integrate and run local applications into the centralized desktop envi-

ronment and present centralized and local applications in one single interface to the 

end-users? 

¶ How do you control, administer, audit and report which user has access to which ap-

plication from specific devices or locations? How do you control application usage, 

user rights management? 

¶ How do you deliver detailed information on changes of the User Environment needed 

for ISO 27001, HIPAA, SOX and NEN 7510 certification standards. 

¶ What solutions do you use to make sure youΩǊŜ compliant? Can you measure, track 

and enforce licensing? How do you currently license per device applications such as 

Microsoft Project and Microsoft Visio? 

¶ Are billing, license-management, reporting and/or charge-back of the delivered appli-

cations needed? 

¶ Do you want to offer a Self-Support tool to your users to reduce the amount of 

Helpdesk calls? Which UEM functionality do you want to integrate in the self-service 

solution? 

¶ What is the role of Secure Access and Secure networking (http://bit.ly/fGgOHz), how 

do endpoints connect to the infrastructure? 

¶ What is the performance impact of the User Environment Management Solution on 

the (virtual) Desktop? How do you optimize and control and manage the resources 

such as CPU and Memory inside the (Virtual) Desktop? 

¶ Do you focus on stateless (pooled, shared) and/or stateful (assigned, private) images? 

Does the UEM solution work flawless with Stateless solutions? 

¶ Is image deployment and management part of the (virtual) Desktop Strategy? What is 

the role of User Environment Management in this strategy? 

¶ What is the impact while adding a User Environment Management solution on storage 

(http://bit.ly/5HTajV) and how does it affect the business-case? 

¶ How does the solution scale? What do we need from a scalability point of view? 

¶ What is the performance and bandwidth impact on the network infrastructure; LAN, 

WAN, WLAN? 

¶ What is your site topology? Multi-site, multiple datacenters? 

¶ Does the User Environment Management solution need to be proven and mature? 

What is your definition of proven? 

¶ Is the IT organization mature enough to support and maintain the new solution? What 

is the knowledge and skill-set of the IT-department? 

¶ Does the UEM vendor have (world-wide) 24x7 Multi-lingual support? Is this important 

for you? 

¶ Is the UEM vendor a financial healthy organization? Is this important in evaluation of 

the vendor? 

http://bit.ly/fGgOHz
http://bit.ly/5HTajV
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¶ Is there a huge eco-system with partners, consultancy, training and education around 

the UEM solution? Is this important for you? 

¶ Is ά[ŀȅŜǊƛƴƎ ǘƘŜ ŎŀƪŜέ κ ǎŜǇŀǊŀǘƛƻƴ of Operating System - Application - and User Pref-

erences part of the overall desktop strategy?  

¶ Bottom Line: Does IT have focus on your business-consumers, or end-user?!  

3.10 DESKTOP TRANSFORMATION REQUIRES USER ENVIRONMENT MANAGEMENT 

User Environment Management is not a new concept.  Rather one that first got its roots from 

early adopter management solutions such as Marimba (now BMC Blade Logic for Clients) and a 

few other forward thinking such as BigFix (now IBM Tivoli), ManagSoft (now Flexera) and com-

panies like AppSense and RES Software.   

The Enterprise market has struggled to deploy based on users due to technical limitations 

(tightly coupled OS, App, and User) forcing IT to fit users and applications into a machine cen-

tric framework.  Thus the users and the business had to adapt to the technical and process lim-

itations.  

What is so fundamentally different between now and over a decade ago, that the User Para-

digm shift is finally taking place? A variety of factors are fueling the broad adoption of User En-

vironment Management Solutions.  Those factors include: Consumerization, Virtualization, 

Movement to the Cloud and Increased Regulatory Compliance. 

Additional regulations are being passed throughout the world that will require companies to 

do as much as possible to protect application data and personal information.  These regula-

tions place strict sanctions against doing what most employees consider as status quo today to 

get their job done.   Companies are struggling to comply ς particularly multi-nationals, to the 

various sanctions placed on them across the stack from the infrastructure to the client.   Many 

developed countries like Germany, France, Japan, the U.S., the U.K. are working to propose 

additional sanctions in light of the recent outbreak of hactivists targeting larger multi-national 

companies.  Fears of cyber terrorism only guarantees that governments will consider addition-

al laws and frameworks to enforce compliance directives.   

Another major issue is the technophile employee that has become accustomed to having in-

stant access to information at their fingertips. The introduction of one-touch services such as 

Netflix, Spotify, Online Banking, or online movies has created a more demanding and inquisi-

tive workforce.   

Whether companies like it, admit it or have the bandwidth to deal with it, employees are more 

ƳƻōƛƭŜΣ Ǝƭƻōŀƭ ŀƴŘ ǊŜǎƻǳǊŎŜŦǳƭΦ  ¢ƻŘŀȅΣ ǘƘŜȅ ŀǊŜ ǘŜŎƘƴƛŎŀƭ ŜƴƻǳƎƘ ǘƻ ƪƴƻǿ ƛŦ ǘƘŜȅ ŎŀƴΩǘ ƎŜǘ 

what they need from IT they can bypass IT by copying the data to a flash drive, USB device, 

cloud data store or other means.  At the end of the day ς they will do whatever they have to 

do to balance work, personal life and desire to be competitive.  
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More regulations have been and are in the process of being passed throughout the world that 

require companies do as much as possible to protect application and personal information.  

These regulations place strict sanctions against doing what most employees do as status quo 

today to get their job done.   

Thirdly, virtualization is a major factor in the movement to User Environment Management 

because it enables decoupling the desktop.  By breaking down each component (OS, applica-

tions, user data) there are many benefits realized and new business models that were not pre-

viously possible. 

!ƭǘƘƻǳƎƘ Ƴŀƴȅ ƻŦ ǘƘŜǎŜ ǘŜŎƘƴƻƭƻƎƛŜǎ ƘŀǾŜ ǘƘŜƛǊ Ǌƻƻǘǎ ƛƴ ǘƘŜ ƭŀǘŜ флΩǎ ς they have really just 

started to take off.  In part this is due to natural progression required to mature the technolo-

gy to a point that it provides a seamless experience, evolution of licensing models (still taking 

place), and ability to decouple the application to run across multiple platforms, OS, and devic-

es.   

Now that the applications can truly be decoupled, targeted and executed across multiple 

frameworks it is possible to juggle the various complex combinations of OS, App, and User Da-

ta.  This combined with a workforce that is more mobile, less loyal, and likely to pose an issue 

for the increased regulations creates a tornado effect.   The dynamic nature of the Cloud and 

Virtualization lend themselves to provide creative ways for employees to find their own solu-

ǘƛƻƴǎ ǿƛǘƘ ƻǊ ǿƛǘƘƻǳǘ L¢Ωǎ ŀǇǇǊƻǾŀƭΦ  bƻǿ ŎƻƳǇŀƴƛŜǎ ƘŀǾŜ ŀ ŘƛƭŜƳƳŀ ς because unknowingly 

their employees could be violating laws in several countries, opening up their systems to risks 

for license and regulatory issues, and placing an increased burden on the business to transform 

their infrastructure to control the situation.   

User Environment Management now becomes a critical factor.  IT must deliver services that 

enable the applications and data to follow the user instead of tying the user to a single device.  

The User wants to do their job regardless and will.  How can IT control this?  How can they en-

force entitlement, ensure compliance while reducing user frustration?  Although it is not the 

Holy Grail ς User Environment Management is the first step in the right direction.  

IT must change their policies for targeting and migration from that of a machine based ap-

proach to a User Based approach.  That way they can see from point of access who has access 

to what applications and data from what limited devices.  The paradigm that was built for stat-

ic systems will not work well in the virtual world.   

This is because the very nature of non-ǇŜǊǎƛǎǘŜƴǘ ǎƻƭǳǘƛƻƴǎ ǿƛƭƭ ƳŜŀƴ ǘƘŀǘ ǘƘŜ άǾƛǊǘǳŀƭ ŜƴǾi-

ǊƻƴƳŜƴǘέ ǿƛƭƭ ŎƘŀƴƎŜΦ  ¢ƘŜ ƻƴƭȅ Ŏƻƴǎǘŀƴǘ ǎƘƻǳƭŘ ōŜ ǘƘŜ ǳǎŜǊ ŀƴŘ Řŀǘŀ ǘƘŜȅ ŀŎŎŜǎǎΦ  Lƴ ƻǊŘŜǊ ǘƻ 

make this possible ς the new world must accommodate or tie users to applications and their 

data.  If not there will be a plethora of broken license schemes, virtual hosts, and inaccurate 

inventory controls.   



 

User Environment Management 

Smackdown 

 

   

Version 1.2 January 2012 Page 18 

 

Although User Environment Management solutions have been around for some timeς it is the 

movement from static to dynamic environments across both servers and desktops that have 

made UEM more critical now than ever before.  

The transformation from static, physical clients to dynamic workspace means that there will be 

some adapting and change along the way.  The key thing to remember is that companies 

(software producers and consumers alike) will have to change and adapt the status quo in or-

der to function, stay agile and deliver solutions that can balance the dynamic nature of the 

cloud, mobile/technical users, and increasing regulations from all over the world. 

Migrating from a machine based provisioning to a User provisioning environment will be the 

critical first step in the journey to achieving balance in the dynamic world built on top of the 

cloud. 

3.11 WHATΩS IN A NAME? 

We have attempted to remain vendor neutral in this white-paper and for that reason have 

chosen άUser Environment Managementέ (UEM) to describe the feature sets and solutions 

covered herein. 

When discussing this space with a technical audience it quickly becomes a challenge to use a 

single term that can succinctly cover the features of each ǾŜƴŘƻǊΩǎ solutions. 

Unlike for instance Application Virtualization, this market has a broader set of products and 

use cases which can make it difficult to describe with a single phrase or term. It seems that al-

most each vendor uses different wording to describe their solutions.  

In the haze of messaging and marketing around User Environment Management, different 

ƴŀƳŜǎ Ŏŀƴ ōƭǳǊ ǘƘŜ ŀǊŜƴŀΤ ǘƘŜǊŜŦƻǊŜ ƛǘΩǎ ǿƻǊǘƘǿƘƛƭŜ ƘŀǾƛƴƎ ŘŜŦƛƴƛǘƛƻƴǎ ƻŦ ¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴt 

Management, User State Virtualization, User Virtualization, User Workspaces, Profile Man-

agement and Profile Virtualization. Managing expectations is always hard; a good starting 

point is to make sure everyone speaks the same (IT) language. The end-user, the business con-

sumer, is only interested in the overall functionality independent of name and solution.  

3.11.1 Is the technology really the same? 

Although this market has been around for some time and the products have been in wide use 

by Terminal Server / Remote Desktop Services environments ς the recent explosion in desktop 

virtualization has brought new customers to products they may not have previously consid-

ered.  

Customers are seeking to address challenges in both their physical and virtual desktop envi-

ronments. Here are their common challenges:  
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¶ Delivering users a consistent computing experience independent of the device on 

ǿƘƛŎƘ ǘƘŜȅ ŀǊŜ ŀŎŎŜǎǎƛƴƎ ǘƘŜƛǊ ŀǇǇƭƛŎŀǘƛƻƴǎ ōȅ ŀƭƭƻǿƛƴƎ ǘƘŜ ǳǎŜǊΩǎ ǇŜǊǎƻƴŀƭƛȊŀǘƛƻƴ ƻǊ 

persona to follow them 

¶ Providing a structured off the shelf approach to reducing the reliance on internally de-

veloped scripts and deliver application configurations in a timely manner ς configuring 

the environment based on context 

¶ Controlling application access based on identify, location and device ς give IT the abil-

ity to control, allow or deny application access where is makes sense, while still allow-

ing the user to get their work done 

¶ Remaining in control of the desktop environment, yet retain the flexibility to enable 

the business to function efficiently 

Every vendor covered in this white paper understands the challenges involved with roaming 

user preferences and configuring the user environment on demand. Each product we have 

compared includes features for solving the first two issues; however for many organizations 

user environment management extends beyond these concepts.  

To create a fair comparison, we must first accept the difference in feature sets and recognize 

that every organization will have a different set of challenges to address. For some organiza-

tions a smaller (perhaps less expensive) solution may suit their environment, while others may 

choose a more feature rich (and possibly more expensive) product. 

3.11.2 User State Virtualization  

Microsoft started using the term User State Virtualization (USV) as early as September 2008, to 

describe a set of features that have been a part of Windows since Windows 2000. These fea-

tures are Roaming Profiles, Folder Redirection, and Offline Files. 

 

http://www.microsoft.com/downloads/en/details.aspx?familyid=41250198-7edb-4087-90fb-af354f6cabaa&displaylang=en
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These features used to be contained in what Microsoft branded άLƴǘŜƭƭƛaƛǊǊƻǊέ όǿƘŜƴ ²ƛn-

Řƻǿǎ нллл ǿŀǎ ƛƴǘǊƻŘǳŎŜŘΦύ  aƛŎǊƻǎƻŦǘ ƛǎ ǇƻǎƛǘƛƻƴƛƴƎ LƴǘŜƭƭƛaƛǊǊƻǊΣ ƴƻǿ ŀǎ ά¦{±έ ŀǎ ŀ ŎƻƳǇƭe-

ment to Desktop Virtualization. 

aƛŎǊƻǎƻŦǘΩǎ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ¦{± ŜȄŎƭǳŘŜǎ ŜƴǾƛǊƻƴƳŜƴǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ that, in the context of this 

whitepaper, excludes the use of USV as a general term applied to this space. 

It is interesting to note here that the Microsoft approach also includes user data (e.g. docu-

ments, pictures etc) in the definition of User State Virtualization. Data management is a core 

ƻŦŦŜǊƛƴƎ ƻŦ ²ƛƴŘƻǿǎ ǘƘŀǘ ƻǘƘŜǊ ǇǊƻŘǳŎǘǎ ƛƴ ǘƘƛǎ ǎǇŀŎŜ ŘƻƴΩǘ ǎŜŜƪ ǘƻ ǊŜǇƭŀŎŜΣ ǊŀǘƘŜǊ ǎƻƳŜ ǎƻƭu-

tions enhance this capability. 

The term virtualization in the context of the Microsoft offerings should be taken lightly. Alt-

hough Redirected Folders and Offline Files provide user data access across platforms and de-

vices, Microsoft only supports user profiles across a single operating system version and pro-

cessor architectureΦ .ŜŎŀǳǎŜ ƻŦ ǘƘƛǎΣ ǳǎŜǊΩǎ ŀǇǇƭƛŎŀǘƛƻƴ ǇǊŜŦŜǊŜƴŎŜǎ Ŏŀƴƴƻǘ ōŜ ƳƻǾŜŘ ǎŜŀƳƭŜǎs-

ly between operating systems using the in-box Windows tools only (Microsoft offers USMT for 

one-way migrations). Far removed from the concept of virtualization. 

CƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴ ƻƴ aƛŎǊƻǎƻŦǘΩǎ ¦ǎŜǊ {ǘŀǘŜ ±ƛǊǘǳŀƭƛȊŀǘƛƻƴΣ ǇƭŜŀǎŜ ǊŜŦŜǊ ǘƻ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ŀr-

ticles: 

¶ Microsoft User State Virtualization Overview 

¶ Choosing an Appropriate User State Virtualization Solution 

¶ Infrastructure Planning and Design: Windows User State Virtualization 

¶ Managing Roaming User Data Deployment Guide 

¶ Roaming User Profiles 

  

http://support.microsoft.com/kb/2384951
http://support.microsoft.com/kb/2384951
http://technet.microsoft.com/en-us/library/dd560801(v=ws.10).aspx
http://technet.microsoft.com/en-us/windows/ff629664
http://www.microsoft.com/downloads/en/details.aspx?FamilyID=fd01ed7a-c603-4f7c-8a60-8e4872b58bdf
http://technet.microsoft.com/en-us/library/ff877478.aspx
http://technet.microsoft.com/en-us/library/cc766489(WS.10).aspx
http://technet.microsoft.com/en-us/windows/ff629668
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3.11.3 Overall Terms and definitions 

The table below gives a complete overview of various the terms that have been used by ven-

dors and customers and a definition for each term. 

Term Definition 

User Profile The unique location within a Windows desktop to which a user has 

write access. Application will write user preferences to this location 

and the user can store data such as documents and pictures in this 

location as well. The profile is created when the user first logs onto 

a Windows desktop and persists on that desktop unless an adminis-

trator or policy deletes it 

Personalization (or Persona) ! ǳǎŜǊΩǎ ŎǳǎǘƻƳƛȊŀǘƛƻƴǎ ǘƻ ǘƘŜƛǊ ŜƴǾƛǊƻƴƳent ς e.g. wallpaper, 

shortcut placement, pinned items etc. Also includes application 

preferences written to the user profile. Used as a term to describe 

what is contained in a user profile 

User Environment Management A controlled and structured approach to managing components of 

the environment related to the user. This includes user profiles, 

preference and policy management, application control and applica-

tion deployment. Can be achieved with the Windows in-box tools, 

or can be enhanced using scripting or 3rd party solutions to achieve 

a particular desired result 

User State Virtualization Abstraction of user data and profile from the operating system ς 

Roaming Profiles, Folder Redirection and Offline Files. User State is 

still tied to the version of the operating system and provides no 

separation of individual application preferences 

Originator: Microsoft 

User Virtualization When used alongside OS Virtualization and Application Virtualiza-

tion, is a term that makes it easy to describe a layered approach to 

desktop management and building the user environment on de-

mand. Usage extends to user profiles, user environment manage-

ment, application control and user installed applications.  

Originator: AppSense 

Workspace Management Used to describe the process of abstracting user data and prefer-

ences from the operating system and along with application deliv-

ery, shortcut and file type association management, building the 

ǳǎŜǊ ŜƴǾƛǊƻƴƳŜƴǘ ŘŜǇŜƴŘŜƴǘ ƻƴ ǘƘŜ ǳǎŜǊǎΩ ŎƻƴǘŜȄǘ όƛŘŜƴǘƛǘȅΣ ƭƻŎa-
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Term Definition 

tion, device etc) 

Originator: RES Software 

User Profile Management Move beyond roaming profiles to actively manage the user profile ς 

may or may not provide segmentation of the profile 

Layered User Personalization See User Virtualization 

Decoupling Personalization Separating the user profile from the operating system. See User Vir-

tualization 

Profile Segmentation Segment the profile into smaller chunks of related profile settings ς 

e.g. per-application settings. Those application settings may now be 

portable across operating systems 

User Virtualization Management See User Virtualization 

Application and Workspace Per-

sonalization 

See Workspace Management 

User Workspace Virtualization See User Virtualization 

Persistent Personalization Persist user profile data across sessions 

Persona Management See User Profile Management 

Profile Virtualization Implementing file system redirection to move the profile or parts of 

the profile from its real location on disk to another location. Not to 

be confused with Folder Redirection built into Windows 

Profile Streaming Rather than load the entire profile at logon, stream only the data to 

the client as it is requested. This improves logon times. Used in con-

junction with profile virtualization 

Hybrid Profile Management Managing the user profile as a combination of a local or mandatory 

profile with user preferences or personalization added at logon or 

application start 

Profile Management See User Profile Management 

Profile Acceleration See Profile Streaming 

User Installed Applications The ability for a user to install an application and have that applica-

tion then persist across different Windows desktops 
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Term Definition 

User Rights Management Dynamic elevation of specific user rights via a defined policy to 

make administrative access more granular. Individual applications, 

Control Panel applets or Windows tasks can be delegated without 

adding the user to the local Administrators group 

Dynamic Privileges See User Rights Management 

3.12 FREQUENTLY ASKED QUESTIONS (FAQ) 

Q: Do these solutions make desktop virtualization in all its forms cheaper? 

A: This depends on what weΩǊŜ looking to replace ς roaming profiles and custom scripts or 

other in-house developed tools? The 3rd party solutions should allow us to reduce operational 

costs by improving the user experience and standardizing on a tool for managing the user envi-

ronment rather than relying on custom toolsets. Those products with functionality like self-

service features should help with reducing help desk calls. 

Initial costs (CapEx)  are going to be higher due to licensing and implementation, so a long 

term vision for your desktop deployment is required to ensure that the product chosen is used 

to its full potential and stays on track (OpEx). Depending on organization size and scale, hand-

ing it over to operational teams will require considerable work (i.e. training and standards). 

A good question to ask is ς can the native Microsoft features (Roaming Profiles, Group Policy, 

Offline Files etc) meet the requirements of your ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƴŜŜŘǎ? If you can live with Mi-

crosƻŦǘΩǎ ōǳƛƭǘ-in configuration management functions, you might be able to forgo any 3rd party 

UEM solution. 

So, aƭƭ ǘƘŜ ǾŜƴŘƻǊǎ ǿƛƭƭ ŀƴǎǿŜǊ ά¸Ŝǎέ ǘƻ ǘƘŜ ǉǳŜǎǘƛƻƴ ά5ƻŜǎ UEM makes the desktop cheaper?έ 

Understanding the answer always depends on the context and details of the vendor explana-

tion. A good read for your own reality check and a starting point with an open discussion while 

evaluating the vendors ROI and TCO calculation, ƛǎ .Ǌƛŀƴ aŀŘŘŜƴΩǎ Ǉƻǎǘ ΨIƻǿ ǘƻ ƭƛŜ ǿƛǘƘ Ŏƻǎǘ 

ƳƻŘŜƭǎΩ 

Q: Do these solutions make desktop virtualization easier and faster to implement? 

A: Customers who already have User Environment Management solutions deployed should see 

a benefit and improvement in deployment times and adoption when implementing desktop 

virtualization (or even a new physical desktop) ς in-house knowledge and processes should al-

ready exist making implementation simpler. 

If the customer is migrating from an existing desktop environment to virtual desktops, these 

tools are intended to assist in migrating profiles from the older desktops into the new desk-

http://www.brianmadden.com/blogs/brianmadden/archive/2009/12/08/how-to-lie-with-cost-models.aspx
http://www.brianmadden.com/blogs/brianmadden/archive/2009/12/08/how-to-lie-with-cost-models.aspx
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tops. This would be the ideal way to ease entry into desktop virtualization; however other than 

replacing scripts with GUI tools, desktop virtualization may not necessarily be faster. 

Q: How difficult are these solutions to be configured correctly? Popular opinion says they are 

hard to configure correctly hard to maintain.  

A: Although some of these solutions have been around for some time, the knowledge required 

for implementation is not as broadly available as those that are included in Windows. Techni-

cally, all UEM products are niche solutions ς trying to solve a particular problem. Remember 

that most UEM solutions come from Terminal Server deployments and lessons learned there.. 

Considerations that need to be made during making a decision implementation include: 

Å Infrastructure requirements - database and file storage, network requirements etc. 

Å Configuration optimization - creating an initial configuration and optimizing it as the 

project progresses 

Å Implementing the best configuration solution for specific scenarios ς there are multi-

ple ways to solve a configuration scenario 

In fairness, for some organizations there is a lack of deep knowledge of newer Group Policy 

and Group Policy Preferences. Most organizations skipped Windows Vista and Windows Server 

2008 where GPP came built-in, and few organizations realized that Group Policy Preferences 

will work perfectly fine on Windows XP/Windows Server 2003 with a free update. 

Q: If you are not using, or only partially using Desktop Virtualization, does it make sense to 

implement these solutions in your physical environment? 

A: Although virtual desktops bring management improvements (such as hardware, reporting 

etc), layers such as user personalization apply across physical and virtual environments the 

same way. The user state virtualization features built into Windows may not scale as well as 

some organization might expect (mainly roaming profiles). UEM solutions should assist cus-

tomers in improving the overall user experience (i.e. logon/logoff times, deliver configurations 

when required (άƧǳǎǘ ƛƴ ǘƛƳŜέ ƛƴǎǘŜŀŘ ƻŦ άƧǳǎǘ ƛƴ ŎŀǎŜέύ ƛƴŘŜǇŜƴŘŜƴǘ ƻŦ ǘƘŜ ŘŜǎƪǘƻǇ ŘŜƭƛǾŜǊȅ 

method. 

Q: Do these solutions replace any existing tools/processes? 

A: In most deployments, large portions of custom tools or logons scripts (VBscript, Jscript, 

KiXtart) can be replaced with GUI tools that should, in theory, generalize the knowledge re-

quired to support the user environment (replacing specialized knowledge) and can be pro-

cessed in parallel instead of sequential.  

Q: What happens to companies such as RES or AppSense when we discuss layers? Are they 

relevant? What areas should they move into?  
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A: Unidesk has been pushing their layering technology as a solution for roaming profiles/user 

personalization; however Unidesk can only solve this issue for virtual desktops (VDI). Many 

customers are looking to provide personalization independent of the desktop type so that a 

user can have the same (or close to the same) experience across any desktop. Only these types 

of solutions can provide that consistency ς even Microsoft would have a hard time providing 

consistency across all desktop types. 

To take a brief look at some other varying examples, AppSense, RES Software ,Liquidware Labs, 

Immidio and PolicyPak Software are all taking very different approaches with their portfolios.  

¶ AppSense is branching into User Installed Applications 

¶ RES Software also covers workflow automation and now reverse application publishing 

¶ [ƛǉǳƛŘǿŀǊŜ [ŀōǎΩ Ƴŀƛƴ ŦƻŎǳǎ ƛǎ ǇƭŀǘŦƻǊƳ ƳƛƎǊŀǘƛƻƴ but now also has a solution for User 

Installed Application 

¶ Immidio has found success in focusing on cross-platform roaming of user preferences, 

but too, is expanding their feature sets.  

¶ PolicyPak focuses ƻƴ άǿƘŀǘΩǎ ƳƛǎǎƛƴƎέ ƛƴ Group Policy and Group Policy Preferences 

ŀƴŘ ǊŜƭƛŜǎ ƻƴ ŎǳǎǘƻƳŜǊǎ ǳǘƛƭƛȊƛƴƎ aƛŎǊƻǎƻŦǘΩǎ ōǳƛƭǘ-in solutions (Group Policy, Group 

Policy Preferences, Roaming Profiles, Folder Redirection, and Offline Files) to make a 

complete solution. 

Q: Will Windows 8 change the game? (nobody knows that one!) 

A: Microsoft are introducing a new roaming features and a new application model in Windows 

8; however legacy Windows applications (and therefore AppData and the Registry) will contin-

ue to be deployed for the foreseeable future. While Windows 8 may be a step toward a new 

ǳǎŜǊ ŜƴǾƛǊƻƴƳŜƴǘΣ ƛǘ ǿƻƴΩǘ ŎƘŀƴƎŜ ǘƘŜ ƎŀƳŜ ǎƛƎƴƛŦƛŎŀƴǘƭȅ ŀƴŘ ǘƘŜ ƴŜŜŘ ŦƻǊ ǳǎŜǊ ŜƴǾƛǊƻƴƳŜƴǘ 

management will remain. AppSense wrote an interesting blog post about this topic, a good 

read. 

Q: Do these solutions really help with Application Virtualization, or is that just marketing? 

A: Various UEM solutions can actually manage user personalization Řŀǘŀ ƛƴǎƛŘŜ ƻŦ άōǳōōƭŜǎέ ƻǊ 

άǎŀƴŘōƻȄŜǎέ where virtual applications reside.  

This functionality is useful in (future) migration scenarios where customers are actually moving 

settings between two types of application deployments solutions. 

For example, customers new to Microsoft App-V may not realize the value in managing App-V 

applications this way ς those customers that do have experience with App-V applications 

should see the benefit in not having to manage PKG files. By being able to pick and choose 

which portions of the virtual profile are to be managed, you can now manage less data. 

http://www.appsense.com/blog/post/2011/10/15/Windows-8-Metro.aspx
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UEM is key to managing the user preferences regardless of the application delivery method 

and this is especially true as you are migrating from standard application deployment to appli-

cation and desktop virtualization.  

3.13 FROM NICHE TO MATURE 

Over the past years User Environment Management has out-grown the niche market and has 

become a more mature solution for Workspace and Personalization application delivery. Start-

ed as a point solution ƳƻǊŜ ŀƴŘ ƳƻǊŜ ŎǳǎǘƻƳŜǊǎ ǎŜŜ Ψ¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜƳŜƴǘΩ ŀǎ ŀ ƪŜȅ 

strategic component for the Optimized Desktop. Gartner ǳǎŜǎ ǘƘŜ ǘŜǊƳ άpersistent Personali-

ȊŀǘƛƻƴέΣ ƻǳǊ ƛƴǘŜǊǇǊŜǘŀǘƛƻƴ ƛǎ ά¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜƳŜƴǘέΤ  

YŜȅ ǘŀƪŜ ŀǿŀȅΥ DŀǊǘƴŜǊ ŜȄǇŜŎǘǎ ǘƘŀǘ άPersistent Personalization will take less than 2 years be-

fore mainstream and profound adoption. 

 

 

 

Source: Gartner Hype Cycle for Virtualization 2010 
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4.  ¦9a C¦b/¢Lhb![L¢¸ 

4.1 USER PROFILE MANAGEMENT  

User Profile Management is a key component in the User Environment Management solution 

stack. This chapter explains the various profile solutions. 

4.1.1 User Profiles 101 

User Profiles are a way to provide the user with a consistent workspace. User profiles allow the 

user to save his own settings (desktop, screensaver, internet favorites, printers) and reuse 

them on different computers. Every Windows user has a local copy of a profile, but the config-

uration of the profile determines if the settings are saved and/or available on the network. 

The following user profile types are available: 

¶ Local; 

¶ Roaming; 

¶ Mandatory 

Local User Profiles 

Local profiles are available on one computer only. As users logs on, a directory is created for 

the user in the default users directory (C:\Users). The personal user directory contains folders 

ƭƛƪŜ Ψ5ŜǎƪǘƻǇΩΣ ΨCŀǾƻǊƛǘŜǎΩ ŀƴŘ Ψ5ƻŎǳƳŜƴǘǎΩΦ !ǎ ǘƘŜ ǳǎŜǊǎ ŀŘŘǎ ǎƘƻǊǘŎǳǘǎ ǘƻ Ƙƛǎ ǇŜǊǎƻƴŀƭ ŘŜǎk-

ǘƻǇΣ ƛƴ ǘƘŜ ōŀŎƪƎǊƻǳƴŘ ŀ ŦƛƭŜ ƛǎ ŎǊŜŀǘŜŘ ƛƴ Ƙƛǎ Ψ5ŜǎƪǘƻǇΩ ŦƻƭŘŜǊΦ  

Other settings (desktop background, screensaver) are saved in the HKEY_CURRENT_USER reg-

istry key. A copy of this key is saved as a file in the users personal directory, known as 

NTUSER.DATNTUSER.DAT. All the settings in NTUSER.DAT NTUSER.DAT and the files and fold-

ers in the personal user directory is the sum of what defines his user profile. 

When users log off, nothing special happens. The local profile copy remains on the computer. 

Whenever the user logs on this same machine again, the local profile is re-loaded as his unique 

user profile.  

If the user users logs on to a second computer, Terminal Server, or VDI session, a new profile is 

created. Any customization by the user on any particular computer is lost! 

The advantage of local profiles is that there is no work involved, and there is no network in-

volvement. ItΩǎ just there! 

The disadvantages are also plain to see as well. Users can get confused when he uses more 

than one computer. Any customization of his user workspace (think about shortcuts or printer 

settings) are lost! 
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Roaming Profiles 

To allow the user to roam and make use of differŜƴǘ ŎƻƳǇǳǘŜǊǎΣ ƛǘΩǎ ǇƻǎǎƛōƭŜ ǘƻ ǳǎŜ ŀ ǊƻŀƳƛƴƎ 

profile. By configuring the Active Directory user object with a roaming user profile path, the 

changes in the profile are copied to the network at logoff including the NTUSER.DAT file. And, 

it should be noted tƘŀǘ ƛƴ ²ƛƴŘƻǿǎ тΣ b¢¦{9wΦ5!¢Ωǎ ǊŜƎƛǎǘǊȅ ŎƘŀƴƎŜǎ ŀǊŜ ǎȅƴŎƘǊƻƴƛȊŜŘ ƛƴ ǘƘŜ 

background ς not solely at logoff.  

As soon the user logs on, the roaming profile folder is accessed and downloaded to the com-

puter for caching. Any customization by the user is saved locally, and only during logoff the 

server-based profile is updated with the locally cached profile. 

This provided a way to let the user roam on different computers, but this functionality intro-

duces a new challenge.  Profiles from major versions of the operating systems are not inter-

changeable. However, the following operating systems share the same profile types and are in-

terchangeable: 

¶ Windows 2000, Windows Server 2003 ŀƴŘ ²ƛƴŘƻǿǎ ·t ŀƭƭ ǎƘŀǊŜ ƻƴŜ ǇǊƻŦƛƭŜ ǘȅǇŜ όάǾм 

ǇǊƻŦƛƭŜǎέύ 

¶ Windows Vista, Windows Server 2008 R2, Windows 7 and Windows Server 2008 

(Technical Preview Edition) ŀƭƭ ǎƘŀǊŜ ŀ ǎŜŎƻƴŘ ǇǊƻŦƛƭŜ ǘȅǇŜ όάǾн ǇǊƻŦƛƭŜǎέύ 

Another disadvantage is when a user works on a different machines simultaneously: Because 

Profile Data, esp. NTUSER.DAT, is managed as ŀ ǎƛƴƎƭŜ ŜƴǘƛǘȅΦ hƴŜ ǎŜǎǎƛƻƴΩǎ ǎŜǘǘƛƴƎǎ Ƴŀȅ ƻǾŜr-

ride configuration changes of the other session. This is a common scenario in Remote Desktop 

Services and/or Citrix XenApp environments where silos are used to let users access applica-

tions that normally conflict when installed on the same machine. 

Mandatory Profiles 

In some instances it is preferable that the user logs on with the same set of base settings. 

Think of kiosk computers, where the look and feel needs to be same every day no matter what 

changes are made to the profiles. When using mandatory profiles this is possible. During logon 

a profile is locally cached and this profile is customizable. However, during logoff all changes 

are deleted. To make profile mandatory it is necessary to configure one template profile. That 

includes all required settings.  Afterwards, the administrator renames NTUSER.DAT to 

NTUSER.MAN.  

The advantage of mandatory profiles is clear; the profile stays the same no matter what hap-

pens. In addition, this is exactly what makes the biggest disadvantage; any customization by 

the user is undone during logoff. Mandatory Profiles may be configured in two ways when 

network connectivity is absent. The default configuration is to provide a temporary profile to 

the user. Mandatory Profiles may also be configured to prevent users from logging on when 

there is no network connectivity.  
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Mandatory profiles can be a powerful tool when used with 3rd party UEM tools. Some User 

Environment Management solutions provide a way to monitor (continuously or at logoff) any 

changes made to the mandatory profile. These captured changes will be saved to the network 

for future use. Whenever the user logs on to another machine, first the mandatory profile is 

loaded and later on (at logon or on application launch) the unique settings are injected to the 

locally cached profile. Immidio FlexProfiles and RES Zeroprofiling (part of Workspace Manager) 

are examples of products that provide this functionality.  

NOTE: There are some issues with mandatory profiles and Windows 7 remote assistance. Also 

certificates are not supported with mandatory profiles. See 

http://support.microsoft.com/kb/264732, http://support.microsoft.com/kb/309408. 

4.1.2 Replacing Roaming Profiles 

Using a 3rd party replacement for roaming profiles allows the organization to achieve several 

objectives: 

Å Provide application settings across operating system versions ς well behaved applica-

tions will not hard-code their settings allowing those settings to be decoupled from the 

profile and provided across device types 

Å Reduce the amount of managed data ς managing application settings separately from 

the Microsoft managed profile data presents the opportunity to capture only those 

settings required for roaming or to only capture preferences for applications that are 

important for roaming. Reducing the amount of data captured, reduces the storage 

space consumed by user profiles. 

Å Supporting replication ς Storing application preferences/profile data close to ǘƘŜ ά!p-

ǇƭƛŎŀǘƛƻƴ 9ȄŜŎǳǘƛƻƴ 9ƴǾƛǊƻƴƳŜƴǘέ will improve logon/logoff times; however the 3rd 

party solution must implement its own replication topology. Replication may be re-

quire to move profile data close to the desktop ς across user locations or if a user is us-

ing multiple desktops (physical and virtual), replicated profile data provides consisten-

cy in each desktop 

Å A common method of improving logon/logoff speeds is to redirect AppData to the 

network; however this introduces its own issues (incompatible applications, network 

I/O as applications are running). 3rd party products provide a real solution for these is-

sues without impacting I/O during application execution. 

Replacing roaming profile however can give some challenges: 

Å Roaming profiles are essentially a hands-off solution ς the administrator enables roam-

ing profiles and does little else. 3rd party solutions generally require the administrator 

to establish all locations within the profile where an application will store preferences 

Å Additional infrastructure is often required for a 3rd party solution ς web servers and or 

database servers may be required depending on the solution 

http://support.microsoft.com/kb/264732
http://support.microsoft.com/kb/309408
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Å Agents or other client-side pieces must often be installed ς most of the 3rd party solu-

tions require and agent that must be added.  

4.1.3 Replacing Custom Scripts 

Many larger organizations have spent many years and invested millions of dollars in develop-

ing their own application deployment and user environment management solutions rather 

than using off-the-shelf products. 

Smaller organizations may have opted to write their own solutions based on scripting lan-

guages such as VBscript or KiXtart and leverage Group Policy to avoid the capital costs associ-

ated with 3rd party products. More recently, organizations are replacing VBscript or KiXtart 

scripts with Group Policy Preferences, which is free from Microsoft and has a high degree of 

flexibility. 

As these organizations deploy Windows 7 and virtual desktops, they are increasingly looking to 

3rd party vendors to provide their user environment management tools, to help them reduce 

operational costs and meet regulatory compliance. Why replacing custom scripts is a good 

idea? 

Å Custom scripts usually rely on interpreted code used in VBscript or KiXtart, solutions 

based on agents will execute faster 

Å Scripting languages are usually single threaded. Solutions with agents can run with 

more than one thread and can therefore execute faster at logon 

Å UEM tools are GUI driven which means less specialised knowledge and reduced train-

ing and support time.  

4.1.4 Where do Group Policy and Group Policy Preferences fit in with UEM?  

¢ƘŜǊŜΩǎ ŀ ƭƻǘ ǘƻ ōŜ ǎŀƛŘ ŦƻǊ ǘƘŜ ƴŀǘƛǾŜ aƛŎǊƻǎƻŦǘ ǘƻƻƭǎ. Both Group Policy (GP) with Group Policy 

Preferences (GPP) form the basis of an excellent solution for managing computers and the user 

environment.  

However some customers find that Group Policy either requires additional 3rd party add-

ons(Group Policy is extensible) or complete replacement via alternate solutions. 

Group Policy does a great job for the Microsoft pieces in the box. Microsoft ships more than 

3500 policy settings that will set and lock down various operating system look and feel items 

ŀƴŘ ǎŜǘ ǾŀǊƛƻǳǎ ǎŜŎǳǊƛǘȅ ǎŜǘǘƛƴƎǎΦ DǊƻǳǇ tƻƭƛŎȅ ǎŜǘǘƛƴƎǎ ŀǊŜ ƪƴƻǿƴ ŀǎ άtƻƭƛŎȅέ ƛƴ ǘƘŀǘ ǘƘŜ ǳǎer 

cannot actively work around these set settings. 

aƛŎǊƻǎƻŦǘΩǎ DǊƻǳǇ tƻƭƛŎȅ tǊŜŦŜǊŜƴŎŜǎ ŀŎǘǎ ŘƛŦŦŜǊŜƴǘƭȅΣ ƛƴ ǘƘŀǘ ƴŜŀǊƭȅ ŀƭƭ ǘƘŜ ŘƛǊŜŎǘƛǾŜǎ Ŏŀƴ ōŜ 

worked around ς by design ς ōȅ ǘƘŜ ǳǎŜǊΦ ¢ƘŀǘΩǎ ǿƘȅ ǘƘŜȅΩǊŜ ŎŀƭƭŜŘ άtǊŜŦŜǊŜƴŎŜǎΦέ CƻǊ ƛn-

stance, Group Policy tǊŜŦŜǊŜƴŎŜΩǎ most popular features are delivering Drive Maps, Printers 

and Shortcuts. And all of these settings can be deleted by the user at whim. It is notable that 
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Group Policy Preferences settings can re-apply during Group Policy background refresh, but 

only if the client can actively make contact with a Domain Controller and is not offline. 

GP/GPP ŘƻŜǎƴΩǘ ŎƻƴǎƛŘŜǊ ǿƘŀǘ ƘŀǇǇŜƴǎ ǿƘŜƴ ǳǎŜǊǎ ƳƻŘƛŦȅ ǘƘŜƛǊ ǎŜǘǘƛƴƎǎ. GP/GPP is only a 

άǎŜǘǘƛƴƎǎ ŘŜƭƛǾŜǊȅέ ƳŜŎƘŀƴƛǎƳ ŀƴŘ ŘƻŜǎƴΩǘ ŎŀǊŜ ǿƘŀǘ ƘŀǇǇŜƴǎ ŀŦǘŜǊ ǘƘŜ ǎŜǘǘƛƴgs are delivered. 

!ŦǘŜǊ ǎŜǘǘƛƴƎǎ ŀǊŜ ŘŜƭƛǾŜǊŜŘΣ ƛŦ ŀ ǳǎŜǊ ŎƘŀƴƎŜǎ άǳǎŜǊ ŎƻƴǘǊƻƭƭŀōƭŜέ ŀǊŜŀǎΣ ǘƘŜƴ Roaming Profiles 

will contain these settings.  

Group Policy and Group Policy ǇǊŜŦŜǊŜƴŎŜǎΩ recent additions greatly enhance the administra-

ǘƻǊΩǎ ǘƻƻƭōƻȄ ŀƴŘ ƻǇǇortunities for managing the user environment; however there are several 

important pieces still missing from this arsenal: 

Å Roaming profiles have the same challenges: With Windows 7, Microsoft has provided 

administrators the ability to synchronize ǘƘŜ ǳǎŜǊΩǎ registry back to the network with-

out the user having to logging off and back on again. This does not extend to AppData. 

Note that some organizations might rely on redirecting AppData, but this does not 

solve any of the issues involved with multiple desktop types and operating system ver-

sions. Roaming Profiles are still only supported per OS ς organizations are unable to 

provide application settings across operating system versions. 

Å Scripts are still present: Scripts are still code that must be maintained and they contin-

ue to have the same limitations as the scripts we used to write. Though, skillful use of 

Group Policy Preferences Ŏŀƴ ƻŦǘŜƴ ŜƭƛƳƛƴŀǘŜ ǘƘŜ ƴŜŜŘ ŦƻǊ Ƴŀƴȅ ŎƻƳǇŀƴȅΩǎ ǎŎǊƛǇǘǎΦ 

Å Windows is still Windows ς the basic architecture of Windows and roaming profiles 

has not changed. To provide backward compatibility, Windows must still cater for 

those applications that expect certain features and APIs to be available. 

4.2 USER PERSONALIZATION, APPLICATION AND DESKTOP MANAGEMENT 

User personalization, or Application and Desktop Management, is of course part of most of the 

User Environment Management (UEM) solutions. This functionality provides the user and IT 

admin with the tools to configure an expected desktop experience. With application and desk-

top management ƴƻǘ ƻƴƭȅ ǘƘŜ ƛƴƛǘƛŀƭ ƭƻƻƪ ŀƴŘ ŦŜŜƭ ƻŦ ǘƘŜ ǳǎŜǊΩǎ ŘŜǎƪǘƻǇ ƛǎ ƳŀƴŀƎŜŘ ōǳǘ it also 

it provides a way to configure future changes.  

With application and desktop management ȅƻǳΩǊŜ ŀōƭŜ ǘƻ easily implement many tasks, such 

as being able to: 

Å Configure the users look and feel of the desktop; 

Å Assign drive mappings to network shares; 

Å Assign printers; 

Å Assign applications and corresponding settings; 

Å Set, change or delete Registry settings; 

Å Provision specific application settings, such as Microsoft Outlook; 
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Å Provision Database connection settings (ODBC); 

.ƻǘƘ aƛŎǊƻǎƻŦǘΩǎ DǊƻǳǇ tƻƭƛŎȅ tǊŜŦŜǊŜƴŎŜǎ ŀƴŘΣ ƛƴ ƎŜƴŜǊŀƭΣ оrd party User Environment Man-

agement solutions offer the possibility to make these configurations user and context aware. 

4.3 APPLICATION ACCESS CONTROL, SECURITY MANAGEMENT AND USER RIGHTS 

MANAGEMENT 

Application Access Control is very important in ǘƻŘŀȅΩǎ IT environments. Demanded by legal or 

government regulations, organizations ƴŜŜŘ ǘƻ ōŜ ƛƴ ŎƻƴǘǊƻƭ ǎƻ ǘƘŀǘ ǳǎŜǊǎ ŘƻƴΩǘ ƘŀǾŜ ǳƴŀu-

thorized access to applications, based on the context of the user, their device, location and 

time of day.  

User Environment Management solutions give the IT admin the possibility to strictly determine 

what applications the user is allowed the use, and make that context aware. For instance, 

wƘŜƴ ǿƻǊƪƛƴƎ ƻƴ ŀ ŘŜǎƪǘƻǇ ƛƴ ǘƘŜ ŎƻǊǇƻǊŀǘŜΩǎ ōǳƛƭŘƛƴƎ ǘƘŜ ǳǎŜǊ ƛǎ ŀƭƭƻǿŜŘ ǘƻ ŀŎŎŜǎǎ ŀƴŘ ǳǎŜ 

the HRM database application. But, when accessing a desktop from a computer at home or 

some public place the HRM database application is not available. This functionality can be ex-

tended to time, location, device or with specific requirements on the computer the user uses. 

With security management, the User Environment Management solution provides and enforc-

es access to applications. 

Another aspect of security management is to protect the system and the network by strictly 

configuring which executables the user is allowed to start. Actually this is mostly done the oth-

ŜǊ ǿŀȅ ŀǊƻǳƴŘΤ ōƭƻŎƪ ŜǾŜǊȅǘƘƛƴƎ ŀƴŘ ŀƭƭƻǿ ƻƴƭȅ ΨƳŀƴŀƎŜŘΩ ƻǊ ƪƴƻǿƴ ŀǇǇƭƛŎŀǘƛƻƴǎ (ά²ƘƛǘŜƭƛǎt-

ƛƴƎέύΦ Other Application Access Control functionality could be: Trusted Ownership, White lists, 

Digital Signature, URL Filtering. Keyboard shortcuts, self-healing ǎȅǎǘŜƳ ǎŜǘǘƛƴƎǎ ƻǊ ΨŘŜǎƛǊŜŘ 

ǎǘŀǘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴΩΦ Security management can also provide a way to block unknown USB de-

vices, black/whitelist websites of network resources and limit access to local drives. 

There are roughly twƻ ŀǇǇǊƻŀŎƘŜǎ ƻŦ ǎŜŎǳǊƛƴƎ ǘƘŜ ǳǎŜǊΩǎ ŜƴǾƛǊƻƴƳŜƴǘΥ 

1. Block EverythƛƴƎΦ hǇŜƴ ǳǇ ƻƴƭȅ άŘŜǎƛǊŜŘ ƛǘŜƳǎΦέ  

2. !ƭƭƻǿ ŜǾŜǊȅǘƘƛƴƎΦ .ƭƻŎƪ ƻƴƭȅ άǳƴŘŜǎƛǊŜŘ ƛǘŜƳǎΦέ  

It is important to validate the ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ approach to the user experience with regard to 

security. In general, the CIO, security officer or security manager should be contacted for the 

best approach. The reason this is important is that some UEM solutions keep very strict to a 

certain approach, which may result in a lot of maintenance (by the IT admin) if it differs from 

the ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ approach. 

Also need to cover Application Network Access Control ς what areas of the network or servers 

a user can connect to through an application 
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User Rights Management ς the ability to raise or lower Admin rights on a per application or 

task basis ς based on the context of the user.  

4.4 RESOURCE MANAGEMENT 

²ƛǘƘ ƳƻǊŜ ŀƴŘ ƳƻǊŜ ǳǎŀƎŜ ƻŦ ŀ ŎŜƴǘǊŀƭƛȊŜŘ ŘŜǎƪǘƻǇΣ ƛǘΩs important to monitor and prevent ex-

cessive usage of resources. In a centralized desktop environment, the users share the available 

resources. When processes or users demand too much from the system this can have some in-

fluences on the user experience of ƻǘƘŜǊǎΦ Lƴ ǘƘŜ ŎŀǎŜ ƻŦ ǎǳŎƘ ŜǾŜƴǘ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƘŀǾŜ 

technology available to limit the draining of system resources. Resource Management moni-

tors individual users and/or processes for excessive usage and takes appropriate action when 

exceeding thresholds. In addition, and at the very last logging of these events can be very use-

ful to determine system bottlenecks. 

4.5 LICENSE MANAGEMENT 

License management can provide insights in application usage. With monitoring application 

usage, organizations can better determine the amount of licenses needed. In some cases this 

means that Ƴŀƴȅ ǳǎŜǊǎ ŘƻƴΩǘ ǳǎŜ ǎǇŜŎƛŦƛŎ ŀǇǇƭƛŎŀǘƛƻƴǎ and therefore savings are possible.  

In general, with license management it is possible to configure the licensing model (per named 

user, per device/system, concurrent user, site) for each application. Reports on license usage 

(available, max, average) are available.  

Focus of License management in UEM is the user, his applications and the ability to use the 

applications in the right (security) context. In addition, enforcing application access control is 

also part of license management. When limits are configured unlicensed usage of applications 

is prohibited. Side-note, make sure that the software vendor supports the Application Access 

Control enforcement methods. 

4.6 MONITORING, AUDITING AND REPORTING 

To be able to monitor, audit and create reports of the user environment is a very useful fea-

ture. With the flexibility and complexity of nowadays application and desktop delivery infra-

structures it can be a challenging task troubleshooting the user environment, especially when 

introducing another element into the infrastructure: the UEM solution itself.  

With different platforms, locations and context-awareness; where do you start looking when a 

user is not able to connect his printer or does not see his set of applications? So monitoring, 

auditing and reporting the user environment is an important functionality in the User Envi-

ronment Management solutions.  

As with more and more products, auditing is very important. Being able to audit the changes 

made to the user environment is key to comply with legal or governmental regulations, but al-
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so provide insights in unauthorized changes. With auditing, it should be clear what was 

changed, when and by whom? Of course, here company policy should lead in determining 

what to audit and why. 

Reporting is essential with any management solution, and so it is with User Environment Man-

agement. Reporting must provide information on usage, errors, environment and preferably 

on any component of the User Environment Management solution. In Bring Your Own De-

vice/Computer (BYOD/BYOCύ ǎŎŜƴŀǊƛƻΩǎ ǿƘŜǊŜ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ ŜȄŜŎǳǘŜŘ ƻƴ ŀƴ ǳƴƳŀn-

aged device this can be challenging. 

4.7 CONFIGURATION WITHIN APPLICATION DELIVERY 

When approaching desktop and application delivery using a layered methodology, the aim is to 

deliver applications to the user when, where and to the device that best suits them. The goal is 

to deliver computing resources as a service ς only by layering the desktop can this be achieved. 

A key component of this delivery approach is to also align this with user environment man-

agement, so IT now have the ability to configure if and when a user is allowed to execute an 

application, and if they are, then also deliver user data, user preferences and application con-

figuration or policies that configure and personalize the application, with specific context. Con-

text might consist of any combination of the following: 

¶ Device (capabilities, corporate-owned or user-owned) 

¶ Identity (user or user group) 

¶ Location (inside or outside of the trusted network) 

¶ Applications 

¶ Windows operating system version 

¶ Business and IT policies 

Rather than desktop and application delivery being a just-in-case affair (deliver the all of the 

ǳǎŜǊΩǎ ŀǇǇƭƛŎations, data and preferences just in case the user needs them during that session), 

we can now deliver these components on-demand, just-in-time (only when the user needs 

them). 

Just-in-time delivery achieves several things: 

1. It improves the user experience by allowing the user to get to their applications and 

data faster ς the user is productive sooner 

2. IT has better control and view of the user environment because we are now able to 

understand and have a clear view of the user layer 

3. The business can now have more trust and confidence in their computing environment 

because it can be a more proactive environment 
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User Environment Management is a key factor in this just-in-time or IT-as-a-service delivery 

because it is how we deliver the user layer (data, preferences and policies) and gain control 

over the computing environment, whilst at the same time giving the user the freedom to work 

their way. 

Getting to this point takes effort, there are no shortcuts; however traditional methods of desk-

top and application delivery masking layers. We must first understand the applications and the 

user roles within the environment. This is the core of desktop transformation ς discovery and 

consolidation provide the information to build the layers that create the environment. 

Some UEM products make detections then adjust the user environment accordingly. UEM uses 

this structure along with desktop and application delivery to deliver to the user based on con-

text.  UEM must span all application deployment methods, so that configuration and personal-

ization follow the user throughout the environment, regardless of how it is delivered. 

So can a just-in-time model be achieved without venturing beyond the tools provided by Mi-

crosoft or your desktop delivery vendor of choice? Like all thinƎǎ ƛƴ L¢Σ ǘƘŜ ŀƴǎǿŜǊ ƛǎ άƛǘ Ře-

ǇŜƴŘǎέΦ  {ƻƳŜ ŜƴǾƛǊƻƴƳŜƴǘǎ όƭŀǊƎŜ ŀƴŘ ǎƳŀƭƭύ ƳŀƪŜ ŀƳŀȊƛƴƎ ǳǎŜ ƻŦ aƛŎǊƻǎƻŦǘΩǎ ƴŀǘƛǾŜ ǘƻƻƭǎŜǘΦ 

You might choose to also layer the desktop with in-box tools. But having rich triggers of a us-

ŜǊΩǎ environment and with a just-in-time solution can only be truly realized with a UEM prod-

uct from a third party. 

²ƘƛƭŜ ƻƴ ǘƘŜ ǘƻǇƛŎ ƻŦ ŀǇǇƭƛŎŀǘƛƻƴ ŘŜƭƛǾŜǊȅΣ ƛǘΩǎ ŀƭǎƻ ƛƴǘŜǊŜǎǘƛƴƎ ǘƻ ŘƛǎŎǳǎǎ ǘƘŜ ǘƻǇƛŎ ƻŦ ŀǇǇƭƛŎa-

tions in specific user contexts ς how to we deliver the long-tail applications? ς those applica-

tions that only a handful of users need? 
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Source: http://blogs.citrix.com/2011/08/24/personal-vdisks/  

UEM solutions have had the ability to deliver a customized set of shortcuts (for either installed 

or virtualized applications) for some time, but they are now also looking at more granularity 

when it comes to specific applications. This is taking two, complimentary, forms: 

1. Provide granular administrative rights to allow users to install an application without 

being an administrator (User Rights Management or Dynamic Privileges); and 

2. Capturing those applications and persisting them between pooled virtual desktops or 

even across physical desktops (User Installed Applications) 

This might sound odd within the context of User Environment Management ς allowing users to 

make changes in a managed environment, but this will become part of the toolset for getting 

any application to the user in any context. 

With the right approach, User Environment Management becomes the bridge between an en-

vironment where the user can do what they need to get their job done and IT has the ability to 

operate more dynamically but remain in control. 

http://blogs.citrix.com/2011/08/24/personal-vdisks/
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5.  {h[¦¢Lhb h±9w±L9² 

5.1 INTRODUCTION 

To get an overview of the major players in the User Environment Management space, a num-

ber of solutions are explained in this chapter (sorted alphabetically by vendor). These solutions 

ƘŀǾŜ ŀ ōǊƻŀŘ ǊŀƴƎŜ ƻŦ ƭƛƎƘǘŜǊ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ǘƻ άŜǾŜǊȅǘƘƛƴƎ ƛƴŎƭǳŘŜŘέ functionality.  

Some solutions are focused on e.g. VDI only (such as Unidesk), while others have focus on the 

ŎƻƳǇƭŜǘŜ Ψ!ǇǇƭƛŎŀǘƛƻƴ, ŀƴŘ 5ŜǎƪǘƻǇ 5ŜƭƛǾŜǊȅΩ ǎǘŀŎƪΦ  

{ƻƳŜ ǾŜƴŘƻǊǎ ŀǊŜƴΩǘ ŦƻŎǳǎŜŘ ƻƴ ¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜƳŜƴǘ ōǳǘ enhance one or more 

pieces of functionality covered in this whitepaper. For instance Immidio is a point solution 

ŎƻǾŜǊƛƴƎ ά¦ǎŜǊ tǊƻŦƛƭŜ aŀƴŀƎŜƳŜƴǘέƻƴƭȅ ŀƴŘ tƻƭƛŎȅtŀƪ ŎƻǾŜǊǎ ά!ǇǇƭƛŎŀǘƛƻƴ ŀƴŘ tŜǊǎƻƴŀƭƛȊa-

ǘƛƻƴ ƳŀƴŀƎŜƳŜƴǘΦέ  

 On the other hand, bigger solutions like AppSense and RES Software are meant to deliver a 

wider set of functionality and trying to have something for everyone. The goal of this chapter is 

to have a better understanding of the User Environment Management space from a vendor 

perspective ς in their own words.  

 

Note: The vendor solution descriptions are provided by the vendors. However, we have at-

tempted to remove any marketing fluff wherever possible. 
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5.2 VENDOR MATRIX, WHO HAS FOCUS ON WHAT!? 

¢ƘŜǊŜ ŀǊŜ ǉǳƛǘŜ ǎƻƳŜ ǾŜƴŘƻǊǎ ƛƴ ǘƘŜ ά¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜƳŜƴǘ ǎǇŀŎŜέΦ  The diagram 

below gives an overview of the focus of the various User Environment Management (UEM) 

software vendors. This diagram has nothing to do with the (possible) discussion which vendor 

provides the most and the best functionality and features. A complete overview of the fea-

tures and functionality  is available in chapter 6 ς Feature Overview.  
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AppSense Management Suite 8.x 

 
        

Citrix User Profile Management 3.x 

 
        

Immidio FlexProfiles 7.5 

 
        

Liquidware Labs ProfileUnity Pro 4.x 

 
        

Microsoft GPO, GPP, USV 

 
        

PolicyPak      

Software 

PolicyPak Professional 3.0 
        

RES Software Workspace Manager 2011 

 
        

Scense User Workspace Manager 7.x 

 
        

Tricerat Simplify Suite 5.5 

 
        

Quest vWorkspace 

 
        

VMware Persona Management 

 
        

VirtuAll VUEM 
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5.3 APPSENSE 

5.3.1 Introduction 

AppSense has been providing world leading technology solutions to optimize the user experi-

ence and simplify desktop management for over ten years, and has developed the technology, 

experience and operational capacity to offer a solution to what has been to date the most 

challenging yet important aspect of the desktop to manage - the user. 

AppSense User Virtualization is an technology solution that virtualizes, centralizes, manages 

and applies the user environment on to a desktop as required. User Virtualization spans all 

desktops across multiple OS platforms, desktop and application delivery mechanisms, devices 

and locations. 

AppSense User Virtualization enables organizations to adopt a componentized desktop model 

by separating the user from the OS and application components and then applying the user re-

lating information to the OS or application ς regardless of its version, platform or how it is de-

livered. Separating the user also enables the adoption of non-persistent/stateless virtual desk-

tops and master/gold images by ensuring the pristine components of configured with corpo-

rate policy and personalized for each individual user desktop session. 

Separating the user also enables the adoption of non-persistent/stateless virtual desktops and 

master/gold images by ensuring the pristine components of configured with corporate policy 

and personalized for each individual user desktop session 

AppSense simplifies desktop management overhead, reduces operational costs, improves end 

user experience and ensure that user settings and corporate policy is applied to set up, config-

ure and personalize a desktop, no matter how that desktop is delivered or where it is hosted. 

Virtualization technology providers such as Microsoft, Citrix and VMware all embrace and 

promote a move to the component desktop model and recognize the essential nature of the 

user layer.  AppSense User Virtualization achieves positive return on investment by: 

¶ replacing time consuming desktop management practices,  

¶ replacing troublesome user profiles,  

¶ providing a more stable user environment,  

¶ improving user uptime and application responsiveness, 

¶ increasing system capacity to support more users or applications on existing hardware 

or consolidating physical hardware,  

¶ reducing Microsoft per device application license requirements,  

¶ eliminating the need for Local Administrator user accounts and related support calls & 

costs,  

¶ reducing migration costs to new desktop models such as; Operating System Migra-

tions, adoption of Virtualized Applications, moving to a virtual desktop environment. 
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5.3.2 Functionality 

Many organizations already have multiple ways in which they deliver desktops and applica-

tions to users, and the user must have the same look and feel across all such platforms howev-

er moving forward, such customers also see the adoption of many more ways in which they 

deliver desktops, making User Virtualization a key component of their desktop strategy.  

More and more customers are utilizing a mixed desktop estate and the types of desktop are on 

the increase. Where for example profiles are already corrupted because of the mix in Terminal 

Server and VDI the challenge becomes bigger when adding another desktop type. Building a 

componentized desktop where the final component is the User Virtualization layer it becomes 

much easier to maintain and even migrate to (virtualize user first). The mix can be Terminal 

Server/XenApp, Fat client, Laptops, VDI. 

In the same way that delivery of operating systems and applications to the user requires an in-

frastructure, so too must the user environment. The AppSense Virtualized User Infrastructure 

manages everything specific to a user. This user environment contains; user-based corporate 

policy, personalization settings, user rights management and user-introduced applications. In-

frastructure management tools optimize the user environment. Enterprise-class reporting and 

auditing tools provide visibility into the user environment; ensuring users have the best work-

ing experience. The infrastructure delivers the user environment into virtual, physical and 

streamed desktops and applications ς or combinations of those mechanisms - and also can ap-

ply the user environment across operating system versions (e.g. XP, Vista and Windows 7, 

Server 2008, 32/64 bit). For existing desktops, migration capabilities move employees into dy-

namically delivered, standard desktops seamlessly.  

Cross Application Delivery mechanism 

AppSense does not care how the application is delivered. This means users personality can 

roam from natively installed Windows applications to Virtualized Windows applications. It al-

lows a phased migration to an application delivery mechanism. All can be done in session 

without the need for the user to logoff and ƭƻƎƻƴ ŀƎŀƛƴΦ .ȅ ŀǇǇƭȅƛƴƎ ŀ άǾƛǊǘǳŀƭƛȊŜ ǳǎŜǊ ŦƛǊǎǘέ 

methodology it is much easier to implement a new delivery mechanism in terms of user ac-

ceptance. This is possible because settings are virtualized when written by the application it-

self, before they are acǘǳŀƭƭȅ ΨƭŀƴŘƛƴƎΩ ƛƴ ǘƘŜ ǇǊƻŦƛƭŜ ƻǊ ŀǇǇƭƛŎŀǘƛƻƴ ǾƛǊǘǳŀƭƛȊŀǘƛƻƴ ǎƻƭǳǘƛƻƴ. 

No requirement to logoff to achieve multi session support 

The User Settings are delivered in real time over HTTP(S) when needed. This is based on the 

application start and stop triggers. Traditional roaming profiles are loaded during logon and 

ƭƻƎƻŦŦΦ ¢Ƙƛǎ ŜƴŀōƭŜǎ ŀ ΨƧǳǎǘ ƛƴ ǘƛƳŜΩ ǎŎŜƴŀǊƛƻ ƛƴǎǘŜŀŘ ƻŦ ŀ ΨƧǳǎǘ ƛƴ ŎŀǎŜΩ ǎŎŜƴŀǊƛƻΦ .ŜǎƛŘŜǎ ǘƘƛǎ ǘƘŜ 

AppSense User Virtualization protocol enables compression to further downsize traffic and 

storage. 



 

User Environment Management 

Smackdown 

 

   

Version 1.2 January 2012 Page 41 

 

User / application settings can be analyzed, reported on, replicated, snapshot and rolled 

back 

Because the User Personalization Settings are stored in a SQL database they can be easily re-

ported on to determine the size or number of launches for example. In addition to this applica-

tions can be analyzed individually to determine/change the files and registry that are part of 

the user settings. By default every application can be rolled back five (configurable) changes 

without the need for the user to logoff or close other applications. Another benefit of the SQL 

backend is replication. This enables settings to be replicated between SQL servers, either on 

the same site, or, in enterprise deployments, between SQL databases on separate site loca-

tions. When a user logs off in Amsterdam, traveling to New York, the settings are already repli-

cated across to the site before the user is physically there. Settings can also be backed up for 

DR and Redundancy purposes. 

Parallel processing of policy actions 

By default AppSense User Virtualization processes policy actions in parallel. If needed policy 

actions can be set in sequence. Looking at the dependencies in traditional logon scripts and 

policies AppSense learnt over 80% of these actions and policies can be run in parallel. Take 

printer mappings or group drive mappings as an example. They often check a lot of groups in 

sequence to work out if a user is member of a sudden group and then apply the actions. 

AppSense works out the membership upfront only applying the actions where a user is mem-

ber of. 

Multiple Triggers 

Traditionally an environment has a Logon/Logoff and a computer Startup/Shutdown trigger. 

AppSense has these, plus triggers like application Start/Stop, Network Connect/Disconnect, 

Session Locked/Unlocked and Session Reconnect/Connect. Application related policy actions 

can be applied on application start speeding up the logon process and preventing actions to be 

run that are not necessary. 

User Rights Management (URM) 

URM allows complete control to applications, network locations, and administrative privileges 

based on a rule set. The Windows OS has a very granular way of elevating or removing rights 

based on tokens. The problem is that the Windows OS has 3 major templates that provide a 

set of these tokens: Administrator, Power User and User. When a user needs a sudden token 

ǇǊƛǾƛƭŜƎŜ ǘƘŀǘ ƛǎ ǇŀǊǘ ƻŦ ǘƘŜ άŀŘƳƛƴƛǎǘǊŀǘƻǊ ǘŜƳǇƭŀǘŜέ ƛǘ ƛǎ ƻŦǘŜƴ ƎƛǾŜƴ ǘƘŜ Ŧǳƭƭ ŀŘƳƛƴƛǎǘǊŀǘƛǾŜ 

rights. AppSense URM enables the possibility to inject or remove the correct privilege on the 

fly. 

Lockdown 
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Often the majority of applications at customers is non-Microsoft and does not ship with 

ADM(x) files. Therefore it is not possible to block functionality based on rules. AppSense Envi-

ǊƻƴƳŜƴǘ aŀƴŀƎŜǊΩǎ [ƻŎƪŘƻǿƴ ǘŜŎƘƴƻƭƻƎȅ ŜƴŀōƭŜǎ !ŘƳƛƴƛǎǘǊators to strip out unwanted appli-

Ŏŀǘƛƻƴ ŀƴŘ hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ŘŜǇŜƴŘƛƴƎ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ŎƻƴǘŜȄǘΣ ǘƻ ǊŜŘǳŎŜ ǘƘŜ 

complexity of the end user experience or for security purposes. For example, it is possible to 

hide or prevent access to specific application interface components such as buttons, menus 

and toolbar items, disable keyboard strokes such as Print Screen, Copy or Paste and prevent 

certain text from being entered into edit controls such as Web browser address bars. This ena-

bles a very granular control over application functionality. Since AppSense released Lockdown, 

competitive products started using the term Lockdown for their Policy functionality. 

Self-Healing 

To reduce support costs and improve the user experience, AppSense Environment Manager 

Can automatically self-heal files, registry items, services and processes, in real-time, to prevent 

user introduced changes or actions from compromising system integrity. The Internet Explorer  

Toolbar key in HKCU is an example that AppSense recommends self-healing on to ensure it is 

never changed. Services can be ensured to be always started and if fails reported on 

Trusted Ownership 

The Windows OS is perfectly secured against installations by users. Problem is that a portable 

application that does not need an installation and will start. The best way to secure the Win-

dows OS against portable code is to make a list of accessible items (White listing). This can be 

done by using Microsoft SRP for example. The downside is that this is based on hashing creat-

ing a lot of management overhead: every change in the environment needs to be changed on 

the whitelist. Trusted Ownership utilizes information already in the OS: file ownership. This 

means that software installed by the correct accounts (trusted owners) is allowed to run. Any 

software that is copied by the users (non-trusted owners) will be blocked. In this scenario a 

whitelisting model is applied that maintains itself. 
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Per Device Licensing Control 

Recognized by Microsoft to control per device licensing for per device based applications. 

When for example in centralized environments Visio or Project is installed and licensed per de-

vice a customer needs a license for each device that can connect to that environment. With 

AppSense User Virtualization only the endpoints that are allowed to start Visio or Project are 

authorized enabling compliancy and saving license costs.  

Microsoft Acknowledgment of AppSense Application Manager (source: AppSense) 

Self-Authorizing Users 

AppSense UV has the Self Authorizing Users functionality built in for years now. This gives de-

finable users the ability to Self-Authorize ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ǘƘŀǘ ǿŀǎ ƴƻǘ ƛƴǎǘŀƭƭŜŘ ōȅ ǘƘŜ ΨǘǊǳǎǘŜŘ 

ownerǎΩΦ !ƭƭ ƘŀǇǇŜƴǎ ƛƴ ǘƘŜ ǊŜŀƭ h{Σ ƴƻǘ ǾƛǊǘǳŀƭΦ ¢Ƙƛǎ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ǎƘƻǳƭŘ ƴƻǘ ōŜ ŎƻƴŦǳǎŜŘ ǿƛǘƘ  

Ψ¦ǎŜǊ LƴǎǘŀƭƭŜŘ !ǇǇǎΩ 

which is AppSense view on the virtualizing application installations by users as part of the User 

Virtualization.  

5.3.3 Solutions: 

¶ AppSense User Virtualization 

¶ AppSense Environment Manager 

5.3.4 AppSense Architecture 

AppSense consists of the Console, Agents, Personalization Server and Microsoft SQL database. 

Each site is made up of three tiers: Client computers, Personalization Servers and SQL Servers 

http://www.appsense.com/uploads/docs/Microsoft_Application_License_Control_US.pdf
http://appsense.com/uservirtualization/
http://appsense.com/products/environmentmanager/
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The client computer hosts the user session, which contains the AppSense Environment Man-

ager agents. These modules monitor any changes that the user makes to their managed appli-

cations and communicates these back to the Personalization Server. The client computers can 

be any combination of hardware and software that is capable of running a Windows session 

Environment Manager Agent 

The Environment Manager agent is installed on each managed endpoint, responsible for en-

suring user personalization data is saved and restored on demand and also ensures policy con-

figuration settings are applied when required. 

Personalization Server (Tier 2) 

The Personalization Server acts as a broker between the client computers and the SQL data-

base. It is an IIS web server responsible for synchronizing user personalization settings be-

tween the Personalization database and the Environment Manager agent when the user logs 

on or off or when an application is started or stopped. The Personalization Server runs as a 

website, using IIS on either Windows Server 2003 or Windows Server 2008 (including 2008R2). 

Client machines (Tier 1) connect through HTTP(s) handlers, and the console uses WCF Services. 

Lǘ ƛǎ ŘŜǎƛƎƴŜŘ ǘƻ ǇǊƻǾƛŘŜ ŀ ǎŜŎǳǊŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƻŦ Řŀǘŀ ŀƴŘ ǎǳǇǇƻǊǘ млΣлллΩǎ ƻŦ ǳǎŜǊǎ ǎƛƳǳl-

taneously and when using Network Load Balancing Technologies, multiple Personalization 

Servers can be configured in parallel to use a single database, or in enterprise environments, 

multiple [potentially synchronized] databases. 

SQL Server Personalization Database (Tier 3) 

The SQL database stores all user personalization settings on a per application basis related to 

personalization sites and servers, users and groups, applications and endpoint configuration 

data Settings are pushed down when the Personalization Server requests the latest settings on 

behalf of a client computer. Any changes made on the client computer are then synchronized 

back to the SQL Database via the Personalization Server. The database is proven to support 

over 50,000 users and can be replicated between site locations. 



 

User Environment Management 

Smackdown 

 

   

Version 1.2 January 2012 Page 45 

 

5.3.5 Licensing Options 

AppSense User Virtualization software is typically licensed on a per named user basis. A license 

is required for each managed user.  

5.4 CITRIX 

5.4.1 Introduction 

Citrix Profile management is intended as an user profile solution for XenApp servers, virtual 

desktops created with XenDesktop, and physical desktops. Profile management ensures that 

thŜ ǳǎŜǊΩǎ ǇŜǊǎƻƴŀƭ ǎŜǘǘƛƴƎǎ ŀǊŜ ŀǇǇƭƛŜŘ ǘƻ ǘƘŜ ǳǎŜǊΩǎ ǾƛǊǘǳŀƭ ŘŜǎƪǘƻǇ ŀƴŘ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ǊŜƎŀǊd-

less of the location and end point device.  

Profile management is enabled through a profile optimization service that provides an easy, 

reliable way for managing these settings in Windows environments to ensure a consistent ex-

perience by maintaining a profile that follows the user. It auto-consolidates and optimizes user 

profiles to minimize management and storage requirements and requires minimal administra-

tion, support and infrastructure, while providing users with improved logon and logout. 

In a virtualized world, where users can get to their desktops and applications from practically 

ŀƴȅ ƭƻŎŀǘƛƻƴ ƻǊ ŘŜǾƛŎŜΣ ȅƻǳ ƴŜŜŘ ǘƻ ƭŜǾŜǊŀƎŜ άǳǎŜǊ ǇǊƻŦƛƭŜέ ǘŜŎƘƴƻƭƻƎȅ ǘƻ ŜƴǎǳǊŜ users get a 

consistent experience every time. When users log on to their virtual desktop or launch a virtual 

application, they want to see everything just as they left it, with their own personal settings, 

shortcuts, templates, desktop wallpapers and favorites. The more complex and varied the user 

access scenarios, the more challenging it becomes for IT to manage these user profiles.  

The most common challenges that impact the user experience and that administrators have to 

address when managing user profiles are:  

¶ Last writer wins ς When users work on more than one physical or virtual device, their 

individual personal settings may be overwritten in a seemingly random manner when 

they log off.  

¶ Profile bloat and logon speed ς Profile bloat creates unwieldy growth in user profiles 

and resulting storage and management issues. Typically during logon Windows copies 

ǘƘŜ ǳǎŜǊΩǎ ǊƻŀƳƛƴƎ ǇǊƻŦƛƭŜ ƻǾŜǊ ǘƘŜ ƴŜǘǿƻǊƪ Řƻǿƴ ǘƻ ǘƘŜ ƭƻŎŀƭ ƳŀŎƘƛƴŜΦ [ƻƎƻƴ ǘƛƳŜ ƛǎ 

prolonged by the time it takes to transfer the whole profile over the network. The 

larger the profiles are and the more files they contain the slower the logons will be 

5.4.2 Benefits 

Citrix Profile Management provides fast logons, the most control over profile settings and ad-

dresses the last-write wins issues all from a cenǘǊŀƭ ƳŀƴŀƎŜƳŜƴǘ Ǉƻƛƴǘ όDthΩǎύΦ  
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Citrix Profile Management provides more flexibility as of what needs to be included or exclud-

ed from a user profile. With Profile Management one can configure which registry keys in the 

HKCU hive needs to be ignored or included during logoff. Also files and directories can be con-

figured so that they are exclude from a user profile as well as which folders outside the default 

scope of a user profile needs to be fully synchronized or mirrored.  

Profile Management is great for environments where users are presented resources such as 

applications based on different operating systems. 

Profile Management addresses the last-write-wins issue. No longer the complete user profile is 

copied at logoff. Environments where users work within multiple sessions, i.e. one remote ses-

sion and a local session, are always faced with the default Windows profile handling procedure 

where the user profile from the last session overrides all the other session user profiles. 

Profile Management also providŜǎ ŀ ǎǘǊŜŀƳƛƴƎ ŦǳƴŎǘƛƻƴŀƭƛǘȅΦ ²ƛǘƘ ǇǊƻŦƛƭŜ ǎǘǊŜŀƳƛƴƎΣ ǳǎŜǊǎΩ 

profiles are synchronized on the local computer only when they are needed. Registry entries 

are cached immediately, but files and folders are only cached when accessed by users. One of 

the options is to use the cache entire profile feature, which fetches all of the files but staggers 

their delivery in the background. 

5.4.3 Features 

¶ Profile migration. Allows you to migrate profiles to and from physical computers and 

virtual ones. Depending on the configuration settings, Profile management can copy 

existing roaming profiles and local Windows profiles to the user store. Existing manda-

tory profiles can be used as the basis for Citrix user profiles when saved as a template.  

¶ Wildcard support. Allows the use of wildcard characters in file names for synchroniza-

tion, inclusion, and exclusion lists.  

¶ Extended synchronization. Synchronizes files and folders located outside of users' pro-

file folders.  

¶ Logging. All entries in log files are identified with the user name, domain, and session 

id (where identifiable).  

¶ Multilingual profile support. Uses language-independent profile folder names in the 

user store for Windows XP and Windows Server 2003.  

¶ Simplified installation and management. Enhanced installation and administration fea-

tures.  

¶ Consistent user settings. Solves the "last-write-wins" problem that occurs when the 

last open session overwrites all of the profile data from previously closed sessions.  

¶ Easy integration. Profile management can be integrated easily into existing deploy-

ments. No new infrastructure or changes to logon and logoff scripts are required.  

¶ Unified installer. The same .msi file can be used for servers and desktops. There are 

two versions of the file, for 32-bit and 64-bit systems.  
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¶ Active Directory-managed licensing. You can manage user entitlement using an Active 

Directory user group.  

¶ Windows 7 support. You can now manage profiles on user devices running Windows 7.  

¶ Integration with Citrix Receiver. Profile management releases and upgrades can be 

managed using Citrix Receiver.  

¶ Improved monitoring and reporting. Additional Performance Monitor counters allow 

you to measure several new aspects of logon and logoff, providing improved bench-

marking and integration with Citrix EdgeSight 

5.4.4 Licensing 

Citrix Profile Manager is a feature of XenApp Enterprise and Platinum as well as XenDesktop 

VDI, Enterprise and Platinum.  By virtue of the XenApp, Citrix also extends  rights for UPM us-

age to the user's physical devices. e.g. you have 1,000 XenApp Enterprise users - these users 

may install UPM on their Windows device(s) to also manage their profiles on those respective 

devices. There is no separate licensing options for UPM, only as a feature of XenApp and 

XenDesktop. 

5.4.5 Architecture 

You install the Profile Management agent on each computer whose profiles you want to man-

age. The installation is straight forward and available for x86 and x64 operating systems. These 

operating systems are supported: 

¶ Desktops; 

- Windows XP SP3; 

- Windows Vista SP1; 

- Windows 7; 

¶ Servers; 

- Windows Server 2003 SP2; 

- Windows Server 2008; 

- Windows Server 2008 R2. 

The Profile Management runs as a service and can be configured using ini-files or centrally with 

ǘƘŜ ǳǎŜ ƻŦ aƛŎǊƻǎƻŦǘ DǊƻǳǇ tƻƭƛŎȅ hōƧŜŎǘΩǎ όDthύΦ !ƴ !5a-template is provided.  

Citrix Profile Management intercepts the default Windows user profile handling process. As 

soon as a Windows profile process starts the Profile Management service  kicks in and takes 

care of the necessary actions based on the GPO settings, if available. In the situation that a 

GPO is not linked to the OU which the computer object resides the ini-files are used. 
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As with a Windows roaming profiles a central location is needed to store the profile. This cen-

tral location is called the User Store. Every user should have access to the user store, a net-

work folder where profiles are stored centrally. Alternatively, profiles can be stored in users' 

home drive if preferred 

 

5.5 IMMIDIO 

5.5.1 Introduction 

Immidio provides point solutions to help organizations solve challenges encountered with vir-

tualization technologies in Microsoft Windows environments. The benefits of using Immidio 

products include increased IT productivity, significant cost reduction and almost immediate 

ROI. The spectrum of supported virtualization technologies includes presentation virtualiza-

tion, application virtualization, desktop virtualization, user workspace virtualization and server 

virtualization. 

Immidio Flex Profiles 7.5 decouples and segments user-specific desktop and application set-

tings from the traditional Windows user profile and underlying operating system, making them 

available across multiple devices, Windows versions and application instances. With properly 
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managed granular user profile settings, IT organizations are able to troubleshoot and restore 

user settings on an application level rather than having to delete the complete user profile. 

Immidio Flex Profiles 7.5 brings a truly dynamic desktop closer, whether provided through 

physical workstations or from a virtual infrastructure. With decoupled user profiles it is easy to 

introduce virtualization technologies and new application delivery mechanisms. Additionally, 

this enables painless upgrades, like migrating from Windows XP to Windows 7. Immidio Flex 

Profiles 7.5 is fully compatible with Windows 7 and integrates seamlessly with Microsoft, Citrix 

and VMware solutions. 

Immidio is focused on providing a point solution where most other profile management solu-

tions provide a complete suite, which in turn is too much functionality for a majority of cus-

tomers and prospects. Immidio products offer positive impact on the end-user experience and 

productivity, while the impact on the existing infrastructure remains limited, resulting in a very 

attractive ROI. 

Founded in 2008 and based in Amsterdam, the Netherlands, Immidio develops products in 

close relationship with its customers, affiliated virtualization experts and the international vir-

tualization community. Their products have proven themselves at the sites of customers in 

more than 20 countries, many of which are Fortune Global 500 companies. Immidio solutions 

are exclusively delivered through an international network of technology peers and partners. 

5.5.2 Benefits 

¶ Greater productivity through fast login times and consistent user profiles.  

¶ A single user profile per user across any Windows platform ς physical, virtual or re-

mote. User settings are maintained when migrating to a new operating system.  

¶ User settings are consistent in heterogeneous environments such as a traditional desk-

top at the office and, for example, a Citrix XenApp session from home 

¶ Compatible with Microsoft RDS, VMware View, Citrix XenApp and Citrix XenDesktop 

and any Windows Desktop OS since Windows XP 

¶ Unique migration and cleanup mechanism for existing roaming profiles 

¶ User settings are maintained when migrating to a new operating system.  

¶ The one-and-only user state virtualization solution for all Windows desktops 

¶ Pre-populate settings in the user environment without any scripting 

With Immidio Flex Profiles 7 it is very easy to start managing user profiles in an environment 

ǿƛǘƘ ŜȄƛǎǘƛƴƎ ǳǎŜǊ ǇǊƻŦƛƭŜǎΣ ƴƻǘ ŦƻǊŎƛƴƎ ȅƻǳ ǘƻ ƘŀǾŜ ŀ άŎƭŜŀƴέ ǎǘŀǊǘ ƻǊ ŎƘŀƴƎƛƴƎ ȅƻǳǊ ǘǊŀŘƛǘƛƻƴŀƭ 

Windows user profile strategy. This way you can move from unmanaged to fully or partially 

managed user profiles (dependent of customer requirements) on your own pace. Using the 

unique Profile Cleanup feature you are even able to optimize existing roaming or local user 

profiles. 
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5.5.3 Immidio Architecture 

Immidio Flex Profiles leverages existing Windows infrastructure, not enforcing additional com-

ponents, investments and maintenance on items like a Database or Web Server, therefore cre-

ating a very cost-effective Profile Management Solution.  Immidio Flex Profiles also uses com-

monly used mechanisms for deployment (MSI) and configuration (Active Directory Group Poli-

cy) of the client component, called Immidio FlexEngine. This strategy makes it possible to scale 

up alongside the scaling of the Windows infrastructure and support off-line usage of managed 

Windows devices 

5.5.4 Functionality 

DirectFlex:  

Flex Profiles can manage any application's settings on the fly, regardless how the application is  

launched. For any DirectFlex-enabled application, settings are read at application launch and 

stored at exit, making logon and logoff times even shorter. 

Predefined Settings: Easily pre-populate the user environment, like placing a desktop 

shortcut,creating an application configuration file or setting a registry value. For more ad-

vanced scenarios it is possible to use placeholders to insert dynamic information from user and 

computer variables. For each predefined user setting it is possible to configure whether it is 

applied once ς allowing personalization by users ς or whether it is mandatory, in which case 

none of the user's changes will be saved. 

Advanced Process Criteria: This feature allows more granular control over which Flex configu-

ration files are processed and how they are processed, based on diverse user and computer at-

tributes. Depending on the result of the check, you can control what Flex Profiles action is per-

formed 

Group Policy extension: The Flex Profiles Engine (FlexEngine) typically runs during the logon 

and logoff phases of a user session. Flex Profiles 7 introduces a new feature to optionally run 

FlexEngine at logon as a Group Policy Client-Side Extension. This feature has been built in-

spired by customers who want to manage specific settings that were not possible with Flex 

Profiles in the past, like the language setting for Windows Multilanguage User Interface or 

slideshow backgrounds. By running FlexEngine when Group Policies are being applied, settings 

that are managed by Flex Profiles will be applied earlier during the logon phase than with pre-

vious versions, extending the range of settings that can be managed by Flex Profiles. 

Flex Profiles Self-Support: From a support perspective it was already possible to reset or re-

store settings for specific applications that are managed by Immidio Flex Profiles. This, howev-

er, was manual work for a system administrator or support personnel. By providing Immidio 

Flex Profiles Self-Support to your users, they are capable to do this themselves without inter-

vention of the IT department 
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Profile Cleanup: This unique feature removes individual settings from roaming profiles as soon 

as they are managed with Immidio Flex Profiles 7. Profile Cleanup leads to a smooth transition 

from conventional roaming profiles to well-managed user profiles. 

Profile archive backups: Flex Profiles 7 can create a configurable number of profile archive 

backups. Administrators can restore the state of a specific application or setting back to a se-

ƭŜŎǘŀōƭŜ Ǉƻƛƴǘ ƛƴ ǘƛƳŜΣ ǿƛǘƘƻǳǘ ŀŦŦŜŎǘƛƴƎ ŀƴȅ ƻŦ ǘƘŜ ǳǎŜǊΩǎ ƻǘƘŜǊ ǎŜǘǘƛƴƎǎΦ 

Application Templates and Windows Common Settings: The Application Templates and Win-

dows Common Settings offer out-of-the-box benefits when starting with Flex Profiles 7 man-

ŀƎŜƳŜƴǘΦ ²ƛǘƘ CƭŜȄ tǊƻŦƛƭŜǎ тΣ ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ŎƻƴŦƛƎǳǊŜ ǎŜǘǘƛƴƎǎ ŦƻǊ ²ƛƴ½ƛǇΣ 

Adobe Acrobat Reader or even Microsoft Office 2010 manually: the new Application Templates 

already contain all these settings. The Windows Common Settings feature provides similar 

functionality for settings like passwords, wallpaper, and Internet Explorer preferences. 

App-V integration: Flex Profiles 7 can be used to manage profile information for App-V appli-

cations. The Flex Profiles Management Console contains a user-friendly wizard to integrate 

Flex Profiles into App-V configuration files, without any manual editing. 

5.5.5 Pricing 

Immidio technology supports Enterprise customers in simplifying their day-to-day tasks with-

out introducing new complexity in the existing infrastructure. While the end-user experience 

and productivity will receive a tremendous boost, the IT professionals will actually see less 

complexity and less daily management tasks. Immidio delivers their enterprise solution at 

commodity prices to remove the last barrier for introduction. For each scenario there is a li-

cense program that fits. For traditional desktops there is a device based licensing model and 

for hosted environments Immidio offers a concurrent user model. For mixed environments, 

where customers want to manage both the local device and the remote session, a device 

based licensing will be the model that covers you. With the purchase, lease and rental con-

structions the Immidio products are available to fit any budget. 

5.6 LIQUIDWARE LABS 

5.6.1 Introduction 

The Alpharetta, Georgia-based company was founded in early 2009 by J. Tyler Rohrer, found-

ing partner of VDI services firm Foedus (sold to VMware in 2008), and David Bieneman, who 

sold Vizioncore to Quest Software in 2007. In 2009, the company made two acquisitions of its 

own, picking up desktop virtualization management company vmSight and user virtualization 

vendor Entrigue Systems. VMware has officially endorsed ProfileUnity in VMware View (VDI) 

environments. 
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Liquidware Labs is a vendor who delivers desktop transformation solutions for next generation 

physical and virtual desktops, including VMware View, Citrix XenDesktop, and Microsoft Win-

dows 7. The company's Stratusphere and ProfileUnity solutions provides a complete method-

ology and software that enables organizations to cost-effectively plan, migrate, and manage 

their next generation desktop infrastructure.  

Liquidware Labs ProfileUnity provides migration of Windows native user data to Citrix 

XenDesktop, VMware View, and Windows 7 environments. It delivers a flexible user workspace 

with a universal profile that is compatible with any Windows OS (XP/2000/Vista/Windows 7). 

The solution is a comprehensive agent-free, Windows user personalization and configuration 

management solution. ProfileUnity separates user profiles, configurations, and data from the 

Windows OS, enabling organizations to be more flexible than ever before with their desktops.  

The solution runs on your current network with no additional servers needed.  It is highly scal-

able ŀƴŘ ǊŜƭƛŜǎ ƻƴƭȅ ƻƴ ŀ ƳƻƳŜƴǘŀǊȅ ŀƎŜƴǘ ǘƻ Ǌǳƴ ŀǘ ƭƻƎƻƴ ŀƴŘ ƭƻƎƻŦŦ ǘƻ ǎȅƴŎƘ ǘƘŜ ǳǎŜǊΩǎ ǇǊo-

file, configuration, and management settings. 

ProfileUnity makes it easy to deploy new applications, infrastructure resources and personality 

consistently across your enterprise users and desktops from one central console while migrat-

ƛƴƎ ŜȄƛǎǘƛƴƎ Řŀǘŀ ŀƴŘ ǎŜǘǘƛƴƎǎ ŦǊƻƳ ȅƻǳǊ ǇƘȅǎƛŎŀƭ t/Ωǎ ǘƻ ȅƻǳǊ ƴŜȄǘ ƎŜƴŜǊŀǘƛƻƴ ŘŜǎƪǘƻǇ ǎǘǊŀǘŜƎȅΦ  

5.6.2 Benefits 

This innovative approach offers time and cost-saving capabilities to: 

Å Deploy desktop settings from one central console 

Å Migrate user data to VMware View, Citrix XenDesktop & Windows 7 

Å Manage user experience per User, AD Group, IP Subnet & more 

Administrators can centrally modify end-user configurations and settings as well as manage 

application data settings.  The solution features powerful features to manage app virtualiza-

tion solutions such as VMware ThinApp, Microsoft App-V, and Citrix Application Streaming. 

The solution is a comprehensive agent-free, Windows user personalization and configuration 

management solution. The solution does not lock your user data into a SQL database which ef-

fectively creates a one way data jail that can be difficult or impossible to diagnose or migrate 

away from. ProfileUnity separates user profiles, configurations, and data from the Windows 

OS, enabling organizations to be more flexible than ever before with their desktops. Liquidwa-

re Labs ProfileUnity: 

Å Offers a persistent user experience at every logon 

Å Offers a persistent user experience among heterogeneous operating systems 

Å Offers users a non-persistent VM from a pool of linked clones in a VMware View or Cit-

rix XenDesktop environment 
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Å Migrates users among differing versions of Windows 

Å Quickly recovers the user experience within seconds in the event of a desktop disaster 

recovery 

5.6.3 Solution 

¶ ProfileUnity www.liquidwarelabs.com/products/profileunity.asp  

5.6.4 Migration of User Authored Data 

ProfileUnity has a data migration feature that is exclusive among user environment manage-

ment products. The functionality is part of the advanced features of a built-in folder redirec-

tion module 

When the data migration functionality of ProfileUnity is leveraged along with its folder re-

direction options, ProfileUnity literally moves user authored data from legacy end-point 

desktops to a storage device such as a server or SAN. This capability along with V1 to V2 

profile compatibility seamlessly enables co-existence of mixed Windows desktop environ-

ments, Anytime Migration abilities, and is a key part of any desktop disaster recovery plan. 

5.6.5 Functionality 

¶ Works across any Windows experience - Physical, Virtual, and Laptops! 

¶ Compatible with Citrix XenDesktop, VMware View, Windows XP/2000/Vista/7 

¶ No software to install on desktops, no additional shell environment! 

¶ Data stays in Windows native format, you're never locked into a data jail!  

¶ One-single solution for all of your Windows desktops!  

Liquidware Labs has defineŘ tǊƻŦƛƭŜ¦ƴƛǘȅ ŀǎ ŀ ά¦ǎŜǊ ±ƛǊǘǳŀƭƛȊŀǘƛƻƴ aŀƴŀƎŜƳŜƴǘέ ǎƻƭǳǘƛƻƴΦ  we-

gardless of the term, we define both as the ability to manage a user's Windows profile and set-

tings separately from the Windows operating system.  

Liquidware Labs ProfileUnity has the following functionality: 

¶ Profile Portability in universal v1 or v2 format 

¶ Compatibility with any Windows operating system or delivery method including 

XP/2000/Server 2003/Vista/Windows 7/Server 2008 

¶ Full Application settings management and portability for local apps, App-V, VMware 

ThinApp, Citrix AppStreaming, and others 

¶ Software and hardware inventory , includes additional functionality for VMware 

ThinApp license management 

¶ Built-in summary reports which detail the configuration of the environment, used for 

auditing access, compliance, and documenting the environment 

http://www.liquidwarelabs.com/products/profileunity.asp


 

User Environment Management 

Smackdown 

 

   

Version 1.2 January 2012 Page 54 

 

¶ Full VMware ThinApp deployment ς network side, can locally cache, dissolve, invento-

ry, and license management 

¶ Map Drives, Printers, resources 

Location and device aware settings: attach printers based on location, deliver applica-

tions based on location or machine, group, IP address, etc 

5.6.6 Licensing 

ProfileUnity is licensed per named user for $24 USD retail.  Concurrent licensing options are 

available for both Education and Healthcare.  A single license key is centrally managed with no 

need to enter license keys on individual desktops.  

When ProfileUnity  is upgraded from $24.00 to $49.00 and purchased as part of the integrated 

ǎǳƛǘŜ ά[ƛǉǳƛŘǿŀǊŜ [ŀōǎ ±5L 9ǎǎŜƴǘƛŀƭǎ ±ƛǊǘǳŀƭ !ǇǇƭƛŀƴŎŜέΣ ŎƭƛŜƴǘǎ ƘŀǾŜ {ŜŎǳǊƛǘȅ Tracking of User, 

Desktop, Application, Network, Server and Storage detailed reporting (endpoint to datacenter) 

including Application and OS License Auditing and Tracking, including User Experience Moni-

toring and Validation as simple metrics called APP FIT, VDI FIT and VDI UX.   

5.7 MICROSOFT 

5.7.1 Introduction 

aƛŎǊƻǎƻŦǘΩǎ ǎƻƭǳǘƛƻƴ ŦƻǊ ¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜƳŜƴǘ ƛǎ ƛǘΩǎ ōǳƛƭǘ ƛƴ Group Policy mechanism.  

Group Policy is made up of Group Policy Objects (GPOs) and can natively contain directives 

called Policy or Preferences, but is also extensible to 3rd party directives.   

In the NT era, these were known as System Policies, and with the introduction of Windows 

2000 Active Directory Services it was renamed and fitted with a lot more features. With every 

new Windows version since 2000, more and more features became available to configure the 

computer and user configuration. 

Group Policy can be configured by creating a GPO and linking the GPO to a Site, Domain or Or-

ganizational Unit in Active Directory. GPOs can contain both User and Computer side direc-

tives. The configured settings are applied by the client at startup, logon and approximately 

every 90 minutes in the background (processed independently on User and Computer side.)   

DǊƻǳǇ tƻƭƛŎȅ tǊŜŦŜǊŜƴŎŜǎ ǿŀǎ aƛŎǊƻǎƻŦǘΩǎ latest addition from an acquisition from a company 

called DesktopStandard. Group Policy Preferences provides 21 new abilities to Group Policy 

and works from Windows XP clients onward. Group Policy Preferences greatly extend the pos-

sibilities to configure the user environment and in many cases eliminates the need for complex 

logon scripts.  

DǊƻǳǇ tƻƭƛŎȅ tǊŜŦŜǊŜƴŎŜǎΩ Ƴƻǎǘ ǇƻǇǳƭŀǊ ŦŜŀǘǳǊŜǎ ƛƴŎƭǳŘŜ ŘŜƭƛǾŜǊƛƴƎ ŘǊƛǾŜ ƳŀǇǇƛƴƎǎΣ ǎƘƻǊǘŎǳǘǎ 

and printer assignments.  
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Roaming Profiles may or may not be used with Group tƻƭƛŎȅΦ ¢Ƙŀǘ ƛǎΣ ǘƘŜǊŜ ƛǎ ƴƻ άŀƭƭ ƻǊ ƴƻǘh-

ƛƴƎέ ǿƛǘƘ ǊŜƎŀǊŘ ǘƻ DǊƻǳǇ tƻƭƛŎȅ ŀƴŘ wƻŀƳƛƴƎ tǊƻŦƛƭŜǎΦ  

Many organizations choose to take advantage of Group Policy and Group Policy Preferences 

without ever turning on roaming or mandatory profiles.  

The configuration of roaming or mandatory profiles is usually handled using Active Directory 

¦ǎŜǊǎ ŀƴŘ /ƻƳǇǳǘŜǊǎ ŘƛǊŜŎǘƭȅ ǳǇƻƴ ŀ ǳǎŜǊǎΩ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ŀŎŎƻǳƴǘΦ  

5.7.2 Benefits 

Most important: the Group Policy mechanism is free! Second, you might already use it!  

Other benefits are: 

¶ Works across any Windows experience - Physical, Virtual, and Laptops! 

¶ No software to install on desktops, no additional shell environment! 

¶ Data stays in Windows native format, you're never locked into a data jail!  

¶ One-single solution for all of your Windows desktops! 

¶ Compatible with Microsoft RDS, VMware View, Citrix XenApp and Citrix XenDesktop 

and any Windows Desktop OS since Windows 2000 

¶ Rich history of being extended by 3rd parties to perform specialized functions that is 

ƴƻǘ ǇǊŜǎŜƴǘ άƛƴ ǘƘŜ ōƻȄΦέ 

5.7.3 Functionality 

With Group Policy Settings, the following functionality is available for user configuration: 

¶ Configure the look and feel of the desktop; 

¶ Lockdown supported areas to prevent unauthorized changes to the system; 

¶ Configure folder redirection; 

¶ Configure (older) Internet Explorer maintenance settings. 

With Group Policy Preferences, the following functionality is available for user configuration: 

¶ Map Drives, Printers, Shortcuts and more. 

¶ Location and device aware settings: attach printers based on location, deliver applica-

tions based on location or machine, group, IP address, OU, and other triggers.  

¶ Set environment variables 

¶ Deliver files, create folders folder 

¶ Simple INI files and Registry edits  

¶ ODBC settings  

¶ Perform device restrictions; 

¶ Set folder options, Internet Explorer settings, Start Menu 
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Important Note: Yes, Group Policy Objects and Preferences contain functionality to configure 

both the user and computer as well. When a computer receives a computer-side setting, all 

users who use that computer are affected.  

5.7.4 Architecture 

Active Directory Services is required to centrally manage and assign Group Policy Objects and 

Preferences. Although Group Policy can be configured on each computer ς one by one -- local-

ly (using gpedit.msc), this is not a great option when mass configuration in an enterprise envi-

ronment is desired. 

Group Policy Objects containing Policy and Preferences can be linked to Active Directory at dif-

ferent levels (sites, domain, OU) and directed to users and/or computers.  

When using multiple Group Policy Objects, the processing order is always: Local, Site, Domain, 

OU. The last effective Group Policy Object wins, but higher-level administrators can always en-

ǎǳǊŜ ǘƘŜƛǊ ŘƛǊŜŎǘƛǾŜǎ άǿƛƴέ by using the ά9ƴŦƻǊŎŜŘέ setting upon a GPO. 

Group Policy Objects indirectly change registry settings. Microsoft provides Administrative 

Templates (*.adm, admx) which affect operating system settings, and some applications like 

Microsoft Office or App-V. If necessary, it is possible to create additional templates by creating 

an ADM or ADMX files, but those come with their own management challenge.. 

5.7.5 Licensing 

No additional licenses are needed to get started with Group Policy Objects and/or Group Policy 

Preferences. The default Windows Client Access License is enough. 

5.8 POLICYPAK SOFTWARE 

5.8.1 Introduction 

PolicyPak Professional delivers application and operating system settings to users whenever 

Group Policy applies (logon, reboot, and in the background.) PolicyPak can deliver settings for 

just about any application:  those which store their settings in the Registry, INI files, XML files, 

W{ ŦƛƭŜǎΣ ƻǊ ŀƴȅ ƻǘƘŜǊ ŦƻǊƳŀǘǎ όǘƘŀǘ aƛŎǊƻǎƻŦǘΩǎ ōǳƛƭǘ-in Group Policy and ADM/ADMX templates 

simply cannot manage.) PolicyPak has pre-configured Paks to configure common applications 

like Firefox, Flash Player, Java JRE, Acrobat Reader, Acrobat Pro, Lync Client, Autocad, Shock-

wave and dozens more. PolicyPak comes with the PolicyPak Design Studio which enables ad-

mins to quickly create their own Paks and manage their own in-house applications. 

tƻƭƛŎȅtŀƪΩǎ !ǇǇ[ƻŎƪ ŦŜŀǘǳǊŜ Ŏŀƴ ƎǊŀȅ ƻǳǘ ƻǊ ƘƛŘŜ Ƴŀƴȅ ŀǇǇƭƛŎŀǘƛƻƴǎΩ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ǎŜǘǘƛƴƎǎ ŀǎ 

ǿŜƭƭ ŀǎ ǇŜǊŦƻǊƳ ƭƻŎƪƻǳǘ ƻƴ ŀǇǇƭƛŎŀǘƛƻƴǎΩ ŜƴǘƛǊŜ ǘŀōǎΦ ¢Ƙƛǎ ǇǊŜǾŜƴǘǎ ǳǎŜǊǎ ŦǊƻƳ ǿƻǊƪƛƴƎ ŀǊƻǳƴŘ 

its recommended application settings. 
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PolicyPak continually re-enforces applications settings whenever users are logged on to the 

ƴŜǘǿƻǊƪ όǳǎƛƴƎ DǊƻǳǇ tƻƭƛŎȅΩǎ ōŀŎƪƎǊƻǳƴŘ ǊŜŦǊŜǎƘύΣ ŀƴŘ tƻƭƛŎȅtŀƪ Ŏŀƴ ƻǇǘƛƻƴŀƭƭȅ ǊŜ-enforce 

those settings even when the user is disconnected from the network. Like Group Policy, Poli-

cyPak has both User and Computer side settings, and works in the same fashion. Settings are 

contained in GPOs and they can be linked to OUs with users or OUs with computers. 

tƻƭƛŎȅtŀƪΩǎ ǎŜǘǘƛƴƎǎ ŀǊŜ ǎƛƳǇƭȅ ŘŜƭƛǾŜǊŜŘ ŀƴŘ ǊŜ-delivered whenever a user roams to a new 

machine, uses a Terminal Server or Citrix machine or starts up a VDI machine. PolicyPak will 

deliver and re-deliver settings to applications when they are: 

¶ Installed and running on the machine (fat clients: desktops and laptops) 

¶ Installed and running on Terminal Services or Citrix XenApp 

¶ Installed and running within VDI (VMware View, Citrix XenDesktop, etc.) 

¶ 5ŜƭƛǾŜǊŜŘ ǿƛǘƘƛƴ ǾƛǊǘǳŀƭƛȊŜŘ άōǳōōƭŜǎέ ƻǊ άǎŀƴŘōƻȄŜǎέ όaƛŎǊƻǎƻŦǘ !ǇǇ-V, VMware 

ThinApp and Citrix XenApp Streaming.) 

5.8.2 Architecture 

PolicyPak is a natural fit to organizations of any size already invested in using Group Policy and 

DǊƻǳǇ tƻƭƛŎȅ tǊŜŦŜǊŜƴŎŜǎΣ ōǳǘ ƴŜŜŘ ŦƛƴŜ ƎǊŀƛƴŜŘ ŎƻƴǘǊƻƭ ƻŦ ŀǇǇƭƛŎŀǘƛƻƴǎΩ ǎŜǘǘƛƴƎǎΦ tƻƭƛŎȅtŀƪΩǎ 

ŘƛǊŜŎǘƛǾŜǎ ŀǊŜ ŎǊŜŀǘŜŘ ǳǎƛƴƎ aƛŎǊƻǎƻŦǘΩǎ ƴŀǘƛǾŜ Dta/ ŀƴŘ DǊƻǳǇ tƻƭƛŎȅ editor (and not another 

console) and stores its directives directly within new or existing GPOs (and not a database.)  

In short, PolicyPak requires absolutely no architecture at all beyond having Domain Controllers 

(of any kind and any mix.) 

Because PolicyPak utilizes Group Policy as the transport, it can safely scale to hundreds of 

thousands of machines and requires absolutely no databases or infrastructure to add. This has 

the added benefit of being up and running quickly, and Active Directory administrators already 

know how to use it. 

tƻƭƛŎȅtŀƪΩǎ ŘƛǊŜŎǘƛǾŜǎ ŀǊŜ ǎƛƳǇƭȅ ǎǘƻǊŜŘ ƛƴ Dthǎ ŀƴŘ ŘŜƭƛǾŜǊŜŘ ƴŀǘǳǊŀƭƭȅ ǘƻ ǘƘŜ ŎƭƛŜƴǘΦ tƻƭi-

ŎȅtŀƪΩǎ ŘƛǊŜŎǘƛǾŜǎ ŀǊŜ ǊŜŀŘ ŀƴŘ ǇǊƻŎŜǎǎŜŘ ōȅ tƻƭƛŎȅtŀƪΩǎ DǊƻǳǇ tƻƭƛŎȅ ŎƭƛŜƴǘ-side-extension in-

stalled on all machines to be managed (Windows XP and later). PolicyPak is a true Group Policy 

client-side-ŜȄǘŜƴǎƛƻƴ όƭƛƪŜ ǘƘŜ DǊƻǳǇ tƻƭƛŎȅ tǊŜŦŜǊŜƴŎŜǎύ ŀƴŘ ƛǎ ƴƻǘ άŀƎŜƴǘ ōŀǎŜŘΦέ  

PolicyPak is compatible with Microsoft Advanced Group Policy Management (AGPM) as well as 

other Group Policy chanƎŜ ƳŀƴŀƎŜƳŜƴǘ ǘƻƻƭǎΦ tƻƭƛŎȅtŀƪΩǎ Ǝƻŀƭ ƛǎ ǘƻ ƘŀǾŜ ƳŀȄƛƳǳƳ ŦƭŜȄƛōƛƭƛǘȅ 

and interoperability, enable administrators to follow existing Microsoft best practices, and lev-

ŜǊŀƎŜ ŀ ŎƻƳǇŀƴȅΩǎ ŜȄƛǎǘƛƴƎ ƛƴǾŜǎǘƳŜƴǘ ƛƴ ǇǊƻǾŜƴ aƛŎǊƻǎƻŦǘ ǘŜŎƘƴƻƭƻƎȅΦ 
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.  

5.8.3 Benefits in Conjunction with Group Policy / Group Policy Preferences 

¶ tƻƭƛŎȅtŀƪ ǳǎŜǎ DǊƻǳǇ tƻƭƛŎȅ ŀǎ ƛǘǎ άǘǊŀƴǎǇƻǊǘέΦ !ƭƭ ƴŀǘƛǾŜ ǘƻƻƭǎ όDta/Σ DtŜŘƛǘΣ 

DtǳǇŘŀǘŜΣ DtǊŜǎǳƭǘΣ Dta/ wŜǇƻǊǘǎΣ ŀƴŘ aƛŎǊƻǎƻŦǘΩǎ !Dtaύ ŀƭƭ ǿƻǊƪ ǿƛǘƘ tƻƭƛŎȅtŀƪΦ 

¶ PolicyPak can deliver settings beyond traditional ADM and ADMX templates and what 

Group Policy Preferences can deliver.  PolicyPak can deliver complex Registry settings, 

LbLΣ ·a[Σ W{Σ ŀƴŘ Ƨǳǎǘ ŀōƻǳǘ ŜǾŜǊȅ ƻǘƘŜǊ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǎŜǘǘƛƴƎǎ ǘȅǇŜΦ 

¶ PolicyPak includes preconfigured Paks to get administrators started quickly with doz-

ens of many popular applications.  

¶ Included PolicyPak Design Studio to quickly create your own Paks for in-house and 

home-grown applications. 

¶ Keeps working -- even when users are working off-line and not on the network. (Regu-

lar Group Policy / Group Policy Preferences does not do this.) 

¶ Reverts settings correctly when they no longer apply. (Regular Group Policy / Group 

Policy Preferences does not do this for applications.) 

¶ Delivers settings to desktops, laptops, Terminal Services, XenApp, virtual desktops 

(XenDesktop and VMware View), and virtual applications (Microsoft App-V, ThinApp, 

Citrix Streaming). (Regular Group Policy / Group Policy Preferences cannot do this.) 

¶ Lock down applications and settings so users so they cannot work around IT policies. 

(Regular Group Policy / Group Policy Preferences does not do this.) 

¶ ¦ǎŜǊ LƴǘŜǊŦŀŎŜ ƛǎ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ ƴƻǊƳŀƭ Dta/ ŀƴŘ DǊƻǳǇ tƻƭƛŎȅ ŜŘƛǘƻǊΣ ŀƴŘ ŀǇǇƭi-

cations to be managed look like the target application. 
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5.8.4 Solution 

PolicyPak Application Manager Professional: http://www.policypak.com/products/policypak-

professional-a-policypak-design-studio.html ŀƴŘ tƻƭƛŎȅtŀƪΩǎ tǊŜŎƻƴŦƛƎǳǊŜŘ tŀƪǎ όƛncluded with 

PolicyPak, and updated frequently): http://www.policypak.com/products/  

5.8.5 Interoperability 

PolicyPak delivers application settings and works in conjunction with the following technology 

categories and products:  

Application Virtualization Technology:  

¶ Microsoft App-V (Link to video.), VMware ThinApp (Link to video.)  

¶ Citrix Xenapp Streaming  

Application Deployment Solutions:  

¶ Traditional Installation (MDT, SCCM, LanDesk, etc. ) 

¶ Group Policy Software Installation,  

¶ Microsoft Terminal Services (Remote Desktop Services), Citrix XenApp (Link to video.)  

Group Policy Change Management Solutions:  

¶ Microsoft AGPM (Advanced Group Policy Management) (Link to video.)  

¶ ScriptLogic Active Administrator (Link to video.), Quest GPOadmin (Link to video.)  

 

http://www.policypak.com/products/policypak-professional-a-policypak-design-studio.html
http://www.policypak.com/products/policypak-professional-a-policypak-design-studio.html
http://www.policypak.com/products/
http://www.policypak.com/technology-and-downloads/manage-appv-sequences-with-group-policy-and-policypak.html
http://www.policypak.com/technology-and-downloads/policypak-extends-group-policy-to-vmware-thinapp.html
http://www.policypak.com/technology-and-downloads/policypak-enhances-xenapp-with-group-policy.html
http://www.policypak.com/technology-and-downloads/policypak-works-with-microsoft-agpm-advanced-group-policy-management.html
http://www.policypak.com/technology-and-downloads/policypak-works-with-scriptlogic-active-administrator.html
http://www.policypak.com/technology-and-downloads/quest-gpoadmin-works-with-policypak.html
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Group Policy-based Privilege Management Utilities:  

¶ BeyondTrust PowerBroker (Link to video) , Avecto Privilege Guard (Link to video)  

¶ Viewfinity Privilege Management (Link to video.), ScriptLogic Privilege Authority (Link 

to video.) 

VDI Solutions:  

¶ VMware View (Link to video.), Citrix XenDesktop (Link to video.) 

Profile management solutions: 

¶ VMware Persona, Citrix Profile Management, Most other UEM solutions 

5.8.6 Licensing 

PolicyPak is licensed per computer account in Active Directory. PolicyPak can be licensed per 

OU, multiple OUs (parent-child, or non-contiguous), or for an entire domain. 

5.9 QUEST 

5.9.1 Introduction 

Quest vWorkspace is the result of an acquisition in 2007 by Quest of a company called Provi-

sion Networks. Founded in 2004, Provision Networks aimed to reduce the adoption barriers of 

virtual desktop deployment and application delivery, through cutting-edge technologies that 

address the end-to-end requirements of global deployments. Quest vWorkspace delivers vir-

tual applications and desktops from multiple hypervisors, Remote Desktop Services and blade 

PCs through a single user access point and management center. 

5.9.2 Benefits 

¶ vǳŜǎǘ Ǿ²ƻǊƪǎǇŀŎŜ ƛǎƴΩǘ ŦƻŎǳǎŜŘ ƻƴ ¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜƳŜƴǘ ōǳǘ ƛǘ Ƙŀǎ ŀ ǎƳŀƭƭ 

ǎŜǘ ƻŦ ŎŀǇŀōƛƭƛǘƛŜǎ ƛƴ ǇƭŀŎŜ ǿƛǘƘƻǳǘ ŀƴȅ ŀŘŘƛǘƛƻƴŀƭ ŎƘŀǊƎŜΦ ¢Ƙƛǎ ƛǎ ŎŀƭƭŜŘ ǘƘŜ άaŜǘŀtǊo-

ŦƛƭŜǎέ feature and it will capture settings at logoff and recreates them at logon. Bene-

fits 

¶ ¢ƘŜ ŎǳǎǘƻƳŜǊ ŘƻƴΩǘ ŀƭǿŀȅǎ ƴŜŜŘ ŀƴ ¦9a ǎƻƭǳǘƛƻƴ ƛƴ ŀŘŘƛǘƛƻƴ ǘƻ ǘƘŜƛǊ ŘŜǎƪǘƻǇ ǾƛǊǘǳŀl-

ization product when they use vWorkspace and that saved money while improve user 

management. 

¶ Manage user environment settings (drive mappings, printers, registry keys) without 

login scripts 

¶ dynamically make the user a local admin in a virtual desktop (or not) at connect time 

¶ Dynamically build the start menu 

¶ Location based printing 

http://www.policypak.com/technology-and-downloads/policypak-enhances-beyondtrust-powerbroker-desktops-windows-edition-privilege-manager.html
http://www.policypak.com/technology-and-downloads/policypak-complements-avecto-privilege-guard.html
http://www.policypak.com/technology-and-downloads/policypak-complements-viewfinity-privilege-management.html
http://www.policypak.com/technology-and-downloads/policypak-bolsters-scriptlogic-privilege-authority.html
http://www.policypak.com/technology-and-downloads/policypak-bolsters-scriptlogic-privilege-authority.html
http://www.policypak.com/technology-and-downloads/policypak-supplements-vmware-view.html
http://www.policypak.com/technology-and-downloads/policypak-expands-xendesktop.html
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5.9.3 Functionality 

Quest vWorkspace offers control of the usual user environment settings (drive mapping, print-

ŜǊǎΣ ǊŜƎƛǎǘǊȅ ƪŜȅǎΣ ǎŎǊŜŜƴǎŀǾŜǊǎΣ ǎŜŎǳǊƛǘȅ ǇƻƭƛŎƛŜǎΣ ŜǘŎΧύ ŀƴŘ ŀƭǎƻ ǎƻƳŜ ǇŜǊǎƛǎǘŜƴŎŜ ƻŦ ǳǎŜǊ ǇǊo-

file changes between sessions in our MetaProfiles feature. All of these settings can be targeted 

based on client name, IP, user name or group or OU. The settings can be applied to Terminal 

Servers/Session Hosts or VDI.  

This will allow to deploy a dynamically-generated and configured Windows desktop across 

multiple virtualization technologies for a blended delivery, allowing lower costs, more control 

and security, and management of the level of personalization possible by the user. 

5.9.4 Architecture 

The connection broker is called the vWorkspace Connection Broker. Other components are a 

vWorkspace configuration database, vWorkspace web interface and vWorkspace SSL gateway 

server. The protocol that is used to connect to the desktop is the regular RDP protocol. For a 

better (graphics) performance over WAN the EOP protocol (Experience Optimized Protocol) 

can be used. 

5.9.5 Licensing 

The UEM features are not sold separately but only available as part of Quest vWorkspace. 

Quest vWorkspace is available in 2 types of licenses: The Desktop Services Edition and Enter-

prise Edition. Both are available as concurrent and device based licenses 

5.10 RES SOFTWARE 

5.10.1 Introduction 

The boundaries between work and life have blurred, and people expect consistent access to 

ŎƻǊǇƻǊŀǘŜ ǎŜǊǾƛŎŜǎ ŦǊƻƳ ǿƘŜǊŜǾŜǊ ǘƘŜȅ ŀǊŜΣ ƻƴ ǘƘŜ ŘŜǾƛŎŜ ǘƘŜȅΩǊŜ ǳǎƛƴƎτdesktops, laptops, 

deǾƛŎŜǎ ŀƴŘ ǎƭŀǘŜǎΦ  ¢ƘŜǎŜ ŜȄǇŜǊƛŜƴŎŜǎΣ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ ǘƘŜ ΨIȅōǊƛŘ 5ŜǎƪǘƻǇΩ ŎǊŜŀǘŜ ŀ ƎǊƻǿƛƴƎ 

challenge for IT to deliver a consistent workspace experience.  As users transition between dif-

ferent contexts, IT is also faced with a broad complexity of security, performance and support 

challenges.  These challenges must be answered with a centrally controlled, flexible, simple so-

lution designed to provide a consistent workspace to the user, that understands their context 

beyond user name, and that reacts to that context with dynamic services. 

5.10.2 Functionality 

¢ƻŘŀȅΩǎ ƳƻŘŜǊƴ hǊƎŀƴƛȊŀǘƛƻƴǎ ŀǊŜ ŎƘŀǊǘŜǊŜŘ ǿƛǘƘ ŘƻƛƴƎ ƳƻǊŜ ǿƛǘƘ ƭŜǎǎΦ  ¢Ƙƛǎ ƳŜŀƴǎ ƭŜǎǎ ōǳŘg-

et, resource, infrastructure and even people, to manage an increasingly complex landscape of 

users, working scenarios, security models and application services.  Service Orchestration ena-
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bled by the automation of tasks, modules and entire runbooks are a necessity to deliver on the 

modern SLA.  As automation requirements are driven to new levels, it is even more important 

to understand dynamic Context changes that users, devices, applications and data experience.  

The modern automation model must recognize these shifts in context, and react to new envi-

ronments without constant Administrative intervention.  This creates a requirement for capa-

bilities beyond traditional management and identity layers. 

5.10.3 Benefits 

RES Software believes that users who have access to the right information on their chosen de-

vice can be the most productive, wherever they choose to work.  As organizations deploy Win-

dows 7, adopt client virtualization, or shift to hosted client experiences, RES enables IT to pro-

vide consistent, secure, user centric client experiences while reducing complexity with simple 

automation.  

The Dynamic Desktop Studio from RES Software improves the Windows experience, and pro-

vides simple management capabilities to manage context aware personal user workspaces 

that significantly enhance the user experience with increased security, performance and con-

text aware services. 

Dynamic Desktop Studio delivers the automation of Tasks beyond the traditional command 

line.  DDS bridges client, datacenter, physical, virtual and cloud services with centrally man-

aged, relationship oriented tasks, modules and runbooks.  DDS automates the ability to con-

sistently provision complex tasks across an unlimited number of repositories by a range of IT 

staff levels with centralized automation, auditing and delegation of control.  

In summary Dynamic Desktop Studio improves the Windows experience with simplified man-

agement and context aware services supported by a highly automated infrastructure fabric, 

and a user provisioned Self Service Catalog.  

I ñTodayôs IT administrators have a number of challenges across a broad range of infrastructures. From 

Windows 7 migrations to, or the pressures coming from users in the consumerization of IT 

movement, to lowering their costs, organizations must re -evaluate how they are managing their 

users in these new working styles. RES Software helps IT provide enterprise class workspace 

management capabilities that simplify how they manage users, and delivers context-aware capa-

bilities to desktops that will prove critical as users become more mobile.ò 
Andrew McMurray, Principal Technology Solution Professional, Microsoft Corporation 
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5.10.4 RES Virtual Desktop Extender (VDX) 

As an industry first, reverse seamless VDX technology provides the unique ability to deliver lo-

cal application and data experiences to remote, hosted virtual desktops.  As the industry expe-

riences Consumerization trends such as BYoPc/BYoT/BYoD ς these  present  administrators 

with in increased pressure to support user requirements.  These include applications that a us-

ŜǊ ǿŀƴǘǎ ǘƻ ǳǎŜΣ ƻƴ ǘƘŜƛǊ ŎƘƻǎŜƴ ŘŜǾƛŎŜΦ  w9{ {ƻŦǘǿŀǊŜΩǎ ±5· ŎŀǇŀōƛƭƛǘȅ ŘŜƭƛǾŜǊǎ ǘƘŜ ǳǎŜǊ ǇǊŜf-

erence ς or user installed applications, to a centrally managed virtual desktop.  

5.10.5 RES Baseline Desktop Analyzer 

As an industry first, RES BDA is an online, Microsoft Windows Azure-based service that allows 

desktop administrators to quickly gain visibility into their client infrastructure through a rich 

analysis of their user environment. User context aware, Baseline Desktop Analyzer is agentless, 

easy to deploy and requires no backend configuration. The reports from Baseline Desktop Ana-

lyzer are analyzed through scalable Windows Azure services, and empower organizations with 

the necessary data to make critical decisions about their desktop transformation initiatives, 

like Application virtualization (App-V), Windows 7 migrations, Citrix XenApp rollouts and even 

VDI. 

In addition to BDA providing rich PDF reports to assit in planning, the user centric sample data 

generated from BDA integrates with RES Workspace Manager Express, as well as Workspace 

Manager to assist Administrators in designing workspace experiences based on a users per-

sonalized desktop.  This includes their application usage, network connectivity, printers and 

other network relationships such as domains or roaming configurations. 

5.10.6 RES Workspace Manager Express 

RES Software is the first in the industry to offer a free and unlimited user workspace manage-

ment tool. RES Workspace Manager Express allows you to create a workspace by managing a 

ǳǎŜǊΩǎ ǇŜǊǎƻƴŀƭƛȊŀǘƛƻƴΣ Řŀǘŀ ŀƴŘ ǎŜǘǘƛƴƎǎ ǎŜǇŀǊŀǘŜ ŦǊƻƳ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ƘŀǊŘǿŀǊŜΣ ŘŜƭƛǾŜǊȅ Ǉƭŀt-

form and operating system. Workspace Manager Express begins the transformation of an or-

ƎŀƴƛȊŀǘƛƻƴΩǎ ŘŜǎƪǘƻǇ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƴǘƻ ŎŜƴǘǊŀƭƭȅ ƳŀƴŀƎŜŘ ǳǎŜǊ ǿƻǊƪǎǇŀŎŜǎ ǘƘǊƻǳƎƘ ŀ ƎǳƛŘŜŘ 

step-by-step approach.  Built on full Workspace Manager code, Express: 

¶ Free, and includes unlimited user support 

¶ Introduces centralized user workspaces and empowers IT to eliminate login scripts and 

simplify the complexity of managing users. It empowers administrators to make 

changes predictable through an easy-to-use console.  Express also support the user 

centric data from RES BDA, to assist in the creation of use workspaces. 

¶ Enables Administrators to begin provisioning basic resources such as printers, drives 

and application settings, so they follow users and adapt as their context changes 
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Decreases the time to deliver desktop services, introduces user state management, and im-

proves the automation of existing desktop management infrastructures 

5.10.7 RES Workspace Manager 

Workspace Manager 2011 enables IT to simply manage the context of a roaming user, applica-

tion complexity and client migrations by delivering a personalized workspace from a central-

ized policy based platform.    

Through simplified management, Workspace Manager simplifies the administration of desk-

tops, and reduces the effort required to define and manage a user workspace.  Workspace 

Manager empowers administrators to centrally control user workspace experiences by making 

change predictable.  End users benefit from this simplification with better performing, reliable 

desktops that work where they want to do their jobs.  Similar to Express, Workspace Manager 

supports the user centric data from RES BDA, to assist in the creation of use workspaces. 

²ƻǊƪǎǇŀŎŜ aŀƴŀƎŜǊ ǘǊŀƴǎŦƻǊƳǎ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŘŜǎƪǘƻǇ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƴǘƻ ŎŜƴǘǊŀƭƭȅ Ƴŀn-

aged user workspaces using a guided step-by-step approach to migration.  Workspace Manag-

er empowers Administrators to provide context aware policies for application, data, peripheral 

ŀƴŘ ƴŜǘǿƻǊƪ ǎŜŎǳǊƛǘȅΦ  9ƴŘ ǳǎŜǊǎ ǎƛƳǇƭȅ ŦƛƴŘ ǘƘŜƛǊ ǊŜǎƻǳǊŎŜǎ ΨŦƻƭƭƻǿΩ ǘƘŜƳ ǿƘŜǊŜǾŜǊ ǘƘŜȅ 

choose to work. 

 Workspace Manager improves the Windows experience.  Administrators deliver a more relia-

ōƭŜ ŘŜǎƪǘƻǇ ǘƘŀǘ ǊŜŘǳŎŜǎ ǘƘŜƛǊ ǎǳǇǇƻǊǘ ǾƻƭǳƳŜΦ  ¦ǎŜǊǎ ŦŜŜƭ ǘƘŜƛǊ t/ ΨƪŜŜǇǎ ǿƻǊƪƛƴƎΩ ŀƴŘ ƘŜƭǇǎ 

them get their job done with the apps they need.  Workspace Manager decreases the time to 

deliver desktop services, protects the desired state of systems, and increases the automation 

of existing desktop management infrastructure through login/out, CPU and memory optimiza-

tion 

5.10.8 RES Automation Manager 

Automation Manager 2012 centrally manages the complex daily tasks Administrators face with 

a simple interface, targeting and provisioning a variety of resources for dynamic desktop and 

datacenter environments.   

Automation Manager delivers the automation of Tasks beyond the traditional command line.  

Automation Manager bridges client, datacenter, physical, virtual and cloud services with cen-

trally managed, relationship oriented tasks and runbooks.  Automation Manager provides the 

ability to consistently provision complex tasks across an unlimited number of repositories by a 

range of IT staff levels with centralized automation, auditing and delegation of control. 

Automation Manager provides lifecycle management to network resources.  Automation Man-

ager allows Administrators to provision new services, maintain production resources with sim-

plified automation, and reflect the ever changing needs of IT.  Automation Manager  allows or-
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ganizations to increase their capacity through an efficient tiered dispatcher hierarchy, and 

support ever growing service request complexity with simplified infrastructure management. 

Automation Manager reduces help desk calls and desk side visits by providing an IT Service 

Catalog that either automatically delivers services, or through a Self Service catalog for end us-

ers, all based on business rules.  With automated delivery these changes are reflected immedi-

ately in the users context aware workspace without any help desk assistance. 

5.10.9 RES Dynamic Desktop Studio 

RES Software believes that users who have access to the right information on their chosen de-

vice can be the most productive, wherever they choose to work.  As organizations deploy Win-

dows 7, adopt client virtualization, or shift to hosted client experiences, RES enables IT to pro-

vide consistent, secure, user centric client experiences while reducing complexity with simple 

automation.  

RES Software combines RES Workspace Manager and RES Automation Manager into single 

product suite, RES Dynamic Desktop Studio. While Dynamic Desktop Studio is a combination of 

both products with all functionalities, Dynamic Desktop Studio Lite is a combination of the 

Composition & Personalization Module of Workspace Manager and Task Automation / Re-

source Provisioning of Automation Manager and growths to Dynamic IT. 

The Dynamic Desktop Studio from RES Software improves the Windows experience, and pro-

vides simple management capabilities to manage context aware personal user workspaces 

that significantly enhance the user experience with increased security, performance and con-

text aware services. 

Dynamic Desktop Studio delivers the automation of Tasks beyond the traditional command li-

ne.  DDS bridges client, datacenter, physical, virtual and cloud services with centrally managed, 

relationship oriented tasks, modules and runbooks.  DDS automates the ability to consistently 

provision complex tasks across an unlimited number of repositories by a range of IT staff levels 

with centralized automation, auditing and delegation of control.    

Note from the author:  RES Dynamic Desktop Studio contains a strong and important suite of 

solutions. Solutions which are important to create a Dynamic User Workspace focusing on the 

user and not the device. The focus of this whitepaper is User Workspace Management and 

therefor the feature compare matrix in Chapter 6 has focus on RES Workspace Manager, in this 

ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ ǿƘƛǘŜǇŀǇŜǊ !ǳǘƻƳŀǘƛƻƴ aŀƴŀƎŜǊ ƛǎƴΩǘ ƛƴŎƭǳŘŜŘΦ 

5.10.10 Features of Workspace Manager 

RES Workspace Manager lets you pick the level of management and control you want for your 

organization, today. You can always upgrade as your organization grows or needs new fea-

tures. Select from the following modules: 
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¶ Composition & Personalization 

The Composition & Personalization Module of Workspace Manager is your first step to a 

fully secured and controlled desktop infrastructure for users. It provides contextςaware 

and centrally managed workspaces for your users that contain all of the right applications, 

data, printing and personal settings that are essential for their success. IT professionals can 

process any changes and preview their impact from a single central console before altering 

ŀ ǳǎŜǊΩǎ ǿƻǊƪǎǇŀŎŜΦ 

¶ Advanced Administration 

The next step after enabling personalized desktops is gaining control and insight into your 

deployed workspaces. Improve your ability to manage your infrastructure with clear logs 

of changes, current status reporting, and license usage data from all users. This module al-

so makes it possible to open or restrict the management console for different administra-

tive roles and create real-time configuration reports. Plus, it supports administrators in 

managing different application delivery techniques. 

¶ Security & Performance 

Deliver a personalized desktop according to company business rules and compliance. 

Building upon the previous modules, enabling security prevents users from unauthorized 

actions such as executing certain applications and the use of removable disks. You can add 

ƻǊ ǊŜƳƻǾŜ ǘƘŜǎŜ ǊŜǎǘǊƛŎǘƛƻƴǎ ōŀǎŜŘ ƻƴ ŀ ǳǎŜǊΩǎ ŎƻƴǘŜȄǘΦ 

5.10.11 Functionality of Workspace Manager 

Desktop Transformation: Transform any existing desktop infrastructure into managed user 

workspaces with an intuitive wizard. 

¶ Clear insight into important data 

¶ Migration without user impact 

Application Management: Expose the right application at the right time and the right place for 

the right user. 

¶ Centralize control over application accessibility 

¶ Limit the number of application packages 

Zero Profile Technology: Store and apply user settings real time and per application outside 

the user profile. 

¶ Eliminate roaming profiles 

¶ Enable multiple desktop platforms  
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Workspace AnalysisΥ !ƭƭƻǿ L¢ ǘƻ ǊŜǾƛŜǿ ŀ ǳǎŜǊΩǎ ǿƻǊƪǎǇŀŎŜΣ ǎƘƻǿƛƴƎ ŀƭƭ ǎŜǘǘƛƴƎǎ ŦǊƻƳ ŜŀŎƘ 

specific user. 

¶ Decrease resolution time for the helpdesk 

¶ Focus on strategic activities  

Folder Synchronization: Manage how and when files and folders are synchronized to mobile 

desktops. 

¶ Enable offline use of desktops by mobile workers 

Email TemplatesΥ !ŘƳƛƴƛǎǘŜǊ ŀƭƭ ǳǎŜǊǎΩ Ƴŀƛƭ ǇǊƻŦƛƭŜǎ ŦǊƻƳ ŀ ǎƛƴƎƭŜ ǇƻƛƴǘΦ !ƭǎƻ ŀ ŎŜƴǘǊŀƭ Ǉƻƛƴǘ ǘƻ 

control e-mail signatures and disclaimers for Microsoft Outlook. 

¶ Eliminate administrative overhead 

¶ Enforce and manages corporate signatures 

Delegation of Control: Allow multiple system administrators within designated areas of the 

console. 

¶ Empower the business outside of IT 

¶ Improve delivery and uptime 

Remote Application Integration: Support publishing directly to CitrixXen App and MTS Re-

moteApp. 

¶ Simplify administration of heterogeneous application delivery infrastructures  

Instant Reporting: Create documentation of Workspace Manager with a single click and export 

as a PDF. 

¶ Save valuable time for administrators 

¶ Provide essential documentation 

Compliancy: Provide detailed information on changes on any object in RES Workspace Manag-

er. 

¶ Provide insight into changes made by administrators 

¶ Meet compliancy requirements 

Tracking and Reporting: Provide insight in application, session, website and license usage. 

Manage and report the number of people that are allowed to use an application. 

¶ Enforce license compliancy for various licensing models 

¶ Prevent overspending on licenses 
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Removable Disk Control: Control permissions for use of removable disks for specific people in 

specific locations. 

¶ Protect corporate data from being copied to removable disks 

Application Access:  Prevent access to and use of unauthorized applications. Only expose 

authorized applications. 

¶ Create a secure, reliable and safe workspace for any user based on their context 

Network Security:  Prevent unauthorized applications from communicating directly with other 

applications and / or services running on remote computers. 

¶ Protect the front door of the corporate IT infrastructure 

User Installed Applications: Allow specific end-users to install software on a computer. Also 

report what has been installed. 

¶ Decrease administrative workload without losing control 

¶ Provide important flexibility to knowledge workers through self-servicing 

¶ Dynamic privileges: Elevate or restrict rights for applications while maintaining default 

privileges for the user. 

Dynamic Privileges: Dynamic Privileges allow IT professional to have users work with normal 

user privileges and only elevate those processes to the appropriate level to perform tasks that 

require administrator privileges. More companies are striving to implement the principle of 

least privilege. Also some Windows XP applications malfunction on the more restricted Win-

dows 7 operating system 
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5.10.12 Architecture 

 

 

The composer, local cache, agent and filter drivers are all part of a single RES Workspace Man-

ager Client installation. The client is lightweight and well designed to operate in both single 

and multi-user environments. 

5.10.13 Licensing 

Workspace Manager offer two license types: named user licensing and concurrent user licens-

ing. Where concurrent licensing is mainly used in virtual desktop environments and named us-

er licensing for mobile workers (laptops). E.G. when a user works on a laptop and connects to a 

Virtual Desktop a named user is sufficient to work on both with Workspace Manager as the li-

cense is associated to the username. 

Customers can mix concurrent and named users in one Workspace Manager environment, but 

they both need to contain the same modules (edition). It is not possible to have different 

modules for different groups of users. E.G. Mobile users (laptop): Composition and Personali-

zation. XenDesktop users: Composition & Personalization. Advanced Administration - Security 

and Performance. In that case every user needs all three modules.  

As of October 2011, RES Software now also offers a free RES Workspace Manager Express Edi-

tion without any user amount limit. The basic functionality of the leading User Environment 

Management solution offers logon script replacement, profile management and desktop trans-

formation capabilities. Upgrading from Express to a Bronze, Silver or Gold Edition only requires 

a license key import and off you go. 
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5.11 SCENSE 

5.11.1 Introduction 

Scense founded in the Netherlands has created a unique technology to configure in a dynamic 

way, ready to use Windows based applications and provision them in real-time, to personal-

ized Workspaces (physical or virtual), whereby the personal settings will  be applied wherever 

the users choose to work. 

The Scense Workspace Management Solution is a set of technologies that decouples the layers 

of the client environment that are unique to the user (i.e., data, setting, personalization, and 

ŀǇǇƭƛŎŀǘƛƻƴǎύ ŦǊƻƳ ǘƘŜ ƳŀŎƘƛƴŜ ƻƴ ǿƘƛŎƘ ǘƘŜ ǳǎŜǊΩǎ ǿƻǊƪƛƴƎ ŜƴǾƛǊƻƴƳŜƴǘ ǊǳƴǎΦ 

The decoupling process allows the workspace to be independent of (although not necessarily 

agnostic to) the underlying host operating system. This allows users to use a corporate-

managed workspace on different types of platforms. The Scense Workspace Management So-

ƭǳǘƛƻƴ ƳŀƴŀƎŜǎ ǘƘŜ ǳǎŜǊΩǎ ǿƻǊƪǎǇŀŎŜ όǇŀǘŎƘΣ ƳŀƴŀƎŜ ŀƴŘ ŘŜǇƭƻȅ ŀǇǇƭƛŎŀǘƛƻƴǎΣ ƳŀƴŀƎŜ ǳǎŜǊ 

settings, data access, printing, backup, recover, etc.), allowing users to access a portable, man-

aged corporate working environment. 

Because the Scense Workspace Management Solution allows the workspace to execute on the 

host (as opposed to hosted virtual desktops, which execute in de data center), users can have 

a device-independent workspace, while leveraging local processing power and working offline. 

The Scense Workspace Management Solution provides management capabilities to help se-

ŎǳǊŜΣ ǳǇŘŀǘŜΣ ƳŜŀǎǳǊŜ ŀƴŘ ǊŜŎƻǾŜǊ ǘƘŜ ǳǎŜǊΩǎ ǿƻǊƪǎǇŀŎŜ 

All your IT management challenges are addressed whether they relate to virtual and physical 

desktops/laptops, application virtualization and delivery or the virtualization of user profiles. 

With Scense, end-users are empowered, but ultimate control remains firmly in the hands of 

the CxO 

5.11.2 Solution 

Scense has created a technology to configure in a dynamic way, ready to use Windows based 

applications and provision them in real-time, to personalized Workspaces (physical or virtual), 

whereby the personal settings will  be applied wherever the users choose to work. 

¢ƘŜ ŎƻǊŜ ǾŀƭǳŜ ƻŦ {ŎŜƴǎŜ ƛǎ ƛƴ ά!ǇǇƭƛŎŀǘƛƻƴ ŀƴŘ ²ƻǊƪǎǇŀŎŜ tŜǊǎƻƴŀƭƛȊŀǘƛƻƴέ ŎƻƳōƛƴŜŘ ǿƛǘƘ 

ά/ƻƴŦƭƛŎǘ ŦǊŜŜ !ǇǇƭƛŎŀǘƛƻƴ ǇǊƻǾƛǎƛƻƴƛƴƎέ ŀƴŘ ǘƘŜ ǳƴƛǾŜǊǎŀƭ ǎǳǇǇƻǊǘ ŦƻǊ ŀƭƭ ƳŀƧƻǊ !ǇǇƭƛŎŀǘƛƻƴ ±ƛr-

tualization vendors, Windows Installer and legacy installations. All managed through one easy 

to use central management console for your entire IT desktop infrastructure. The combinati-

ons of these functionalities are distinctive to Scense. 
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5.11.3 Functionality 

Workspace Personalization 

{ŎŜƴǎŜ ά²ƻǊƪǎǇŀŎŜ tŜǊǎƻƴŀƭƛȊŀǘƛƻƴέ ŜƴŀōƭŜǎ ŀƴ L¢ ŀŘƳƛƴƛǎǘǊŀǘƻǊ ǘƻ ŘŜŎƻǳǇƭŜ ǘƘŜ ƭŀȅŜǊǎ ƻŦ ǘƘŜ 

client environment that are unique to the user from the computer device on which the end-

user is working. This allows users to be independent of the computer and place where they will 

be working. End-users will always have their personalized Workspace, optimized for their cur-

ǊŜƴǘ ŎƻƴǘŜȄǘ ŀƴŘ ǇŜǊǎƻƴŀƭƛȊŜŘ ǘƻ ŜǾŜǊȅƻƴŜΩǎ ǳƴƛǉǳŜ ǿŀȅ ƻŦ ǿƻǊƪƛƴƎΦ  

Dynamic Application Control  

{ŎŜƴǎŜΩǎ ǳƴƛǉǳŜ ά5ȅƴŀƳƛŎ !ǇǇƭƛŎŀǘƛƻƴ IŀƴŘƭƛƴƎέ ŜƴŀōƭŜǎ ŀƴ L¢ ŀdministrator to deliver and 

personalize any type of Windows application (natively installed or virtual). Applications, and 

everything that is related to an application like user settings, drive mappings and printers, are 

centrally managed and context-aware, and can there for be dynamically delivered and config-

ured accordingly to the circumstances under which a user operates. 

Conflict Free Provisioning 

{ŎŜƴǎŜ ά/ƻƴŦƭƛŎǘ ŦǊŜŜ ²ƻǊƪǎǇŀŎŜ tǊƻǾƛǎƛƻƴƛƴƎέ ƛǎ ōŀǎŜŘ ƻƴ ŀ ǘŜŎƘƴƻƭƻƎȅ ŎŀƭƭŜŘ ά!ŘŀǇǘƛǾŜ Ln-

ǎǘŀƭƭŜǊέΣ ǘƘƛǎ Ŧǳnctionality enables an on demand and in real-time conflict isolation during the 

installation of Windows Installer packages. In combination with the integration of all mayor 

application virtualization vendors, Scense always provides a 100% conflict free workspace, 

even on unmanaged PCs and without the need for a client hypervisor. 

Application Virtualization 

Scense Dynamic Application Control fully integrates with all the mayor application virtualiza-

tion vendors, Microsoft App-V, VMware ThinApp, and Symantec Workspace Virtualization. This 

integration means: 

¶ a central and single point of administration for all your applications, natively installed 

or virtual 

¶ context-aware delivery and configuration 

¶ real time configuration within an application's virtual environment 

¶ transparent user settings between all application types, natively installed or virtual 

¶ cross vendor application dependencies without repackaging 

Real time session control 

Scense gives full control over the user's workspace in real time to increase user experience, 

prevent problems and solve them as they occur. 

Bring Your Own Computer 
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Scense supports unmanaged PCs without the need for a complex to manage and expensive da-

ta center for hosted desktops or terminal server sessions. The Scense BYOC solution utilizes lo-

Ŏŀƭ ŎƻƳǇǳǘƛƴƎ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ōŜŎŀǳǎŜ ƻŦ ά!ŘŀǇǘƛǾŜ LƴǎǘŀƭƭŜǊέ ǘƘŜ .¸h/ ǎƻƭǳǘƛƻƴ ǇǊƻǾƛǎƛƻƴǎ 

workspace items 100% conflict free, and operates without the need for a client hypervisor. 

5.11.4 Architecture 

 

5.11.5 Licensing 

The Scense Workspace Management Solution is licensed per named user or per device. 

5.12 TRICERAT 

5.12.1 Introduction 

triCerat has been helping organizations ranging from 20 users to multi-national corporations 

address the complexities of virtual environments since 1997. Although the company started 

with ScrewDrivers, a product for solving the printing headache in server based computing envi-

ronments; the portfolio has grown to address all of the most common challenges in managing 

physical and virtual desktop estates.  

The Simplify Suite consists of a set of solutions that enable an administrator to easily manage 

all main aspects of the user desktop environment from one pane of glass, while overcoming 

the typical complexities found in IT environments today.  These solutions include enterprise 

profile management, application access restriction, desktop customisation, server stability and 

a true print management solution.  
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The triCerat approach remains true to its ScrewDrivers beginnings, namely to create a fully 

scalable solution that gives the right level of functionality to solve the fundamental issues 

without adding to the management complexity elsewhere. The result is that not only do com-

mon problem areas get addressed, but triCerat's approach promises that even the most junior 

of administrators can quickly get to grips with the console, ensuring customers can quickly 

adapt their IT environment to meet the changing needs of their users. 

As well as the enterprise tools that form the Simplify Suite, triCerat offers a set of point solu-

tions that offer a quick-fix to issues like slow logons from roaming profiles and the challenge of 

scanning in a server based computing environment. 

5.12.2 Functionality 

ǘǊƛ/ŜǊŀǘΩǎ {ƛƳǇƭƛŦȅ {ǳƛǘŜ ƛƴŎƭǳŘŜǎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎƻƭǳǘƛƻƴǎΥ 

PROFILE MANAGEMENT 

ǘǊƛ/ŜǊŀǘΩǎ ƘȅōǊƛŘ ǇǊƻŦƛƭŜ ǎƻƭǳǘƛƻƴ ǎƻƭǾŜǎ all common profile issues like slow logon times, profile 

corruption and bloat, while overcoming v1/v2 and 32-/64-bit profile issues encountered when 

migrating to a new OS or server platform. Registry keys are migrated into the Simplify data-

base and can be assigned rules (Save/Restore, Set, and Delete) in order to restrict profile bloat 

and ensure a fully personalized user profile. A corrupted registry setting can be replaced with 

the last known good version that was saved on the database. Folder redirection, drive map-

ping, drive restrictions, and Windows Explorer restrictions can be quickly and easily configured 

in the console.  

PRINT MANAGEMENT 

ǘǊƛ/ŜǊŀǘΩǎ ŘǊƛǾŜǊƭŜǎǎ ǇǊƛƴǘƛƴƎ ǎƻƭǳǘƛƻƴǎ ŀŘŘǊŜǎǎŜǎ ǎƭƻǿ ǇǊƛƴǘƛƴƎΣ ƴŜǘǿƻǊƪ ōŀƴŘǿƛŘǘƘ ǎǇƛƪŜǎΣ ŀƴŘ 

spooler crashes. The proprietary TMF print format achieves an average of 90% compression 

rates and the print job streaming minimizes stress on the network. This solution is superior to 

universal print drivers because it is compatible with 100% of printers, recognizes advanced 

printer functionality, and eliminates the need to install printer drivers on the server. The Active 

Directory integration enables proximity printing and through a print server fully supports print-

ing to any device (including thin clients, PDAs etc.). 

DESKTOP SECURITY & CUSTOMIZATION 

The administrator is given the tools to quickly and easily create a lock down on all aspects of 

the user environment including the desktop, start menu, and taskbar functionality. This in-

cludes the triShell OS shell replacement that offers a similar experience across access devices 

and is more secure and less memory intensive than the explorer.exe shell. 
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APPLICATION CONTROL 

triCerat uses trusted and banned lists to together with secure application signatures to control 

what applications can be accessed by the user and ensure licensing compliance. Application 

access is also location aware, allowing an application to launch depending on whether the user 

is in the office or not.  

SYSTEM PERFORMANCE 

ǘǊƛ/ŜǊŀǘΩǎ ǎȅǎǘŜƳ ǇŜǊŦƻǊƳŀƴŎŜ ŎƻƳponent ensures system stability and maximizes the number 

of quality user sessions on the server by controlling CPU and memory resources. This is par-

ticularly suited for controlling legacy and rogue applications that hoard CPU and affect all users 

on the server. Rules are set to first lower the priority and then clamp down CPU on the applica-

tion and user level until normal levels return. 

5.12.3 Benefits 

ǘǊƛ/ŜǊŀǘΩǎ ŀǇǇǊƻŀŎƘ ǘƻ ǳǎŜǊ ŜƴǾƛǊƻƴƳŜƴǘ ƳŀƴŀƎŜƳŜƴǘ ƛǎ ƴƻǘ ƻƴƭȅ ǘƻ Ŏǳǘ ǘƘŜ Ŏƻǎǘǎ ƻŦ ƳŀƴŀƎƛƴƎ 

an enterprise IT environment, but to do so at a level of complexity that even a junior adminis-

trator on the helpdesk could manage. triCerat will allow all aspects of the user environment to 

be controlled and altered based on the changing needs of users from the straightforward, 

powerful Simplify Console. triCerat offers a superior method to environment management in 

the following ways: 

Å Centralized management for controlling whole user environments. One Active Directo-

ry querying management console is shared between all solutions that comprise the 

Simplify Suite. This works with any combination of virtual or physical desktop envi-

ronments, giving administrators an accurate picture of what the user sees on their 

desktop.  

Å Group Policy and script-free management. The Simplify Suite reduces the reliance on 

policies and scripts for both setting up and managing the user environment. This re-

duces the time needed for new environment configurations and allows administrators 

to quickly apply changes required by the user without the risk of undermining baseline 

policy. 

Å Full personalization for the user and full control for the administrator. User acceptance 

of a new environment is ensured by allowing users to personalize their work environ-

ment while administers retain full control. This includes assigning rules to what parts 

of the registry are to be save/restored, set, or deleted.  

Å Solves main migration headaches when changing OS, server bit platform, access devic-

es, and virtualization technology. Migrations throw up unexpected hurdles that affect 

profiles, printing and the user desktop experience. triCerat addresses all of these is-

sues in advance and includes migration tools for bringing existing user settings into a 

new environment. 
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Å Reduces helpdesk costs by speeding resolution times. triCerat overcomes most of the 

common problems associated with managing the user environment in real-time, re-

flecting changes immediately on the desktop without requiring the user to restart their 

machine. Doing so allows administrators to assist employees in getting back to work 

quickly. 

Å Increased security of the user desktop minimizes threats. Full control of the user desk-

top allows administrators to close all potential security holes that could cause prob-

lems for the user. Should users need further flexibility, changes are simply made in the 

console. 

5.12.4 Architecture 

Simplify Suite modules need to be installed on every machine (workstation, Terminal Server, 

virtual desktop) that requires Simplify Suite functionality. The installation of all Simplify Suite 

modules comes under 100MB and can be fully automated. The Simplify database is built on a 

Microsoft SQL database, which is built on Microsoft standards and thus supports SQL cluster-

ing and maintenance plans for backup and replication. 

 

5.12.5 Licensing & Pricing 

triCerat products are sold on a per user or per server basis. Product modules that make up the 

Simplify Suite (including Simplify Profiles, Simplify Printing, Simplify Lockdown, and Simplify 

Stability) can be sold alone or as part of the Simplify Suite. During the time this document was 

going to press, triCerat was exploring a SPLA model for managed services partners 
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5.13 UNIDESK 

Note from the author: Unidesk is a great solution in the Server Hosted Desktop (VDI) space and 

creates persistent Virtual Desktops that sustain all user customization/personalization. While 

¦ƴƛŘŜǎƪ ƛǎƴΩǘ ŀ ¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜƳŜƴǘ ǎƻƭǳǘƛƻƴ as such, we believe it is wise to add 

Unidesk to this whitepaper and inform you about the functionality and potential. 

5.13.1 Introduction 

Unidesk creates persistent virtual desktops on VMware vSphere infrastructure that sustain all 

user customizations/personalization, while delivering the storage savings and single image 

management benefits of non-persistent desktops. Customers are using Unidesk in combination 

with VMware View, Citrix XenDesktop, and other brokers to simplify OS patching and applica-

tion delivery, reduce VDI storage costs, deliver a more personal user experience, and expand 

VDI use cases. 

¦ƴƛŘŜǎƪΩǎ ŘŜǎƪǘƻǇ ƭŀȅŜǊƛƴƎ ǘŜŎƘƴƻƭƻƎȅ ŜƴŀōƭŜǎ L¢ ǘƻ ƳŀƴŀƎŜ ŀll virtual desktops from one set 

of shared application and OS images for greater operational efficiency, while providing end us-

ers with desktops that are fully customizable for greater flexibility and productivity.   

¦ƴƛŘŜǎƪΩǎ ŀōƛƭƛǘȅ ǘƻ ǎƘŀǊŜ h{ ŀƴŘ ŀǇǇ ƭayers across many desktops reduces the VDI storage 

footprint up to 70% for significantly less cost, making it more affordable for SSD and hybrid 

storage arrays to solve the VDI IOPS problem.  

5.13.2 Benefits 

Cost Savings  

¶ Reduce storage requirements: Unidesk shares single images of the OS and applications 

across many virtual desktops and thin provisions user space to reduce SAN and NAS 

capacity requirements up to 70%. 

¶ Use local storage: Unidesk can provision fully recoverable virtual desktops using only 

local disk, enabling customers to radically cut costs by bringing desktop storage back 

in-line with PC storage price points. 

¶ Eliminate point tools: Unidesk eliminates the licensing and maintenance costs of pro-

file management, application virtualization, PC configuration, cloning, and de-

duplication point tools previously required to extend VDI to general purpose workers. 

¶ Reduce energy costs. By enabling customers to expand the use cases for VDI, Unidesk 

enables the replacement of more PCs with energy-efficient thin or zero clients. 
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¶ Reduce desktop support costs. Customized desktops used to be hard to fix, and re-

quire the time and expertise of Level 2 or 3 desktop administrators. With Unidesk, ser-

vice desk personnel can simply roll back user-installed applications or changes to an 

earlier snapshot to quickly repair the desktop. 

IT Benefits 

¶ Minimize complexity. Unidesk's interface, "layer cake" approach to creating desktops, 

and full feature set means fewer point tools to learn, and less time spent trying to in-

tegrate a multi-vendor VDI stack. 

¶ Simplify application packaging and delivery. Traditional application virtualization re-

quires time and business knowledge to deal with the compatibility issues caused by 

process isolation, and there are many applications that simply cannot be virtualized.  

Unidesk can package any application in a fraction of the time. Just install the app the 

way you would on a physical PC, and it can be immediately assigned to any number of 

desktops. 

¶ Reduce patching time and costs. Unidesk can deliver a virtually unlimited number of 

Windows hot fixes and application updates to all desktops in minutes, without the 

patch failure rates typical of agent-based PC management approaches. 

End User Benefits 

¶ Full, rich desktop. Unidesk provides a consistently personal desktop experience that 

ensures virtual desktop acceptance and enhances job satisfaction by making sure user 

data, profile settings, and user-installed applications survive logouts, reboots, patches, 

and upgrades. 

¶ Quickly receive new applications, updates, and patches from IT. Unidesk accelerates 

delivery of new revenue-generating applications and patches needed for security and 

compliance without time-consuming install procedures, scripting, or risk of patch fail-

ure. 

¶ Repair "broken" desktops instanǘƭȅΦ 9ƴŘ ǳǎŜǊǎ ŘƻƴΩǘ ƘŀǾŜ ǘƻ ŘŜŀƭ ǿƛǘƘ ƭŜƴƎǘƘȅ ŘŜǎƪǘƻǇ 

downtime, or worry that personal settings and data will survive an attempted repair. 
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Unidesk can roll back user-installed applications or surgically repair specific applica-

tions, leaving all user data intact. 

5.13.3 Functionality 

 

One Unified Management Solution for VDI 

Desktops are made up of User Persona, Applications, and the Operating System. Other tools 

add cost and complexity by managing only one of these components. Unidesk desktop layering 

technology virtualizes and manages all three more completely than the patchwork of point 

tools traditionally recommended for VDI. 

100% Persistent Personalization 

Profile management is the legacy way to manage user persona, and only captures part of the 

user persona. Unidesk is the modern approach purpose-built for virtual desktops that sustains 

the full user persona - including profile settings, data, and user-installed applications - so cus-

tomers can extend VDI to knowledge workers who require a custom user experience.  

Application Delivery Without Limits 

Unidesk can deliver antivirus, printers, Office plug-ins, and the many other applications that 

traditional application virtualization cannot. With Unidesk layers, IT administrators can pack-

age or patch apps once, then assign them to any or all desktops. If a mistake is made, they can 

simply roll the layer back to a previous version to undo the problem. 

Single Image OS Management 
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With all applications layered separately, it is now possible to provision all desktops from a sin-

gle, pristine Microsoft Windows gold image. With Unidesk, administrators can patch the gold 

once, and all desktops get updated. End users won't lose user customizations like they will 

with cloning solutions. Also, the patch failures common with agent-based PC configuration 

tools are no longer an issue because of how Unidesk composites the new OS layer into every 

desktop using file system and Registry virtualization. 

Less Storage, More Storage Options 

By sharing single OS and app images across many desktops and thin provisioning user layers, 

Unidesk cuts the VDI storage footprint up to 70%. Unidesk also has the ability to provision vir-

tual desktops using only local storage - personalization layer backups to NAS or file shares pro-

tects against a local host or storage failure by ensuring that all desktops can be completely re-

covered.  With the storage cost savings offered by Unidesk, customers can invest new storage 

technologies that deliver greater IOPS. 

Any Broker 

Users access to Unidesk virtual desktops through VMware View, Citrix XenDesktop, Pano Logic, 

Leostream, Microsoft Remote Desktop Connection (RDC), or other connection brokers. 

Directory Integration 

Unidesk virtual desktops can be created and managed by leveraging existing directory services.  

Deep, read-only integration with Microsoft Active Directory enables admins to graft forests in-

to a single view to enable fast and easy assignment of desktops and applications to users who 

span locations and business units.  Unidesk is also the only solution that enables VDI to be im-

plemented using Novell eDirectory.  "Google-like" search using any directory attribute makes it 

easy to find desktops based on last name, phone extension, department, and OU, so admins 

can quickly respond to move/add/change and desktop support requests. 

Web-Based Management Interface 

¦ƴƛŘŜǎƪΩǎ άƛtƘƻƴŜ-ƭƛƪŜέ ƳŀƴŀƎŜƳŜƴǘ ƛƴǘŜǊŦŀŎŜ ƳŀƪŜǎ ƛǘ Ŝŀǎȅ ŦƻǊ ŀŘƳƛƴƛǎǘǊŀǘƻǊǎ ǘƻ ǇǊƻǾƛǎƛƻƴΣ 

update, manage, and report on their entire VDI estate. 
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¦ƴƛŘŜǎƪΩǎ ǿŜō-based management console enables administrators to dynamically assemble 

desktops from a pick list of independently packaged and versioned Microsoft Windows OS and 

application layers, while retaining all user personalization, even user-installed applications.  

5.13.4 Architecture 

Unidesk is implementŜŘ ŀǎ ŀ ǎȅǎǘŜƳ ƻŦ άǎŎŀƭŜ-ƻǳǘέ ǾƛǊǘǳŀƭ ŀǇǇƭƛŀƴŎŜǎ ǘƘŀǘ Ǌǳƴ ƻƴ ŜȄƛǎǘƛƴƎ 

VMware infrastructure.  

The Unidesk Management Appliance hosts the Web-based management application that is 

used by administrators to provision, patch, assign, and report on virtual desktops. You only 

need one Management Appliance for your entire VDI environment. It also manages Unidesk 

policy and configuration, including information about Unidesk layers, desktops, and users. The 

Management Appliance can 

be deployed on any host in 

your virtual infrastructure as 

long as it can communicate 

over TCP/IP with Unidesk 

CachePoint appliances and 

VMware vCenter Server. The 

first Unidesk CachePoint ap-

pliance you deploy takes on 

the special role of Master 

CachePoint, storing all Operat-

ing System (OS) and Applica-

tion layers. In production VDI environments, you should deploy a dedicated CachePoint appli-

ance on a separate host server to maximize virtual desktop performance. The Master Cache-

Point automatically replicates OS and Application layers to other CachePoints, where they are 
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cached.  Layers are replicated only if they are needed by at least one of the desktops associat-

ed with a CachePoint.  

Each CachePoint then delivers the OS and Application layers to the desktops it hosts (essential-

ly becoming the C: drive for those desktops). At boot time, each desktop starts by using a small 

boot image stored in a VMDK file on the same volume where the CachePoint storage resides. 

This image provides just enough of the desktop operating system to load a small network 

stack. Once this is loaded, the desktop establishes connectivity to the CachePoint appliance 

and loads the correct OS and Application layers. All desktops assigned to a CachePoint share 

the same layers for dramatic storage savings.  The Personalization layer for that desktop is 

then combined on top of the IT-controlled OS and App layers. The virtual infrastructure and 

connection broker see Unidesk desktops as standard virtual machines. 

5.13.5 Licensing 

Unidesk is based on a perpetual licensing model, with annual Complete Care service (support 

and maintenance) mandatory for all purchases.  The licensing unit is a Managed Desktop, de-

fined as the number of virtual desktops created, updated, and managed by Unidesk. This may 

include persistent desktops (assigned to specific users, retain state, and used only by those us-

ers), non-ǇŜǊǎƛǎǘŜƴǘ όŘƻƴΩǘ ǊŜǘŀƛƴ ǎǘŀǘŜΣ ǎƘŀǊŜŘ ōȅ Ƴŀƴȅ ǳǎŜǊǎ ŜΦƎΦ ƭŀōǎύΣ ŀƴŘ ƴƻƴ-concurrent 

(may or may not retain state, shared by multiple users, but not at same time, e.g. shift work-

ers). Customers may purchase 3 years of Complete Care Service upfront in return for a dis-

counted price. Unidesk also plans to add term/subscription licensing options for service pro-

viders and site/enterprise licensing options for large opportunities. 
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5.14 VIRTUAL USER ENVIRONMENT MANAGER (VUEM) 

5.14.1 Introduction  

ά±ƛǊǘǳ!ƭƭ ¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜǊ ό±¦9aύΣ ŀƴ ŜƴǾƛǊƻƴƳŜƴǘ ƳŀƴŀƎŜƳŜƴǘ ǘƻƻƭ ŘŜǎƛƎƴŜŘ ŦƻǊ 

virtual desktops that is also flexible enough to run on traditional desktopsέ 

This project started a year and a half ago by Pierre Marmignon, a Citrix Technology Profession-

al (CTP)  and active community contributor, who is well known for the useful management 

tools he has built and freely provided for the benefit of the virtualization community and in-

dustry. Pierre noticed that the community was missing a free baseline user environment man-

ager, so he decided to build one using adapted freeware and scripting. His main goal was to 

eliminate the need for login scripts that can be difficult to maintain and evolve, and he has met 

this goal with the VUEM tool that is now publicly released! 

5.14.2 Benefits 

With VUEM, you can manage your desktops while: 

¶ Eliminating login scripts - With VUEM, you can replace all your login scripts with a cen-

trally managed tool, allowing you to manage all actions the most complex script can do 

and more. VirtuAll User Environment Manager has been designed to provide a new 

flexible and efficient solution for virtual desktops environment composition. No more 

scripts to maintain, only a single console managing the user desktop! 

¶ Optimizing user experience ς Includes two different agents: the Console Agent, a 

command line application designed to execute all actions silently and exit after tasks 

are done (like a standard logon script), and the UI Agent that will execute with a splash 

screen and stay in memory after tasks are done. The user will be able to call the UI 

Agent via a systray icon, and this interface will provide additional features and custom-

izations. 

¶ Getting centralized management - With an easy-to-use admin console, gathering all 

configuration settings, adding a new application shortcut on a specific virtual desktop 

is now a matter of seconds! All configuration settings are stored in a central Microsoft 

SQL Database (SQL Server 2000 to 2008 R2, Express Editions supported) ensuring great 

performance and reliability. 

¶ Improving visibility - VUEM is using a user based log file to trace all actions. To find ap-

plied settings at a glance, administrators can also use Administration Console Model-

ing Wizard or user side Resultant Actions Viewer. 

¶ Deploying with ease - Agents are stateless so you do not have to specify any setting 

during setup. All you have to do is to deploy them silently and then activate them 

through Group Policies.  

http://community.citrix.com/display/cdn/Citrix+Technology+Professionals
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5.14.3 Architecture 

VUEM relies on typical client/server database architecture, where: 

¶ VUEM Administration Console & Agents are written in Net Framework 4 (C#). 

¶ All Agent actions are written using unmanaged API calls, meaning the Agent is calling 

the Windows API directly to perform process actions. This functionality ensures the 

fastest possible performances when managing user environments. 

¶ SQL Server Database (2000 to 2008 R2, including Express) ensures that are all configu-

ration settings are retained in a secure database platform. SQL Server (Express) 2005 

and later, and SQL Server Compact Edition 3.5 SP2 (Agent Service) are recommend-

ed.(Note: To ensure consistency and performances, Offline mode local host cache is 

running Microsoft SQL Server Compact Edition 3.5.) 

¶ The VUEM Database model has been designed for efficiency and has been validated on 

environments containing up to 10,000 concurrent users. 

 

XenApp / SBC Servers

Virtual Desktops

Administrator Workstation

VUEM Administration Console

VUEM Agent (UI or Cmd)

VUEM Agent Service (Optional)

Traditional Desktop

SQL Database
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5.14.4 Components 

The VUEM package includes two different types of client-side agents: 

Note: Both agents are provided with translation files including English, Spanish, French and 

German, and additional languages can be added if needed. 

¶ Console Agent is a command line application designed to execute all actions silently 

and exit after tasks are done (like a standard logon script): 

¶ UI Agent executes with a splash screen and stays in memory after tasks are done. It is 

then accessible through a systray icon. As shown below, just right-click on this systray 

icon to get a menu that includes options to Refresh Settings and Manage Printers (that 

allows the user to override the default printer selection). 

 

 

 

 

 

 

 

 

 

The VUEM package also includes a management console that allows the admin to manage all 

settings centrally: 
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5.14.5 Functionality 

PERSONALIZATION  

VUEM is able to manage a variety of actions, such as: 

¶ Applications Shortcuts 

¶ Network Printers 

¶ Network Drives 

¶ Virtual Drives 

¶ Environment variables 

¶ Registry Values 

¶ Ports (COM/LPT) Mapping 

¶ Ini Files Entry 

¶ External Tasks Execution 

¶ File(s) / Folder(s) Operations 

¶ File Associations Management 

¶ User DSN Creation 

These actions will then be applied on Active Directory users or groups using filters. 

 

SYSTEM UTILITIES 

The System Utilities that improve your virtual desktops users experience include: 
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Å Fast Logoff : allows Virtual Desktops to be exited faster by disconnecting the session as 

soon as the logoff event is received. 

Å CPU Management : protection against CPU spikes 

Å aŜƳƻǊȅ aŀƴŀƎŜƳŜƴǘ Υ ƻǇǘƛƳƛȊƛƴƎ ǇǊƻŎŜǎǎŜǎ ŎƻƴǎǳƳŜŘ ƳŜƳƻǊȅ ǿƘŜƴ ǘƘŜȅΩǊŜ ƛŘƭŜ 

Å Processes Management : Processes blacklist 

5.14.6 Licensing 

There are two user license editions that work with unlock codes, one for the community called 

a Community License and one for each subscriber a support contract, called a Subscriber Li-

cense. A Community License is a free version with no support contract, and a Subscriber Li-

cense is delivered with a Maintenance & Support Package that can be purchased via PayPal for 

an annual cost of approximately $9 USD per user. 

Note: These two editions currently have the same feature set; however, feature sets are sub-

ject to change. Register for free on www.Virtualdesktops.info to view VUEM support contracts, 

access downloads, and participate in the support forums.  

5.15 VMWARE VIEW PERSONA MANAGEMENT 

5.15.1 Introduction 

Early 2010 VMware acquired certain assets from RTO Software, a provider of user profile man-

agement for Windows desktops and application/performance monitoring tools for desktop vir-

tualization, to enable effective persona management for VMware View. 

With VMware View 5, VMware introduced View Persona Management. View Persona Man-

agement preserves user profiles and dynamically synchronizes them with a remote profile re-

pository.  View Persona Management does not require the configuration of Windows roaming 

profiles, and you can bypass Windows Active Directory in the management of View user pro-

files.  If you already use roaming profiles, Persona Management enhances their functionality. 

Persona Management downloads only the files that Windows requires at login, such as user 

registry files.  When the user or application opens other files from the desktop profile folder, 

these files are copied from the stored user persona to the View desktop.  This algorithm pro-

vides performance beyond that achieved with Windows roaming profiles. In addition, View 

copies recent user profile changes to the desktop profile up to the remote repository every 

few minutes.  

5.15.2 Benefits 

View Persona Management minimizes the amount of time necessary for login and logout by: 

http://www.virtualdesktops.info/
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¶ Downloading at login time only the files that Windows requires for login, such as user 

registry files. 

¶ Downloading other user profile data only as needed, when the user or application 

opens a profile folder on the View desktop. The profile folders appear to contain up-

to-date files, but the data is not downloaded until it is accessed. 

¶ Periodically uploading to the remote repository any changes made to the user profile. 

The default time between automatic periodic uploads is ten minutes, and this time can 

be configured. 

¶ Uploading at logout only the user profile changes since the last periodic upload. Be-

cause of the frequent automatic upload of changed user data during the user session, 

this final upload does not take a long time. 

By minimizing the amount of data uploaded or downloaded at any one time, Persona Man-

agement provides a performance improvement over Windows roaming profiles. A roaming 

profile system managed by Windows copies the entire user profile to the local desktop at login 

and copies all user profile changes up to the remote repository at logout. 

View Persona Management is an alternative to Windows roaming profiles and allows you to 

manage user profiles without relying on Active Directory for configuration. Instead, you con-

figure and manage user profiles entirely within the View environment. Any changes you make 

to test View Persona Management have an effect only on View desktops and do not have a 

global effect on other desktops, such as physical desktops. You can easily reconfigure View to 

refine your implementation. 

VMware View Persona Management is an integral part of the VMware View solution, which al-

so includes other features such as application provisioning. While other profile management 

ǾŜƴŘƻǊǎ ǊŜƭȅ ƻƴ ōŜǎǘ ǇǊŀŎǘƛŎŜǎ ŀƴŘ άƎƻƻŘ ǳǎŜǊ ōŜƘŀǾƛƻǊέ ǘƻ ŜƴǎǳǊŜ ǘƘat data and settings are 

included in the Windows profile, the VMware ŀǇǇǊƻŀŎƘ ƛǎ ǘƻ ƳŀƴŀƎŜ ŀ ǳǎŜǊΩǎ άǇŜǊǎƻƴŀƭƛǘȅέΦ 

The user personality encompasses the unique user experience including user data, user set-

tings, and application access, which is more than a Windows profile covers. By integrating per-

sonality management with other components, such as View Manager and View Composer, 

VMware ±ƛŜǿ ŘŜƭƛǾŜǊǎ ŀ ŎƻƳǇƭŜǘŜ ǎƻƭǳǘƛƻƴ ǘƻ ǎƻƭǾŜ ƻǳǊ ŎǳǎǘƻƳŜǊΩǎ ǇǊƻōƭŜƳǎ ƘƻƭƛǎǘƛŎŀƭƭȅΦ 

5.15.3 Licensing;  

Persona Management is free as part of VMware View 5.0 
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6.  ¦9a C9!¢¦w9{ /hat!wL{hb 

6.1 INTRODUCTION 

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ǳƴŘŜǊǎǘŀƴŘ that comparing features is the last step in the decision tree. Vi-

sion, Strategy and Technology are the former steps. Each User Environment Management 

product has its own functionality and feature-set.  

LǘΩǎ ƪŜȅ ǘƻ ƘŀǾŜ ŀƴ ƻǾŜǊǾƛŜǿ ƻŦ ǘƘŜ ǾŜƴŘƻǊǎΣ ǎƻƭǳǘƛƻƴǎ ŀƴŘ ǘƘŜƛǊ ŦǳƴŎǘƛƻƴŀƭƛǘȅΦ {ƻƳŜ ǾŜƴŘƻǊǎ ƻf-

fer complete and comprehensive sets of functionality while others are focused to deliver a 

smaller solution set with specific functionality. Both scenarios are good, it all depends what 

ƪƛƴŘ ƻŦ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ȅƻǳΩǊŜ ƭƻƻƪƛƴƎ ŦƻǊΦ YŜŜǇ ǘƘŜ ǎǘǊŀǘŜƎƛŎ ǉǳŜǎǘƛƻƴs mentioned in chapter 3.8 

in mind! 

Below you will find an overview of the various vendors, their solutions and the functionality 

they are offering on a very global level. !ǎ ƳŜƴǘƛƻƴŜŘ ƛƴ ŎƘŀǇǘŜǊ р ŀǎ ǿŜƭƭ ƛǘΩǎ ƪŜȅ ǘƻ ǳƴŘŜr-

stand that different vendors have different focus, approach and solutions to fill in the UEM 

space. The different focus areas used in the diagram are:   

¶ User Profile Management; Manage Windows User profiles; local, roaming, hybrid, 

mandatory. 

¶ User Personalization, or Application and Desktop Management; Application icons, set-

tings and configuration preferences 

¶ Application Access Control, with User Rights Management or Security Management; 

enforce access to applications, persona and context aware. ς use same comment as in 

the focus matrix table 

¶ Resource Management; Application performance optimization and management. 

¶ License Management; insights, reporting and enforcing the use of licenses. 

¶ Application Delivery: User centric Application Installation with Dynamic Privileges, Us-

er Installed Applications, Streamed and Virtualized applications. 

¶ Monitoring, Auditing and Reporting facilities on various levels with focus on the user 

environment. 
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There are a lot of ǾŜƴŘƻǊǎ ƛƴ ǘƘŜ ά¦ǎŜǊ 9ƴǾƛǊƻƴƳŜƴǘ aŀƴŀƎŜƳŜƴǘ ǎǇŀŎŜέΦ  ¢ƘŜ ŘƛŀƎǊŀƳ ōŜƭƻǿ 

gives an overview of the focus of the various User Environment Management (UEM) software 

vendors. This diagram has nothing to do with the (possible) discussion which vendor provides 

the most and the best functionality and features. A complete overview of the features and 

functionality is available in this chapter.  
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AppSense Management Suite 8.x 

 
        

Citrix User Profile Management 3.x 

 
        

Immidio FlexProfiles 7.5 

 
        

Liquidware Labs ProfileUnity Pro 4.x 

 
        

Microsoft GPO, GPP, USV 

 
        

PolicyPak     

Software 

PolicyPak Professional 3.0 
        

RES Software Workspace Manager 2011 

 
        

Scense User Workspace Manager 7.6 

 
        

Tricerat Simplify Suite 5.5 

 
        

Quest vWorkspace 

 
        

VMware Persona Management 

 
        

VirtuAll VUEM 
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6.2 PRODUCT VERSION 

We did our best to be truthful and accurate in investigating and writing-down the different 

features. When you see improvements please let us know. This detailed feature compare ma-

trix is developed with the following products and versions: 

Product Version 

AppSense Environment Manager 8.2 

AppSense Personalization Server 8.2 

AppSense Performance Manager 8.1 

AppSense Application Manager 8.3 

Citrix User Profile Manager 3.1 

Immidio Flex Profiles 7.6 

Liquidware Labs Profile Unity 4.7.1 

Microsoft Windows Server and Client 2008R2 and Win7 

PolicyPak Professional 3.0 

Quest vWorkspace 7.2 

RES Workspace Manager 2011 SR2 

Scense User Workspace Management 7.6 

Tricerat Simplify Suite 5.5 

 

6.3 ROADMAP AND FUTURE ADDITIONS 

This document is just the beginning and will be developed and developed in the near future. 

We plan to add more feature details of the currently named vendor solutions and want to add 

new solutions where applicable. If you have any comments, corrections, or suggestions for im-

provements of this document, we want to hear from you! Please send e-mail to Ruben Spruijt  

  

mailto:rsp@pqr.nl
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6.4 FEATURE COMPARE MATRIX 

 UEM solutions and features 

Goal: Detailed description of features 

Requirements: Hands-on-experience, vendor involvement 

Result: Whitepaper 

Method of Execution: Hands-on experience, read articles, communicate with ven-

dors and discuss with colleagues 

Used legend: 

Ҟ = Applicable; X = Not applicable; --- Not needed ~= It depends; # = under investigation;  

A green Ҟ or red X has nothing to do with advantage or disadvantage of a solution. It just pre-

sents the availability of the functionality. bƻǘŜΥ LǘΩǎ ƻǳǘ ƻŦ ǎŎƻǇŜ Ŧor this whitepaper to explain 

ǘƘŜ ΨLǘ ŘŜǇŜƴŘǎΩ ǊŜƳŀǊƪǎΩΦ 
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6.5 GENERIC FEATURES AND FUNCTIONALITY 
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Management Server / UEM solution           

Server instance officially supports  1K  concurrent connections Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ X --- 

Server instance officially supports   2.000 concurrent connections X --- --- Ҟ Ҟ Ҟ --- Ҟ X --- 

Server instance officially supports   5.000 concurrent connections X --- --- X X Ҟ --- Ҟ X --- 

Server instance officially supports 10.000 concurrent connections X --- --- X X Ҟ --- Ҟ X --- 

Server instance officially supports 20.000 concurrent connections X --- --- X X Ҟ --- Ҟ X --- 

Database instance officially support 20.000 concurrent connections Ҟ --- --- --- --- --- Ҟ # # # 

Totŀƭ ǎǳǇǇƻǊǘŜŘ ƳŀƴŀƎŜŘ ŎƭƛŜƴǘǎ ǇŜǊ ΨŦŀǊƳҖ млΦллл //¦ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

¢ƻǘŀƭ ǎǳǇǇƻǊǘŜŘ ƳŀƴŀƎŜŘ ŎƭƛŜƴǘǎ ǇŜǊ  ΨŦŀǊƳΩ млY ς 25K CCU  Ҟ Ҟ Ҟ # # Ҟ Ҟ Ҟ Ҟ Ҟ 

¢ƻǘŀƭ ǎǳǇǇƻǊǘŜŘ ƳŀƴŀƎŜŘ ŎƭƛŜƴǘǎ ǇŜǊ ΨŦŀǊƳΩ җ нрΦллл //¦  Ҟ Ҟ Ҟ # # Ҟ Ҟ Ҟ Ҟ Ҟ 

Integration with 3rd party systems management solutions  Ҟ X X Ҟ Ҟ X Ҟ X X X 

Integration with 3rd party PC-lifecycle management solutions X X X X X X # X X X 

Centralized management console Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Web-based management interface Ҟ X X X X Ҟ X X X X 

Microsoft Management Console Interface  X ~ ~ Ҟ Ҟ X X X X X 

Delegation of control Ҟ Ҟ Ҟ Ҟ Ҟ X Ҟ Ҟ Ҟ Ҟ 
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Delegation of control, granular delegated administration roles Ҟ Ҟ Ҟ Ҟ Ҟ X Ҟ Ҟ Ҟ Ҟ 

Console supports multiple concurrent administrators  Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Single management console supports 5000+ managed clients Ҟ Ҟ Ҟ Ҟ Ҟ # Ҟ Ҟ Ҟ Ҟ 

client endpoint search capabilities across management console # # X X X # # X Ҟ X 

Support for (wildcard) searching across management console # # X X ---- # # Ҟ Ҟ X 

Client ς Server traffic is secured by design Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Management traffic is secured by design Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Auditing and security logging of admin actions # # X # # # Ҟ Ҟ Ҟ Ҟ 

Event and error reporting Ҟ Ҟ Ҟ Ҟ Ҟ X Ҟ Ҟ Ҟ Ҟ 

Security hardening guidelines public available X X X X X X X  X X X 

Support low bandwidth/high latency WAN connections # # # # # # # # # # 

PowerShell SDK X X X X --- X X Ҟ X X 

Scripting  (not including PowerShell) support and command-line interface Ҟ X ~ X X X Ҟ X Ҟ X 

Microsoft Group Policy-based management for agent/client settings X Ҟ ~ Ҟ Ҟ X X X X X 

API Interface (public) and documented Ҟ # # # # # # # # # 

           

Licenses           

No external license server required Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 
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First year support and maintenance included in license # # # # Ҟ Ҟ # Ҟ # # 

24 x 7 support included in base license Ҟ # X  # X X X  X  X  X  

24 x 7 support, additional pricing --- # X  # X X X  Ҟ X  X  

Built into Operating System X X X Ҟ X X X X X X 

Concurrent user/desktop licenses Ҟ Ҟ Ҟ --- Ҟ Ҟ Ҟ Ҟ X Ҟ 

Per device licenses Ҟ # Ҟ --- Ҟ X Ҟ Ҟ Ҟ Ҟ 

Per named user licenses Ҟ Ҟ X --- X Ҟ Ҟ Ҟ Ҟ X 

Per server licenses Ҟ # X --- X X X X X Ҟ 

Enterprise/site license program Ҟ X Ҟ --- Ҟ Ҟ Ҟ X Ҟ Ҟ 

Academic/Education license program Ҟ X Ҟ --- Ҟ Ҟ Ҟ X Ҟ X 

Government license program Ҟ Ҟ Ҟ --- Ҟ Ҟ X Ҟ Ҟ X 

Service Provider license program Ҟ Ҟ X --- Ҟ Ҟ Ҟ Ҟ X X 

Free for personal usage (FFPU) X X X --- # Ҟ Ҟ X X X 

           

Support and Community           

Public and active community forum Ҟ Ҟ Ҟ Ҟ Ҟ X Ҟ Ҟ X X 

Official training classes available Ҟ X X X X X Ҟ Ҟ Ҟ X 

Official certification program, VUE or Prometric Ҟ X X X X X Ҟ X X X 
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UEM technology is proven; the solution is being used for 1+ year in enterprise production 

environments.  10K+ endpoint, various deployment scenarios. 

Ҟ Ҟ X Ҟ Ҟ Ҟ Ҟ Ҟ X Ҟ 

10+ of public available enterprise (10K CCU) references in EU using UEM solution Ҟ Ҟ X Ҟ X X Ҟ Ҟ X Ҟ 

10+  of public available enterprise (10K CCU) references in US using UEM solution Ҟ Ҟ X Ҟ X X Ҟ Ҟ X Ҟ 

10+ of public available enterprise (50K CCU) references in EU using UEM solution X X X X X X X X X X 

10+  of public available enterprise (50K CCU) references in US using UEM solution X X X X X X X X X X 

Enterprise Reference Architecture, public available X X X X X X X X X X 

Professional Services Organization ς Business hours (CET) multi-lingual support Ҟ Ҟ X Ҟ X X Ҟ X X X 

Professional Services Organization - 24h multi-lingual support Ҟ Ҟ X Ҟ X X Ҟ  X X X 

Technical Account Manager (TAM) available Ҟ Ҟ X Ҟ X Ҟ Ҟ X Ҟ X 

           

Management Platform           

Management through Active Directory X Ҟ Ҟ Ҟ Ҟ Ҟ X X X X 

Management through file share X X Ҟ X X Ҟ X X X X 

Datastore transfer Protocol ς SMB Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ X X X 

Datastore transfer Protocol - HTTP(s) Ҟ X X X X X X X X X 

Datastore transfer Protocol ς CIFS Ҟ Ҟ Ҟ --- --- Ҟ Ҟ X X X 

Datastore transfer Protocol - TCP / configurable and supported Ҟ X X --- --- X X Ҟ X Ҟ 
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Datastore transfer Protocol - Database specific X X X --- --- X Ҟ X X Ҟ 

Datastore transfer Protocol ς DCOM X X X --- --- X X X Ҟ X 

           

Datastore / database OS support           

Management through database engine Ҟ X X --- --- X Ҟ Ҟ Ҟ Ҟ 

Microsoft SQL Server 2005 Express Edition Ҟ --- --- --- --- --- Ҟ Ҟ Ҟ Ҟ 

Microsoft SQL Server 2008/SP1 Express Edition Ҟ --- --- --- --- --- Ҟ Ҟ Ҟ Ҟ 

Microsoft SQL Server 2008R2 Express Edition Ҟ --- --- --- --- --- Ҟ Ҟ Ҟ Ҟ 

Microsoft SQL Server 2005  Ҟ --- --- --- --- --- Ҟ Ҟ Ҟ Ҟ 

Microsoft SQL Server 2008R2 Ҟ --- --- --- --- --- Ҟ Ҟ Ҟ Ҟ 

Microsoft SQL Server 2008/SP2 Ҟ --- --- --- --- --- Ҟ Ҟ Ҟ Ҟ 

Microsoft SQL Azure X --- --- --- --- --- Ҟ X X X 

Microsoft SQL Server 2008R2, built-in support for native SQL Mirroring Ҟ --- --- --- --- --- # # # # 

Oracle Enterprise X --- --- --- --- --- Ҟ X Ҟ X 

MySQL Enterprise Server X --- --- --- --- --- Ҟ X X X 

IBM DB2 X --- --- --- --- --- Ҟ X X X 

PostgreSQL X --- --- --- --- Ҟ X X X X 
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Management Server OS support           

Microsoft Windows Server 2003 R2 Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ Ҟ Ҟ 

Microsoft Windows Server 2003 R2-64-bit Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ Ҟ Ҟ 

Microsoft Windows Server 2008 Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ Ҟ Ҟ 

Microsoft Windows Server 2008 64-bit Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ Ҟ Ҟ 

Microsoft Windows Server 2008 R2 64-bit Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ Ҟ Ҟ 

Virtual (Linux) appliance X --- --- X X Ҟ --- X X X 

           

Supported Directory Services           

OpenLDAP support X X X X X X X X X X 

Novell eDirectory official support X X X X X X Ҟ X X X 

Novell Domain Services for Windows official support X X X X X X Ҟ X X X 

Microsoft Directory Services support; ADS 2003+ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

           

Supported Protocols for all UEM related components           

TCP/IP v4 Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

TCP/IP v6 # # # # # # # # # # 
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UEM Software Architecture           

Software and Agents available as 32bits component Ҟ # # # # # # # # # 

Software and Agents available as 64bits component, native 64 bits components Ҟ # # # # # # # # # 

           

Client (endpoint) Operating System support          

 

Microsoft Windows 8 (x86) X X X X Ҟ X X X X X 

Microsoft Windows 8 (ARM) X X X X X X X X X X 

Microsoft Windows 7 Professional Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Microsoft Windows Vista Professional Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Microsoft Windows XP Professional Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Microsoft Windows Server 2003R2 Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Microsoft Windows Server 2008 Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Microsoft Windows Server 2008 R2 Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Windows XPe Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

Windows Embedded Standard 7  Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 
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MAC OS X X X X X X X X X X X 

Unix flavors X X X X X X X X X X 

Linux flavors X X X X X X X X X X 

EPOC / Symbian X X X X X X X X X X 

Wyse Thin OS (WTOS)  X X X X X X X X X X 

Apple iPhone/iPod IOS v4.x X X X X X X X X X X 

Apple iPad IOS v4.x X X X X X X X X X X 

Google Android v2.x X X X X X X X X X X 

RIM BlackBerry X X X X X X X X X X 

Windows Phone 7 X X X X X X X X X X 

           

Client/User Session Environment           

Agent technology, Helper Ҟ X X X X X Ҟ X X Ҟ 

Agent technology, AppInitDLL Ҟ X X X Ҟ X X X X Ҟ 

Agent technology, Service Ҟ Ҟ Ҟ X Ҟ X Ҟ X X X 

Agent technology, Service (hooks WinLogon) Ҟ X X X X X X Ҟ X X 

Agent technology, Service (parent process) Ҟ X X X X X Ҟ X X X 

Agent technology, Kernel mode filter driver Ҟ Ҟ X X X X Ҟ X X ~ 
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Agent technology, Executable X X Ҟ X X Ҟ X X Ҟ X 

Option to run agent-free (no installation on Client system) X X Ҟ X X Ҟ X X X X 

Command-line parameters Ҟ X Ҟ --- Ҟ X ~ # Ҟ # 

Uses file system driver Ҟ Ҟ X --- --- X Ҟ # # # 

No kernel-mode component required Ҟ Ҟ X Ҟ Ҟ Ҟ X Ҟ Ҟ ~ 

Component with elevated user rights Ҟ Ҟ ~ --- --- X Ҟ # Ҟ # 

User self-service component X X Ҟ X X X Ҟ # Ҟ # 

           

Application Delivery integration           

Citrix XenApp X --- --- X Ҟ Ҟ Ҟ X X X 

Microsoft RDSH ς RemoteApp  (native or MSI) X --- --- Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ X 

Microsoft Application Virtualization, App-V (native or MSI) Ҟ --- --- # Ҟ X Ҟ Ҟ Ҟ Ҟ 

Symantec Workspace Virtualization (native or MSI) X --- --- Ҟ --- X X X Ҟ X 

VMware ThinApp (native or MSI) X --- --- Ҟ Ҟ X X Ҟ Ҟ X 

Citrix XenApp Streaming --- --- --- # Ҟ --- Ҟ --- --- --- 

Microsoft MSI # --- --- # Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ 

           

User Experience           
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Reverse seamless functionality: Windows- and Web application integration X X X X X  X Ҟ X X X 
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6.6 USER PROFILE MANAGEMENT 
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Methodology           

Profile segmentation / partitioning / separation / decoupling Ҟ X Ҟ --- --- Ҟ X Ҟ --- Ҟ 

Profile redirection/ streaming / virtualization Ҟ Ҟ X --- --- Ҟ Ҟ Ҟ --- Ҟ 

Granularity and decoupling apps requires app setting knowledge ~ Ҟ Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ 

           

Migration           

Replaces Windows Roaming Profiles Ҟ Ҟ Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ 

Migrate from local or roaming profiles Ҟ Ҟ Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ 

Migrate from competing products Ҟ Ҟ Ҟ --- --- Ҟ Ҟ Ҟ --- # 

Migrate v1 to v2 profiles automatically Ҟ X Ҟ X X Ҟ X X --- Ҟ 

Migrate individual apps across versions Ҟ X X X X Ҟ # X --- X 

           

Base Profile support           

Local Profiles Ҟ Ҟ Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ 

Roaming Profiles Ҟ X Ҟ --- --- Ҟ Ҟ X --- Ҟ 

Mandatory Profiles Ҟ Ҟ Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ 
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Streamed Profiles --- --- X --- --- Ҟ X Ҟ --- Ҟ 

Works independent of Roaming Profiles Ҟ Ҟ Ҟ --- Ҟ Ҟ Ҟ Ҟ --- Ҟ 

           

User Profile Data Store           

Windows File share Ҟ Ҟ Ҟ Ҟ X Ҟ Ҟ Ҟ --- Ҟ 

Management through database engine Ҟ X X --- --- X Ҟ Ҟ Ҟ Ҟ 

Datastore transfer Protocol - SMB Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ X X  X 

Datastore transfer Protocol - HTTP(s) Ҟ X X X X X X X X X 

Datastore transfer Protocol - CIFS Ҟ Ҟ Ҟ X X Ҟ Ҟ X X X 

Datastore transfer Protocol - TCP / configurable supported Ҟ X X X X X X Ҟ X X 

Datastore transfer Protocol - Database specific X X X X X X Ҟ X X X 

Datastore transfer Protocol - DCOM X X X X X X X X Ҟ Ҟ 

Built-in replication/synchronization Ҟ X Ҟ X X X X Ҟ --- Ҟ 

Data compression before transfer Ҟ X Ҟ X X Ҟ Ҟ Ҟ --- # 

Data streaming during profile transfer --- X X X X X X # --- # 

Parallel processing of logon actions Ҟ --- Ҟ X X X Ҟ Ҟ --- Ҟ 

           

Profile Management           
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Personalisation loaded on demand (at app launch) Ҟ ~ Ҟ X X X Ҟ X --- Ҟ 

Automatically capture application personalization Ҟ X X X X X Ҟ X --- Ҟ 

Automatically translate OS version properties Ҟ X Ҟ X X Ҟ Ҟ X --- Ҟ 

Built-in user profile snapshots Ҟ X Ҟ X X X Ҟ X --- X 

Cross-application delivery mechanism support (v-apps etc) Ҟ X Ҟ X X Ҟ Ҟ X --- Ҟ 

Cross-architecture support (32-bit & 64-bit) Ҟ X Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ --- Ҟ 

Cross-operating system support for desktop settings Ҟ X Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ --- X 

Discovery mode Ҟ X Ҟ X X X Ҟ X --- Ҟ 

Builtin Reporting Ҟ X X X X Ҟ Ҟ X --- X 

Isolation/Virtualization/Redirection of application settings Ҟ X X X Ҟ X X Ҟ --- ~ 

Last write wins - Per Application Ҟ X Ҟ X X Ҟ Ҟ Ҟ --- Ҟ 

Last write wins - Per Session X Ҟ X Ҟ Ҟ X Ҟ X --- X 

Migrate from local or roaming profiles Ҟ Ҟ Ҟ Ҟ X Ҟ Ҟ Ҟ --- Ҟ 

Offline (Cached) Mode Ҟ X Ҟ Ҟ Ҟ Ҟ Ҟ X --- Ҟ 

Pre-cache personalisation on new machines X X X Ҟ Ҟ Ҟ X X --- X 

Support for Terminal Server /desktop silos Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ --- Ҟ 

Supports user certificates Ҟ Ҟ Ҟ Ҟ --- Ҟ Ҟ Ҟ --- Ҟ 

Return to local or roaming profiles Ҟ Ҟ Ҟ --- --- Ҟ Ҟ Ҟ --- Ҟ 
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Application Virtualization support           

Citrix XenApp Ҟ Ҟ Ҟ X Ҟ Ҟ Ҟ X X X 

Microsoft Application Virtualization, App-V Ҟ X Ҟ X Ҟ Ҟ Ҟ X Ҟ Ҟ 

Symantec Workspace Virtualization Ҟ X Ҟ X Ҟ Ҟ Ҟ X Ҟ X 

VMware ThinApp X  X Ҟ X Ҟ Ҟ Ҟ X Ҟ X 
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6.7 USER PERSONALIZATION, APPLICATION AND DESKTOP MANAGEMENT 
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Remarks 

Policy configuration component Ҟ # Ҟ Ҟ Ҟ Ҟ  

Extendable with 3rd party tools Ҟ # Ҟ X X X  

Parallel processing of logon actions Ҟ X X X Ҟ Ҟ  

Policy component supports granular configuration Ҟ # Ҟ Ҟ Ҟ Ҟ  

Can execute custom code (scripts, external EXE) Ҟ # X X Ҟ Ҟ  

Lockdown and removal of OS and 3rd party application UI/content Ҟ # ~ Ҟ Ҟ X  

Healing of processes, registry keys, services and files Ҟ X Ҟ Ҟ X X  

Can define an application as a global object ~ # --- --- X Ҟ  

        

Native Action triggers        

User Logon Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

User Logoff Ҟ Ҟ ~ X Ҟ Ҟ  

Delayed Event X X X X Ҟ Ҟ  

Application Start Ҟ X X X Ҟ Ҟ  

Application Stop Ҟ X X X X Ҟ  

Network Connect Ҟ X Ҟ Ҟ Ҟ X  
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Remarks 

Network Disconnect Ҟ X X X Ҟ X  

Session Reconnect Ҟ X X X Ҟ Ҟ  

Session Disconnect Ҟ X X X X Ҟ  

Session Lock Ҟ X X X X X  

Session Unlock Ҟ X X X X X  

Process Start Ҟ X X X Ҟ #  

Process Stop Ҟ X X X X #  

Application Install X X X X X X  

On Error Ҟ X X X X X  

Computer Startup Ҟ # Ҟ Ҟ X #  

Computer Shutdown Ҟ # ~ X X #  

Process Start ς From UNC Path Ҟ # X X # #  

Manual / Scripted / On Schedule # # Ҟ Ҟ # #  

        

Native policy actions        

Copy files and/or folders Ҟ Ҟ Ҟ X Ҟ Ҟ  

Desktop background Ҟ Ҟ Ҟ X Ҟ Ҟ  

Devices Ҟ # Ҟ X Ҟ Ҟ  
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Remarks 

E-mail profiles X Ҟ X X Ҟ Ҟ  

Environment variables Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

File-type associations Ҟ X Ҟ X Ҟ X  

File and Folder actions Ҟ # Ҟ X Ҟ Ҟ  

Folder Redirection Ҟ Ҟ Ҟ X Ҟ Ҟ  

INI files Ҟ Ҟ Ҟ Ҟ Ҟ X  

Internet Settings Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

Internet Explorer settings Ҟ # Ҟ Ҟ Ҟ Ҟ  

Local users and groups X X Ҟ X X  X  

Network Drives Ҟ Ҟ Ҟ X Ҟ Ҟ  

Shortcuts Ҟ Ҟ Ҟ X Ҟ Ҟ  

ODBC data sources Ҟ Ҟ Ҟ X Ҟ X  

Power options Ҟ X Ҟ X Ҟ X  

Printers Ҟ Ҟ Ҟ X Ҟ Ҟ  

Regional options Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

Registry keys and values Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

Scheduled tasks # X Ҟ X Ҟ X  

Screen saver Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  
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Remarks 

Start Menu options Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

VPN and dial-up connections # Ҟ Ҟ X Ҟ X  

Windows Explorer folder option Ҟ Ҟ Ҟ X Ҟ Ҟ  

ADM / ADMX templates Ҟ X Ҟ --- Ҟ Ҟ  

Message Boxes Ҟ Ҟ X X Ҟ #  

Configure Microsoft Fax client # Ҟ # X X X  

Microsoft Office File locations Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

Microsoft Office preferences Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

Microsoft Outlook preferences Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

Outlook Express Ҟ Ҟ X Ҟ Ҟ Ҟ  

Remote Desktop Connection client settings # Ҟ X Ҟ X Ҟ  

Windows options Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

Windows services Ҟ Ҟ Ҟ X X Ҟ  

Text File Update  Ҟ # X Ҟ # #  

Text File Search  Ҟ # X X # #  

File & Folder Copy  Ҟ # Ҟ X Ҟ #  

Ability to write your own Custom Policy Actions # # # # # #  

Custom VBScript queries for Actions # # # # # #  
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Remarks 

Customer PowerShell queries for Actions Ҟ # X X # #  

hƴƭȅ /ƻǇȅ ΨbŜǿΩ ƻǊ Ψ/ƘŀƴƎŜŘΩ ƛǘŜƳǎΣ ŦƛƭŜǎ ƻǊ ŦƻƭŘŜǊǎ Ҟ # X X # #  

Ability to Mirror Folder to mirror source if files are removed Ҟ # X X # #  

Synchronize Folder, unlike Mirror this is a two way process Ҟ # X X # #  

        

Built-in rules / native conditions        

Active Directory Site Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

Client Computer Domain Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

Client Computer Group Ҟ Ҟ ~ ~ X Ҟ  

Client Computer Organisational Unit Ҟ Ҟ Ҟ Ҟ Ҟ Ҟ  

Client Connection Protocol Ҟ X X X Ҟ X  

Client IP Address / Address Range Ҟ Ҟ Ҟ X Ҟ Ҟ  

Client NetBIOS Name Ҟ Ҟ Ҟ X Ҟ Ҟ  

Client Screen Colour Depth Ҟ X # X Ҟ X  

Client Screen Resolution Ҟ X Ҟ X Ҟ X  

Computer Domain Ҟ Ҟ # X Ҟ Ҟ  

Computer Group Ҟ Ҟ Ҟ X X Ҟ  
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Remarks 

Computer IP Address / Range Ҟ Ҟ Ҟ X Ҟ Ҟ  

Computer MAC Address / Range Ҟ Ҟ Ҟ X Ҟ Ҟ  

Computer Name (DNS / NetBIOS) Ҟ Ҟ Ҟ X Ҟ Ҟ  

Computer Organizational Unit Ҟ Ҟ Ҟ X Ҟ Ҟ  

Operating System Service Pack Ҟ # Ҟ X Ҟ #  

Operating System version Ҟ Ҟ Ҟ X Ҟ X  

Published Application Name Ҟ X Ҟ X X Ҟ  

User Group Ҟ # Ҟ X Ҟ Ҟ  

User Is Administrator Ҟ X Ҟ X Ҟ X  

User Name Ҟ Ҟ Ҟ X Ҟ Ҟ  

User Organisational Unit Ҟ Ҟ Ҟ X Ҟ Ҟ  

User Primary Domain Group Ҟ Ҟ Ҟ X X Ҟ  

User Domain Ҟ Ҟ Ҟ X Ҟ Ҟ  

Initial Program X X X X X Ҟ  

Working Directory X X X X X X  

Session Name X Ҟ X X Ҟ X  

WMI Query X X Ҟ Ҟ Ҟ X  

File / Folder match (exists, version) Ҟ X Ҟ X Ҟ X  
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Battery is present X X Ҟ X Ҟ X  

CPU speed X X Ҟ X Ҟ X  

Date/time match Ҟ X Ҟ X X X  

Disk space X X Ҟ X X X  

Environment variables Ҟ X Ҟ X Ҟ X  

Language (user / system) X X Ҟ X Ҟ X  

Custom LDAP query Ҟ X Ҟ X X X  

MSI query X X Ҟ X X X  

Network connection type (VPN, Dailup etc.) X X Ҟ X Ҟ X  

PCMCIA slot is present X X Ҟ X X X  

Portable computer (Laptop) X Ҟ Ҟ X Ҟ X  

Terminal Server Ҟ Ҟ Ҟ X Ҟ X  

Domain Controller Ҟ Ҟ Ҟ X Ҟ X  

RAM size X X Ҟ X Ҟ X  

Registry match Ҟ X Ҟ X Ҟ X  

Time range Ҟ X Ҟ X ~ X  

GP Processing Mode # X Ҟ Ҟ X X  

Connection type (LAN/dialup) X X Ҟ X Ҟ X  
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Remarks 

VMware View client name Ҟ Ҟ X X ~ X  

User interaction - Yes/No response Ҟ # X X X X  

Custom VBScript queries Ҟ # X X X #  

Custom Jscript queries Ҟ # X X X #  

Counter Condition ς Run Once >>Run many Ҟ # Ҟ Ҟ # #  

Ability to write your own Custom Policy Conditions Ҟ # # # # #  

Custom VBScript queries for Conditions Ҟ # # # # #  

Custom Jscript queries for Conditions Ҟ # # # # #  

Custom PowerShell queries for Conditions Ҟ # # # # #  

Custom PowerShell queries Ҟ # # # # #  

If .. else condition Ҟ # # # # #  

Remote Host/URL # # # # Ҟ #  

Session Type # # # # Ҟ #  

USB storage device, serial and vendor/product # # # # Ҟ #  

Any AD User Property # # # # Ҟ #  
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6.8 APPLICATION ACCESS CONTROL, SECURITY MANAGEMENT 

Functionality 
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Remarks 

Logging (product specific) Ҟ Ҟ Ҟ  

Alerting (action send mail) Ҟ Ҟ X  

Event triggering (run scripts or custom action) Ҟ Ҟ X  

Application Termination  Ҟ Ҟ Ҟ  

Application Clean Closure  Ҟ Ҟ X  

Display warning / Dialog box Ҟ Ҟ X  

Blocked file archiving (move rule-blocked file to archive) Ҟ X X  

Auditing and reporting of self-elevation Ҟ X X  

Elevate/Reduce user right for Applications Ҟ X X  

Elevation/Reduce user rights to Control Panel Applets Ҟ X X  

Elevate user rights on the internet for ActiveX / Web Installations Ҟ X X  

Elevate user rights for Application Installations Ҟ Ҟ X  

Self-Elevation of user rights on demand with White & Black list options Ҟ X X  

If application is Elevated, option to not elevate Child Processes spawned from the raised Application Ҟ X X  

If application is Elevated, option to not elevate Secure Dialog Boxes within the raised Application Ҟ X X  
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Remarks 

Does not create and depend on a Local Adminstrator account on the machine for Elevation of User Rights Ҟ X X  

Redirect a requested URL to a specified safe URL Ҟ X X  

Redirect an already open URL when context/condition changes Ҟ X X  

Redirect URL based on full URL address Ҟ X X  

Redirect URL based on Sub-Directory of address Ҟ X X  

Redirect URL based on use of Wild Cards Ҟ X X  

Time Based Application Access # Ҟ X  

     

Security/blocking approach     

Whitelisting Ҟ Ҟ Ҟ  

Blacklisting Ҟ Ҟ Ҟ  

(Certificate based) vendor trusting Ҟ X X  

User specific rights Ҟ Ҟ X  

     

/ƻƴǘŜȄǘǳŀƭ ƴƻŘŜǎκƭŜǾŜƭǎ όōƭƻŎƪ ōŀǎŜŘ ƻƴ Χύ     

User Ҟ Ҟ Ҟ  

Group Ҟ Ҟ Ҟ  

Device (detail; IP, computer name etc. ?) Ҟ Ҟ Ҟ  
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Remarks 

Process Ҟ Ҟ Ҟ  

Access Time Ҟ Ҟ X  

Connection Type (e.g. RDP, ICA etc..) Ҟ X X  

Port Number Ҟ X X  

     

Block/filter types/details (what to block)     

Filename Ҟ Ҟ Ҟ  

Filename Extension Ҟ Ҟ Ҟ  

Folder Ҟ Ҟ Ҟ  

Drive Ҟ Ҟ Ҟ  

Removable Drive Ҟ Ҟ X  

Signature Ҟ Ҟ Ҟ  

Network Connection Ҟ Ҟ X  

URL Filtering Ҟ Ҟ X  

Software Installation Ҟ Ҟ X  

Sessions X Ҟ X  

Registry keys X ~ X  

Scripts Ҟ Ҟ X  
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Remarks 

     

Security levels     

Security disabled (Unrestricted) Ҟ Ҟ Ҟ  

Learning mode (Audit only) Ҟ Ҟ Ҟ  

Self-Authorize  Ҟ X X  

Security enabled (Restricted)  Ҟ Ҟ X  

     

Other     

Ability to prevent malicious changes to alter file integrity Ҟ Ҟ X  

Limit # of user-application sessions Ҟ Ҟ X  
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6.9 RESOURCE MANAGEMENT 

Functionality 
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Logging (product specific) Ҟ Ҟ  

Alerting (action send mail) Ҟ Ҟ  

Event triggering (run scripts or custom action) Ҟ Ҟ  

Reporting / trending Ҟ ~  

Fast Session Logoff (background logoff processing) Ҟ Ҟ  

    

Throttling options    

Share based CPU throttling Ҟ X  

Share based Memory throttling Ҟ X  

Share based Disk throttling Ҟ X  

Limit based CPU throttling  Ҟ X  

Limit based Memory throttling per user Ҟ Ҟ  

Limit based Memory throttling per application/process Ҟ X  

CPU reservations Ҟ X  

CPU affinity Ҟ X  

Set CPU conditions/thresholds Ҟ Ҟ  
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Remarks 

Set application specific CPU conditions/thresholds Ҟ Ҟ  

    

Optimization conditions    

Window state (minimized, foreground background etc.) Ҟ X  

Session state (idle, disconnected, locked etc.) Ҟ X  

Detailed reporting on resource usage Ҟ X  

    

Other    

Memory optimization Ҟ Ҟ  

CPU/thread optimization Ҟ Ҟ  
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6.10 LICENSE MANAGEMENT 

There is a lot to write about License Management in the context of User Environment Management. In forthcoming versions of the whitepaper 

more features will be analyzed and described.  

Functionality 
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Remarks 

Assign license costs per app X Ҟ X  

License types     

Companywide license Ҟ Ҟ X  

Server license Ҟ Ҟ X  

Per seat license Ҟ Ҟ Ҟ  

Per named user license Ҟ Ҟ X  

Per concurrent user license Ҟ Ҟ Ҟ  

Per device license Ҟ Ҟ Ҟ  

Per device license (approved by ISV/Microsoft) Ҟ X X  

6.11 MONITORING, AUDITING AND REPORTING  

There is a lot to write about Monitoring, Auditing and Reporting in the context of User Environment Management. In forthcoming versions of 

the whitepaper more features will be analyzed and described. 
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Monitoring    

Session processes  Ҟ X   

Session CPU usage  Ҟ X   

Session Memory usage Ҟ X  

User logon/logoff process Ҟ Ҟ  

    

Auditing    

End-point audit information available (allow/deny access) Ҟ X  

Audit change log (generic) Ҟ Ҟ  

Audit change log (detailed per object) Ҟ Ҟ  

Review user logon and logoff process with history Ҟ Ҟ  

    

Reporting    

End-point software inventory Ҟ X  

End-point software usage inventory Ҟ Ҟ  

Resultant set of user specific applied UEM settings (logging) Ҟ Ҟ  

Resultant set of user specific applied UEM settings (planning) X  X   
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Export configuration / settings for documentation purposes Ҟ Ҟ  

Report application usage Ҟ Ҟ  

Report sessions usage Ҟ Ҟ  

Report application/license use per user X Ҟ  

Report application/license use per OU X  Ҟ  

Report application/license use per device X  Ҟ  

Report application/license use during a specific time frame X  Ҟ  

Report application/license use by session state. X  Ҟ  

Report users per application X  Ҟ  

Reporting application CPU usage per user/computer/OU X  Ҟ  

Report website usage Ҟ Ҟ  

Report license usage Ҟ Ҟ  
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6.12 APPLICATION DELIVERY 

There is a lot to write about Application Delivery in the context of User Environment Management. In forthcoming versions of the whitepaper 

more features will be analyzed and described. 

Functionality 
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Integrated support for Citrix XenApp Published Application X Ҟ  

Integrated support for Citrix XenApp Streaming Application # #  

Integrated support for Microsoft RDSH ς RemoteApp (native or MSI) X Ҟ  

Integrated support for Microsoft App-V (native or MSI) Ҟ Ҟ  

Integrated support for Symantec Workspace Virtualization (native or MSI) X X  

Integrated support for VMware ThinApp (native or MSI) X Ҟ  

Integrated support for Microsoft MSI installation ~ Ҟ  
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7.  /hb/[¦{Lhb 

Which User Environment Management solution is THE best?!; Good Question! But without a 

better understanding of the complete picture and the requirements in general it is impossible 

to give an accurate and profound answer. In essence it depends on various areas as mentioned 

ƛƴ ŘŜǘŀƛƭ ƛƴ ǇŀǊŀƎǊŀǇƘ оΦу Ψ{ǘǊŀǘŜƎȅΩΦ  

Key areas for your User Environment Management strategy are: 

¶ Are you investigating a tactical (point)-or strategic solution? What do you want to solve? 

¶ ²ƘŀǘΩǎ your desktop delivery and migration strategy for Windows 7?  

How do you take care of profile changes during a migration (v1 and v2)? What is your role-

back strategy when all the user and application settings are migrated to Windows 7? 

¶ Is work shifting a key driver for the Optimized Desktop? How are the roaming/ flexible and 

mobile users within the organization facilitated?  

¶ How do you achieve consistent and uniform user environment across Desktop, Laptop, 

VDI, Terminal Services in managed and un-managed scenarios?! 

How do you design, control and maintain logon scripts and user profiles? Are you facing 

long logon times to your environment and applications? Would your end-users benefit 

from a Profile clean-up? Are you facing profile corruption?  

¶ How do you handle all the application and user preferences such as printers, file-types, 

drive mappings, access to applications, data, and network resources and application set-

tings? How many people really understand the complex and often legacy internal scripts? 

How agile are these scripts and settings? 

¶ Is Application Virtualization in scope, how do you handle application preferences in a 

mixed OS and Application, and Desktop Delivery infrastructure? 

¶ Do you need context awareness? Based on user/role, device, location and various settings 

access to application resources is controlled and enforced when needed.  

¶ What is your Application and Desktop Delivery solution in BYOC scenarios? How do you 

deliver applications to these (un-managed) devices? What is the role of UEM? 

¶ Does the end-user need the ability to install and update applications? Is User Installed Ap-

plications functionality needed? Does the user have the correct privileges to install, or up-

date software? 

¶ How do you control, administer, audit and report which user has access to which applica-

tion from specific devices or locations? How do you control application usage, user rights 

management? 

¶ ²Ƙŀǘ ǎƻƭǳǘƛƻƴǎ Řƻ ȅƻǳ ǳǎŜ ǘƻ ƳŀƪŜ ǎǳǊŜ ȅƻǳΩǊŜ compliant? Can you measure, track and 

enforce licensing? How do you currently license per device applications such as Microsoft 

Project and Microsoft Visio? 
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¶ Are billing, license-management, reporting and/or charge-back of the delivered applica-

tions needed? 

¶ Do you want to offer a Self-Support tool to your users to reduce the amount of Helpdesk 

calls?  

¶ Does the User Environment Management solution need to be proven and mature? What is 

your definition of proven? 

¶ Lǎ ά[ŀȅŜǊƛƴƎ ǘƘŜ ŎŀƪŜέ κ ǎŜǇŀǊŀǘƛƻƴ ƻŦ hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳ - Application - and User Prefer-

ences part of the overall desktop strategy?  

¶ Bottom Line: Does IT have focus on your end-user?!  

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ƘŀǾŜ ŀ ±ƛǎƛƻƴ ŀƴŘ {ǘǊŀǘŜƎȅ ŀǊƻǳƴŘ !ǇǇƭƛŎŀǘƛƻƴ ŀƴŘ 5ŜǎƪǘƻǇ 5ŜƭƛǾŜǊȅΦ ¦ǎŜǊ 9n-

vironment Management needs to be part of this Vision and Strategy. Designing, building, man-

aging and maintaining the Optimized (Virtual) Desktop infrastructure using the right technolo-

gies, corresponding vendors and products is the destination.  

  ά¢Ƙƛǎ ǿƘƛǘŜǇŀǇŜǊ ƛǎ ŀ ǳǎŜŦǳƭ ǊŜǎƻǳǊŎŜ ƛƴ ǘƘƛǎ journeyΗέ   
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8.  /I!bD9 [hD 

Date June 2011 v1.0 - Initial Release 

Date June 2011 v1.0.3 ς Minor layout fixes + minor RES fixes in tables. 

Date June 2011 v1.0.4 ς Minor layout fixes 

Date November 2011 v1.1 ς Community and vendor feedback 

¶ Re-read and reviewed the complete document 

¶ Removed some typographical errors 

¶ Added information in chapter 1 to highlight objectives, suggestions and 

improvements 

¶ Introduced the term business-consumer besides of end-user 

¶ Added chapter 3.3, Ψ[ŀȅŜǊƛƴƎ ǘƘŜ ŎŀƪŜ ŀƴŘ !ǇǇƭƛŎŀǘƛƻƴ 5ŜƭƛǾŜǊȅΩ  

¶ Added information in chapter 3.4, Ψ¦ǎŜǊ /ŜƴǘǊƛŎ /ƻƳǇǳǘƛƴƎΩ 

¶ Updated chapter 3.7, Ψ²Ƙȅ ¦9aΩ 

¶ Updated chapter 3.8, Ψ¦9a CǳƴŎǘƛƻƴŀƭƛǘȅΩΤ ŘƛŦŦŜǊŜƴǘ ƴŀƳƛƴƎ ǘƻ ǎǘǊŜǘŎƘ ǘƘŜ 

functionality and Desktop Transformation 

¶ Updated Chapter 3.9, Ψ¦9a {ǘǊŀǘŜƎȅΩ ŀƴŘ ŀŘŘŜŘ ƴŜǿ ǎǘǊŀǘŜƎƛŎ ǉǳŜǎǘƛƻƴǎΦ 

¶ Updated chapter 3.11, Ψ²ƘŀǘΩǎ ŀ ƴŀƳŜΩ ŀƴŘ ŀŘŘŜŘ ǘŀōƭŜ ΨhǾŜǊŀƭƭ ǘŜǊƳǎ ŀƴŘ 

ŘŜŦƛƴƛǘƛƻƴǎΩ 

¶ Updated chapter 3.12, ΨC!vΩ 

¶ Updated chapter 4.2, Ψ¦ǎŜǊ tŜǊǎƻƴŀƭƛȊŀǘƛƻƴΩ ƘŜŀŘŜǊ ŀƴŘ ǎƳŀƭƭ ƛǘŜƳǎ ƛƴ ǘŜȄǘ 

¶ Updated chapter 4.3, Ψ!ǇǇƭƛŎŀǘƛƻƴ !ŎŎŜǎǎ /ƻƴǘǊƻƭΩ ƘŜŀŘŜǊ ŀƴŘ ǎƳŀƭƭ ǘƻǇƛŎǎ ƛƴ ǘŜȄǘ 

¶ Updated chapter 4.5, Ψ[ƛŎŜƴǎƛƴƎΩ - small topics in text 

¶ Updated chapter 4.6, ΩaƻƴƛǘƻǊƛƴƎΣ !ǳŘƛǘƛƴƎ ŀƴŘ wŜǇƻǊǘƛƴƎΩ ǎƳŀƭƭ ǘƻǇƛŎǎ ƛƴ ǘŜȄǘ 

¶ Updated chapter 4.7, Ψ!ǇǇƭƛŎŀǘƛƻƴ 5ŜƭƛǾŜǊȅΩ ƛƴ ŎƻƴǘŜȄǘ ƻŦ ¦9aΤ  

¶ Updated chapter 5.1 and 5.2 to highlight the goal and focus of the vendor solution 

matric 

¶ Updated chapter 5.2, ΨǾŜƴŘƻǊ ǎƻƭǳǘƛƻƴǎ ƳŀǘǊƛȄΩ 

¶ Updated chapter 5.3.2, AppSense functionality - License Control 

¶ Updated chapter 5.5, ΨLƳƳƛŘƛƻΩΣ ƛƴǘǊƻŘǳŎǘƛƻƴΣ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ŀƴŘ ǇǊƛŎƛƴƎ 

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ рΦфΣ Ψw9{ {ƻŦǘǿŀǊŜΩ 

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ рΦфΦсΣ Ψw9{ 5ȅƴŀƳƛŎ 5ŜǎƪǘƻǇ {ǘǳŘƛƻΩ 

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ сΦмΣ ΨLƴǘǊƻŘǳŎǘƛƻƴΩ ŀƴŘ ΨǾŜƴŘƻǊ ǎƻƭǳǘƛƻƴǎ ƳŀǘǊƛȄΩ 

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ сΦнΣ ΨtǊƻŘǳŎǘ ǾŜǊǎƛƻƴΩ 

¶ New features added: 
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o Management Server / UEM solution, Database instance officially support 

20K concurrent connections 

¶ Features updated, Generic Features and Functionality 

o Management Server / UEM solution. Server instance officially supports 

X.XXX concurrent connections 

o Licenses, Education license program 

o Support and Community; 10+ of public available enterprise (50K CCU) 

references in EU using UEM solution 

o Support and Community; Professional Services Organization 

o Client (endpoint) Operating System support; Windows 8 

¶ Features updated, User Profile Management 

o Action triggers, Process Start ς From UNC Path 

o Native policy actions, Text File Update 

o Native policy actions, Text File Search 

o Native policy actions, File & Folder Copy 

o Built-in rules / native conditions,  Counter Condition ς Run Once >>Run 

many 

¶ Features updated, Application Access Control 

o Display warning / Dialog box 

o Auditing and reporting of self-elevation 

o Elevate/Reduce user right for Applications 

o Elevation/Reduce user rights to Control Panel Applets 

o Elevate user rights on the internet for ActiveX / Web Installations 

o Elevate user rights for Application Installations 

o Self-Elevation of user rights on demand with White & Black list options 

¶ Features updated, License Management 

o Per device license (recognized and approved by ISV /Microsoft) 

¶ Features changes: AppSense 

o  Concurrent user/desktop licenses 

o Per device licenses 

o Enterprise/site license program 

o Academic/Education license program 

o Service Provider license program 

o Integration with 3rd party systems management solutions  

o Scripting (none PowerShell) support and command-line interface 

o Datastore transfer Protocol - TCP / configurable and supported 

o Client/User Session EnvironmentAgent technology, Service (hooks 

WinLogon) 

o Lockdown and removal of OS and 3rd party application UI/content 

o Built-in rules / native conditions, Operating System Service Pack 
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o Built-in rules / native conditions, Operating System version 

o Built-in rules / native conditions, User Domain 

o Built-in rules / native conditions, File / Folder match (exists, version) 

o Built-in rules / native conditions, Date/time match 

o Built-in rules / native conditions, Environment variables 

o Built-in rules / native conditions, Terminal Server 

o Built-in rules / native conditions, Registry match 

o Built-in rules / native conditions, Time range 

o Built-in rules / native conditions, User interaction - Yes/No response 

o Block/filter types/details (what to block), URL Filtering 

o Block/filter types/details (what to block), Software Installation 

o Block/filter types/details (what to block), Sessions 

o Block/filter types/details (what to block), Registry keys 

o Block/filter types/details (what to block), Scripts 

o Throttling options, Share based Memory throttling 

o Throttling options, Limit based Memory throttling per user 

o Monitoring, Session processes   

o Monitoring, Session CPU usage  

o Monitoring, Session Memory usage 

o Reporting, Resultant set of user specific applied UEM settings (planning) 

o Reporting, Report sessions usage 

o Reporting, Report application/license use per user 

o Reporting, Report application/license use per OU 

o Reporting, Report application/license use per device 

o Reporting, Report application/license use during a specific time frame 

o Reporting, Report application/license use by session state 

o Reporting, Report users per application 

o Reporting, Reporting application CPU usage per user/computer/OU 

o Reporting, Report website usage 

o Client/User Session Environment 

o Agent technology, Service 

o Agent technology, Service (parent process) 

o Agent technology, Kernel mode filter driver 

o Command-line parameters 

o UPM, Migrate from competing products 

o UPM, Migrate individual apps across versions 

o Built-in rules / native conditions, Domain Controller 

o Block/filter types/details (what to block), Scripts 

¶ RES Software Features updated 

o Management Platform, Datastore transfer Protocol ς SMB 
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o Management Platform, Datastore transfer Protocol ς CIFS 

o Agent technology, Service 

o Agent technology, Kernel mode filter driver 

o User Profile Datastore, Datastore transfer Protocol - SMB 

o User Profile Datastore, Datastore transfer Protocol - CIFS 

o User Profile Datastore, Built-in replication/synchronization 

o User Profile Datastore, Parallel processing of logon actions 

¶ Immidio FlexProfiles Fetures update 

o Personalisation loaded on demand (at app launch) 

¶ !ŘŘŜŘ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ŎƘŀǇǘŜǊ тΣ ΨŎƻƴŎƭǳǎƛƻƴΩ 

¶ !ŘŘŜŘ ŎƘŀǇǘŜǊ уΣ ΨŎƘŀƴƎŜ ƭƻƎΩ 

Date November 2011 v1.11 

¶ Added VMware Persona Management vendor information in Chapter 5.14 

Date January 2012 v1.2 

Review and editing of this document has also been performed by Jeremy Moskowitz, Group 

Policy MVP. 

¶ Grammar and spelling check of complete document 

¶ Updated chapter 3.9, UEM Strategy 

¶ Updated chapter 3.12, FAQ 

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ пΦмΦмΣ Ψ¦ǎŜǊ tǊƻŦƛƭŜǎ млмΩ 

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ пΦмΦпΣ Ψ²ƘŜǊŜ ŘƻŜǎ DǊƻǳǇ tƻƭƛŎȅ ŀƴŘ Dtt Ŧƛǘ ƛƴ ǿƛǘƘ ¦9aΩ 

¶ Updated chapter 5.2, Ψ±ŜƴŘƻǊ ƳŀǘǊƛȄΨ ǿƛǘƘ tƻƭƛŎȅ tŀƪ {ƻŦǘǿŀǊŜ and updated Triceat 

and Scense 

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ рΦтΣ ΨaƛŎǊƻǎƻŦǘΩ 

¶ !ŘŘŜŘ ŎƘŀǇǘŜǊ рΦуΣ ΨtƻƭƛŎȅtŀƪ {ƻŦǘǿŀǊŜΩ 

¶ Updated chapteǊ рΦмлΦо ŀƴŘ рΦмлΦсΣ Ψw9{ {ƻŦǘǿŀǊŜΩ 

¶ ¦ǇŘŀǘŜŘ рΦмнΣ Ψ¢ǊƛŎŜǊŀǘΩ 

¶ Updated chapter 6.1Σ ΨLƴǘǊƻŘǳŎǘƛƻƴΩ ŀƴŘ ΨǾŜƴŘƻǊ ǎƻƭǳǘƛƻƴǎ ƳŀǘǊƛȄΩ with Policy Pak 

Software and Tricerat Simply Suite 

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ сΦнΣ ΨtǊƻŘǳŎǘ ǾŜǊǎƛƻƴsΩ  

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ сΦрΣ ΨDŜƴŜǊƛŎ CŜŀǘǳǊŜs and Functionality with Policy Pak Software 

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ сΦсΣ Ψ¦ǎŜǊ tǊƻŦƛƭŜ aŀƴŀƎŜƳŜƴǘΩǿƛǘƘ tƻƭƛŎȅ tŀƪ {ƻŦǘǿŀǊŜ 

¶ ¦ǇŘŀǘŜŘ ŎƘŀǇǘŜǊ сΦтΣ Ψ¦ǎŜǊ tŜǊǎƻƴŀƭƛȊŀǘƛƻƴΩ ǿƛǘƘ tƻƭƛŎȅ tŀƪ {ƻŦǘǿŀǊŜ 

¶ Updated chapter 6.5, New features 

o API Interface (public) and documented 

o 24 x 7 support, additional pricing 
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o 24 x 7 support included in base license 

o Microsoft SQL Server 2008R2, built-in support for native SQL Mirroring 

o Software and Agents available as 32bits component 

o Software and Agents available as 64bits component, native 64 bits compo-

nents 

¶ Updated chapter 6.7, New features 

o Native policy actions, Ability to write your own Custom Policy Actions 

o Native policy actions, Custom VBScript queries for Actions 

o Native policy actions, Custom PowerShell queries for Actions 

o Native policy actions, hƴƭȅ /ƻǇȅ ΨbŜǿΩ ƻǊ Ψ/ƘŀƴƎŜŘΩ ƛǘŜƳǎΣ ŦƛƭŜǎ ƻǊ ŦƻƭŘŜǊǎ 

o Native policy actions, Ability to Mirror Folder to mirror source if files are re-

moved 

o Native policy actions, Syncronize Folder, unlike Mirror this is a two way pro-

cess 

o Built-in rules / native conditions, Ability to write your own Custom Policy Con-

ditions 

o Built-in rules / native conditions, Custom VBScript queries for Conditions 

o Built-in rules / native conditions, Custom Jscript queries for Conditions 

o Built-in rules / native conditions, Custom PowerShell queries for Conditions 

o Built-in rules / native conditions, Custom PowerShell queries 

o Built-in rules / native conditions, If .. else condition 

o Built-in rules / native conditions, Remote Host/URL 

o Built-in rules / native conditions, Session Type 

o Built-in rules / native conditions, USB storage device, serial and ven-

dor/product 

o Built-in rules / native conditions, Any AD User Property 

¶ Updated chapter 6.7, New features 

o If application is Elevated, option to not elevate Child Processes spawned from 

the raised Application 

o If application is Elevated, option to not elevate Secure Dialog Boxes within the 

raised Application 

o Does not create and depend on a Local Adminstrator account on the machine 

for Elevation of User Rights 

o Redirect a requested URL to a specified safe URL 

o Redirect an already open URL when context/condition changes 

o Redirect URL based on full URL address 

o Redirect URL based on Sub-Directory of address 

o Redirect URL based on use of Wild Cards 

o Time Based Application Access 
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o Contextual nodes/levels (blocƪ ōŀǎŜŘ ƻƴ Χύ /ƻƴƴŜŎǘƛƻƴ ¢ȅǇŜ όŜΦƎΦ w5tΣ L/! 

etc..) 

o /ƻƴǘŜȄǘǳŀƭ ƴƻŘŜǎκƭŜǾŜƭǎ όōƭƻŎƪ ōŀǎŜŘ ƻƴ Χύ Port Number 

o  

¶ Features updated 6.5, Generic Features and Functionality: RES Software 

o Database instance officially support 20.000 concurrent connections 

o Integration with 3rd party PC-lifeCycle management solutions 

o Scripting  (not including PowerShell) support and command-line interface 

o Professional Services Organization - 24h multi-lingual support 

¶ Features updated 6.5, Generic Features and Functionality: Appsense 

o Web-based management interface 

o Delegation of control, granular delegated administration roles 

o 24 x 7 support included in base license 

¶ Features updated 6.6, User Profile Management: RES Software 

o Last write wins - Per Application 

¶ Features updated 6.6, User Profile Management: Tricerat 

o Datastore transfer Protocol ς SMB 

o Datastore transfer Protocol - DCOM 

o Offline (Cached) Mode 

¶ Features updated 6.6, User Profile Management: AppSense 

o Application Virtualization support, VMware ThinApp 

¶ Features updated 6.7, User Personalization, Application and Desktop Management, 

RES Software 

o Parallel processing of logon actions 

o Native Action triggers, Process Start 

o Native policy actions, File & Folder Copy 

¶ Features updated 6.7, User Personalization, Application and Desktop Management, 

Tricerat 

o Can define an application as a global object 

o Built-in rules / native conditions, Published Application Name 

¶ Features updated 6.7, User Personalization, Application and Desktop Management, 

Appsense 

o Extendable with 3rd party tools 

o Built-in rules / native conditions, Vmware View client name 

¶ Tricerat added to chapter6.8 ,Application Access Control, Security Management 

¶ Tricerat added to chapter6.10, License Management 
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9.  !tt9b5L·Υ !-¢9!a όtvwύ a9a.9w{ 

Rob Beekmans: Rob (1969) started in the IT field managing a Novell environment but worked in many different are-

ŀǎ ǎƛƴŎŜ ǘƘŜƴΦ aŀƛƴƭȅ Ƙƛǎ ŦƻŎǳǎ Ƙŀǎ ōŜŜƴ ƻƴ {./ ŜƴǾƛǊƻƴƳŜƴǘǎ ǎǘŀǊǘƛƴƎ ǿƛǘƘ /ƛǘǊƛȄ ²ƛƴŦǊŀƳŜ мΦт ƛƴ ǘƘŜ ΨулǎΩΦ {ƻ ǿƛǘƘ 

over 15 years of experience he has seen IT grow to a mature and cloud business as it is now. Rob is a Sr. Consultant 

for PQR with his primary focus on application and desktop delivery and User Environment Management. Rob is a 

Citrix Certified Enterprise Engineer (CCEE) and a RES PowerFuse/Workspace manager Certified Professional (RPFCP). 

Rob can be reached at rbe@pqr.nl or twitter . 

Matthijs Haverink: Matthijs (1980) started his career as a system engineer and meanwhile has over 10 years of ex-

perience in the business of IT from support engineering to team management to design and implementation of 

complex ICT infrastructures. His focus now, as a technical Consultant at PQR, is on Application and Desktop Delivery 

including hardware virtualization, software virtualization and User Environment Management. Matthijs advises, de-

signs, implements and migrates advanced ICT-infrastructures. Matthijs has achieved certifications as a Microsoft 

Certified Systems Engineer (MCSE +E), VMware Certified Professional (VCP) and Citrix Certified Administrator on Cit-

rix Solutions like Provisioning Server, XenServer, XenDesktop and so on. You can reach Matthijs at mha@pqr.nl  or 

twitter  

Sven Huisman: Sven (1977) studied Information Management in Utrecht. He started his career as system engineer 

ŀƴŘ ƳŜŀƴǿƘƛƭŜ ƘŜ Ƙŀǎ ƻǾŜǊ мл ȅŜŀǊǎ ƻŦ ŜȄǇŜǊƛŜƴŎŜ ƛƴ ǘƘŜ L¢ ōǳǎƛƴŜǎǎΦ IŜ ƛǎ ƻƴŜ ƻŦ tvwΩǎ ǘŜŎƘƴƛŎŀƭ /ƻƴǎǳƭǘŀƴǘǎΣ Ŧo-

cusing on Application and Desktop Delivery, hardware and software virtualization. Sven advises, designs, imple-

ments and migrates advanced ICT-infrastructures. Having achieved the highest certifications of its most important 

partners, Sven is a Citrix Certified Enterprise Administrator (CCEA), a Microsoft Certified Systems Engineer (MCSE) 

and a VMware Certified Professional (VCP). Sven is awarded as VMware vExpert in 2009 and 2010. You can reach 

Sven at shu@pqr.nl or twitter  

Jits Langedijk: Jits (1979) started his career in IT as a service engineer and meanwhile he has over 10 years of expe-

rience in the IT business. As a technical consultant at PQR his primarily focus is Application and Desktop Delivery, 

hardware and software virtualization.  Jits advises, designs, implements and migrates advanced ICT-infrastructures. 

Having achieved the highest certifications of its most important partners, Jits is a Citrix Certified Enterprise Adminis-

trator (CCEE), a Microsoft Certified IT Professional Enterprise Administrator (MCITP:EA) and a VMware Certified Pro-

fessional (VCP). You can reach Jits at jla@pqr.nl  

Anton van Pelt: !ƴǘƻƴ όмфупύ ƛǎ ŀƴ ǘŜŎƘƴƛŎŀƭ Ŏƻƴǎǳƭǘŀƴǘ ŀǘ tvwΦ !ƴǘƻƴΩǎ Ƴŀƛƴ ŦƻŎǳǎΥ !ǇǇƭƛŎŀǘƛƻƴ ŀƴŘ Desktop Deliv-

ery solutions. Nevertheless, his interests are going much further than this what gives him a broad knowledge in 

complex IT environments. For instance Anton was hired by Riffa Views International School in Bahrain in 2009 for 

optimizing there environment. Anton advises, designs, implements and migrates advanced ICT-infrastructures. Hav-

ing achieved the highest certifications of its most important partners, Anton is a Citrix Certified Administrator (CCA) 

for several Citrix products like XenApp, XenDesktop and Citrix Access Gateway, a Microsoft Certified Systems Engi-

neer (MCSE) and a RES Certified Professional (RCP). You can contact Anton by email at ape@pqr.nl Follow Anton on 

twitter  

Peter Sterk: As a consultant for PQR, Peter is focused on Application and Desktop Delivery solutions. With his broad 

knowledge of other infrastructure components and over 10 years of experience, his role is to analyze the business 

needs and advise, designs and implement ICT infrastructures. Peter studied Business Computing at the Hogeschool 

Utrecht, and has earned certifications like Citrix Certified Enterprise Administrator (CCEA), Microsoft Certified Sys-

tems Engineer (MCSE, +E, +S), Microsoft Certified IT Professional. In the past year Peter is a speaker on different na-

tional events (Heliview, Expertslive). You can reach Peter at pst@pqr.nl or twitte r   

mailto:rbe@pqr.nl
http://www.twitter.com/robbeekmans
mailto:mha@pqr.nl
http://twitter.com/vf_matt
mailto:shu@pqr.nl
http://www.twitter.com/svenh
mailto:jla@pqr.nl
mailto:ape@pqr.nl
http://www.twitter.com/antonaustirol25
mailto:pst@pqr.nl
http://www.twitter.com/petersterk
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